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Buzuposanue PII/] nJ1s1 ncnosiHeHusl B 04epeTHOM Y4eOGHOM roxy
"YTBEPX/AIO"

Pabouas mporpamMma nepecMoTpeHa, o0CyxieHa U o00peHa i ucnonaenus B 2026 - 2027 yueOGHOM romy Ha
3acenanuu kadenpsl MHGOPMAIIMOHHBIX TEXHOJIOTHIA

IIporoxom ot " " 2026 r. Ne

3as. kadeapoii Bpaxyn H.B. (nommme)
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3acenanuu kadenpsl MHPOPMAITMOHHBIX TEXHOIOTHI
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3acenanuu Kadeapbl MHOOPMAITMOHHBIX TEXHOIOTHIA

IIporokoi ot " " 2028 1. Ne

3as. Kaq)eapoﬁ Bpa}j[yj'[ H.B. (mozrmck)

Buzuposanue PII/] 1151 ncnoiHeHHs B 04epeTHOM Y4eOHOM roxy
"YTBEPXIAIO"
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PA3JEJI 1. OPT AHU3AIIMOHHO-METOINYECKHI

1.1. EJIN JMCOUATIINHBI

CdopmupoBath 3HaHUS O MIPUHIIUTIAX H CIOCO0aX MPOTHUBOICHCTBHS OTIACHOCTSIM M yTPO3aM,
BO3HUKAIOIIUM B IIPOIECCE PA3BUTHS COBPEMEHHOTO HH()OPMAIIMOHHOTO 001IeCTBa B chepe MHPOPMAIMOHHOH
0e30macHOCTH.

1.2. YYEBHBIE 3ATAYU JUCHUTIJIUHbBI

- O3HAKOMHTH CTY/IEHTOB C COBPEMEHHBIMU TEXHOJIOTHSIMH, IPUMEHSIEMBIMH B PELICHUN 33129
WHGOPMAITMOHHOM 0€30MACHOCTH, MOJIEIISIMH BO3MOXKHBIX YTPO3, HOPMATHBHBIMHU JJOKYMEHTaMHU, TSPMUHOJIOTHEH U
OCHOBHBIMU TTOHATUSMU TEOPUU 3alIUTH HH)OPMAIIUY;

- IPUOOPECTH MPAaKTHYECKNE HABBIKK aHAIN3a M BEIOOPA METOAOB ¥ CPECTB 3aIUTH KOMITBIOTEPHON HH(POPMAIIHH.

1.3. MECTO JJUCIUTIJIMHBI B CTPYKTYPE OCHOBHOM OBPA30OBATEJIBHOM
ITPOI'PAMMBbBI

Luki (paszern) OIOII BO: |51.O

1.3.1. Jucyunnuna "Unghopmayuonnas bezonacrocms " onupaemes na ciedyrouue snemenmot OO BO:

BrruncnurensHbie CHUCTEMBI, CETHU U TCJICKOMMYHHUKAIINN

basbl qanHbIxX

WndopmannoHHbIE CUCTEMBI U TEXHOJIOTUH

1.3.2. Jucyunnuna "Hnpopmayuonnas 6ezonachocms”  gvlicmynaem onopou 075 Cle0yrouux 31eMeHmos.

UT urdpactpykTypa npeanpusTus

KoprioparuBHbie HHPOPMALIIOHHbBIE CUCTEMBI

1.4. PE3YJIBTATBI OCBOEHU JUCHUIIJINHBI:

OIIK-3.1: Pewaem cmanoapmubie 3a0a4u npopheccuoHarbHol 0esimeibHOCmU Ha 0CHOGe
UHGOPMAYUOHHOU U OUOTUOSPADULECKOT KYIbIMYPb C NPUMEHEHUeM UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIX
TEXHONIO2ULL U C YYemOoM OCHOBHLIX MPeDdOBaHUI UHGOPMAYUOHHOU Oe30NaACHOCU

3HaTh:

Yposenb 1 | HOpMaTHBHEIE TIPAaBOBBIE JOKYMEHTHI B chepe HHHOPMALIMOHHON 0€30MMacHOCTH B 00JIaCTH
WHQOPMAITMOHHBIX CHCTEM M TEXHOJIOTHI

Yposens 2 | Buasl yrpo3 UC

Yposens 3 | MeTo1bI OOecnieueHHs HH)OPMAIIMOHHOW 0€30IaCHOCTH

VYMeTh:

Yposens 1 | NCTI0IB30BaTh HOPMATUBHBIE TPABOBBIE JOKYMEHTHI B chepe MH)OpMaLOHHON 0€3011aCHOCTH B
o0acTi HHOOPMAIIMOHHBIX CUCTEM W TEXHOJIOTHI [T OpraHU3alluy 32U Thl HHPOPMAIUU

YpOBem, 2 MMPUMCHATH METO/JIbI aHAJIN3a HpHKJ'Ia,I[HOfI o0JlacTu Ha KOHOCUTYaJIbHOM, JIOTHYCCKOM, U
AJITOPUTMHUYICCKOM YPOBHSX C HEJIBIO BBIABJIICHUA YI'PDO3 0e30macHOCTH

YpoBens 3 | pemats CTaHAapTHBIE 33Ja4l IPOGECCHOHATIBHON AEATEIbHOCTH Ha OCHOBE HH(OPMALIMOHHON U
oubaMorpaduIecKor KyJbTyphl ¢ IPUMEHEHHUEM HH(POPMAIIMOHHO- KOMMYHUKAIIMOHHBIX TEXHOJIOTHUH U
C Y4e€TOM OCHOBHBIX TpeOOBaHMI HHPOPMAIIMOHHOH 0e30M1acCHOCTH

Bnaners:

YpoBennb 1 | MEeXIyHAPOIHBIMU M OT€YECTBEHHBIMU CTaHAAPTaMH B 00J1aCTH 0OecTieueH s 6e30MacHOCTH
I/IH(i)OpMaIII/IOHHBIX CHUCTEM U TEXHOIOT I

YpoBens 2 | ciocOOHOCTHIO OIOKUPOBATH Yrpo3bl Oe3onacHocTd C npeanpusTrs ¢ mOMOIIBIO METO/IOB
obecrneveHus 3amuThl HHPOPMAIH

YpoBenb 3 | HABBIKAMHU ITOJATOTOBKH 0030pOB, aHHOTAIUI, COCTaBJICHUSI pe)epaToB, HAYYHBIX JIOKJIA]I0B,
myonukanwii, 1 6udarorpaduu Mo HayvHO- UCCIIEIOBATEIBCKON paboTe ¢ yueToM TpeOoBaHU
MH(POPMAITMOHHOH 0€30MIaCHOCTH

1.4. PE3YJIBTATBI OCBOEHUSA JUCHUIIJINHbI:

OIIK OC-10.1: Paspabamvieaem u peanuzyem an2opummbsl peuleHus KOMnieKca 3a0a, C6a3aHHbIX ¢
obecneyenuem 6e30NACHOCMU 8 npoyecce CO30aHUsL, IKCRIYAMAYUY U PA36UTNUSL NPUKAAOHBIX UHDOPMAYUOHHBIX
cucmem

3HATh:

Yposensb 1 | THIIOBBIC TIPOrpaMMHO-aNIapaTHBIE CPEACTBA M CUCTEMBI 3aIINTHI HH()OPMAIHH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA B KOMITBIOTEPHYIO CPEITy

yp0BeHb 2 MCTO/JbI 3allITUTHI I/IH(bOpMaLII/H/I B BBIYHCJIUTCIIBHBIX CUCTEMAaX U CCTAX




yp0BeHb 3 | TUIIOBEIE Cp€acTBa 3a1IUThI I/IH(l)OpMaHI/II/I B BEIYHCIIUTCIIBHBIX CUCTEMAX U CETAX

YMeTh:

YpoBennb 1 | NICTIOTB30BaTh TUIIOBEIE TPOTPAaMMHO-AIIIAPATHEIE CPEJCTBA M CHCTEMBI 3aITUTHI HH()OPMAIIUHU OT
HECaHKIIMOHUPOBAHHOTO IOCTYTIa B KOMITBIOTEPHYIO CpeILy

YIJOBeHb 2 | ICIIOIB30BaTh TUIIOBEIC IporpaMMHO-armnapaTHblC CPEACTBA U CUCTCMbI 3allIUThI I/IH(i)OpMaHI/II/I oT
HapyumeHus €€ HCIOCTHOCTH

YPOBeHb 3 | ucmoap30BaTh MCTOJbI 3allTUThI I/IH(l)OpMaHI/II/I B BBIYHCIIUTCIIBHBIX CHCTEMAX M CCTAX

Bnanern:

ypOBeHb 1 | HaBEIKAMM pa60TI)I C METOAAaMHU U TUIIOBBIMU CPEACTBAMU 3allIUThI I/IH(I)OpMaHI/II/I B CHUCTEMAX U CCTAX

YIJOBeHb 2 | TUIOBBIMU mporpaMMHO-aImnapaTHbIM1u CpEACTBAMHU obecrieueHus AOCTYITHOCTH I/IH(l)OpMaLH/II/I

YpoBeHb 3 | HABBIKAMU UCTIOIH30BAHMS THIIOBBIX MTPOTPaMMHO-ANIAPATHBIX CPEJCTB U CUCTEM 3allIUThI
nH(pOpPMAITNHU 0T HECAHKIIMOHUPOBAHHOTO JIOCTYTIa B KOMIIBIOTEPHYIO CPETY

B pezynemame oceoenuna oucyunaunvt "Hugopmayuonnan 6ezonacnocms’ oodyuarowuiica 00axcen:

3.1| 3uars:

HOpPMAaTHUBHBIE ITPABOBBIE IOKYMEHTHI B chepe nHHOpMaMOHHOMH 6€30I1acHOCTH B 001aCcTH
NHGOPMALMOHHBIX CHCTEM U TEXHOJIOTHIL.

3.2| Ymern:

KCIIOJIb30BaTh HOPMATHUBHBIC MPABOBBIC JIOKYMEHTHI B chepe HHPOPMALIMOHHOHN 0€30IMacCHOCTH B 00J1aCTH
WH(OPMAITMOHHBIX CHCTEM M TEXHOJOTHA JJII OPTaHNU3aIluH 3aIIUTH HHPOPMAITUHL.

3.3| Baagern:

MEXIyHapOIHBIMHU U OT€YECTBEHHBIMH CTaHAAPTAMH B 00JacTH o0ecredeHus: 6e30MacHOCTH
WHPOPMALIMOHHBIX CHCTEM U TEXHOJIOTHH.

1.5. ®OPMbI KOHTPOJISA

Texymuii KOHTPOIb YCIIEBAEMOCTH MO3BOJISIET OLEHUTh YPOBEHb CQOPMUPOBAHHOCTH IEMEHTOB

KOMITETEHIINH (3HAaHUH, yMEHUH U TPUOOPETEHHBIX HABBIKOB), KOMIIETEHIMI C OCIEAYIOIINM 00 beIMHEHUEM
OLICHOK U TIPOBOJUTCS B (hOPME: YCTHOTO OMpPOCca Ha JIEKIIMOHHBIX U CEMUHAPCKUX/MIPAKTUIECKUX 3aHATHIX
(ppoHTANBHBIN, MTHAUBHUYaTbHbIH, KOMILICKCHBIH ), TUCEMEHHOM POBEPKH (TECTOBBIE 3a/IaHHs, KOHTPOJIb 3HAHUH 10
paszenny, CUTYallMOHHBIX 3aJaHUi U T.I1.), OLEHKH aKTUBHOCTH Pa0OThI 00Y4aIOLIerocs: Ha 3aHATHUH, BKIOYas 3aJaHNs
JUIS CAMOCTOSITEIbHOM paboTHI.

Hpomeofcymounaﬂ ammecmauus

Pe3ynbTaThl TEKYIIEro KOHTPOIIS ¥ IPOMEXYTOYHOH aTTecTanuy GOpMUPYIOT PEUTHHIOBYIO OIICHKY paboThI
crynenra. Pacnipenenenne 6amioB npu GopMUpOBaHNH PEHTHHIOBOW OIIEHKH Pa0OTHI CTYICHTa OCYIIECTBISETCS B
COOTBETCTBHU C JICHCTBYIOIIIM JIOKAJTbHBIM HOPMAaTHBHBIM akToM. [lo aucimmmuae "MHbOpManmoHHas
6e30macHOCTh" BHJIOM NPOMEKYTOYHOU aTTECTAIlNH SBIsETCS] DK3aMeH

PA3AEJI 2. COAEP)KAHUE JUCHUITJINHBI

2.1. TPYAJOEMKOCTb OCBOEHUS JUCHUIIJINHBI

Oobmast TpynoéMkocTs qucuuiuinasl  "MHpopManoHHas 0e30macHOCTh" cocTaBisieT 6 3a4E€THBIE SMHULIB,
216 gacos.

KonugecTBo yacoB, BeIAETSIEMBIX HA KOHTAKTHYIO Pa0OTy € PENOAaBaTENIeM U CaMOCTOSATENFHYIO paboTy
o0yyarouerocs, onpeAessieTcsl yaeOHbIM MIaHOM.

2.2. COAEP’KAHHUE PA3JIEJIOB JTUCIUITIJINHBbI

HaunMeHoBaHMe pa3aeioB U TeM /BU 3aHATHSA/ Cemectp /| Yacos | Kommneren- | Jlureparypa | Unrte | Ilpumeuanue
Kypc 101001 PaKT.
Paznen 1. Texnosioruu u Metobl ooecneyenus Ub
Tema 1.1. OcuoBusie noustus Ub. Ub B 5 2 OIIK-3.1 JI1.1 J11.2 0
CUCTEME HALIMOHAJILHON 0€30I1aCHOCTH OIIK OC- JI1.3J12.1
Poccun . /Jlex/ 10.1 2.2
JI12.3713.1




J3.2J13.3

JI3.4J13.5

0102233
24

Tema 1.1. OcuoBusle noustus Ub. Ub B
CHCTEME HAIIMOHAILHON 0€30I1aCHOCTH
Poccun . /TIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.1
J3.2J13.3
J3.4J13.5
019233
4

Tema 1.1. OcuoBuble noustus Ub. b B
CHCTEME HAIlMOHAILHON 0€3011aCHOCTH
Poccun . /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.1
J3.2J13.3
JI3.4 J13.5
013233
24

Tema 1.2. UHpOpMaimoHHbIE OTHOIICHNS,
CyOBEeKTH HH(POPMAIIMOHHBIX OTHOIIICHUN, HX
WHTEPECHL, IyTH HaHeceHus yiiepoa /Jlex/

OIlK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2 J13.3
JI3.4 J13.5
019233
24

Tema 1.2. UHpOpMaimOHHBIE OTHOILICHNS,
CyOBEKTHI HH(OPMAIIMOHHBIX OTHOLICHHH, UX
WHTEPECHI, yTH HaHeceHus yiiepoa /T1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
J3.2J13.3
JI3.4 J13.5
019233
o4

Tewma 1.2. MadopMaIiiOHHBIE OTHOIIICHHUS,
CcyO0BbeKThI HH()OPMAIIMOHHBIX OTHOIICHUH, HX
HUHTEPECHI, yTH HaHeceHus yiiepoa /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
24

Tema 1.3. Yrpo3sl HHOOPMAIIMOHHOH
Oe3onmacHocTH . /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 1.3. Yrpo3s! uHGOpMAIIMOHHOMN
oe3omacHoctu . /T1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
J3.2J13.3
J3.4J13.5
019233




24

Tema 1.3. Yrpo3sl HHPOPMAITHOHHOM
oe3omacHoctu . /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
J1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 1.4. [TonuTrka 6€30MaCHOCTH U
(hopMUpOBaHUE OPraHU3AUOHHOW CTPYKTYPHI
CUCTEMBI 3alIUThl HHPOPMALIUU Ha
npeanpustan /JIex/

OIIK-3.1
OIIK OC-
10.1

J.1
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
019233
24

Tema 1.4. I[Tonutuka 6€3011aCHOCTH U
(hopMHUpPOBaHUE OPraHU3AMMOHHONW CTPYKTYPhI
CUCTEMBI 3alUThl HHPOPMALIUU Ha
npeanpusituau /TIp/

OIIK-3.1
OIIK OC-
10.1

1112
J11.3J12.1
.2
J2.3]13.1
J13.2 7133
3.4 713.5
2192293
D4

Tema 1.4. [TonuTrka 6€30MaCHOCTH H
(hopMHpPOBaHUE OPraHU3AUOHHOW CTPYKTYPHI
CHCTEMBI 3aIUTHI HHPOPMAIIH Ha
npennpustuu /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3712.1
J12.2
JI2.3713.1
JI3.2J13.3
JI3.4 J13.5
019233
4

Tema 1.5. TexHOMOTHY 3aIUTH OT BPEIOHOCHBIX

nporpamm u cnama. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
J3.2J13.3
J3.4J13.5
019233
o4

Tewma 1.5. TexHOIOTHY 3aIIUTHI OT BPEJOHOCHBIX

nporpamm u criama. /T1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 1.5. TexHonorun 3alUTBI OT BPEAOHOCHBIX

nporpaMm u ciama. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
J3.2J13.3
J13.4J13.5
0122033
4

Tema 1.6. Hanpasnenust ooecneuenus Hb.
ITpaBoBas, vHPOPMAIIMOHHAS, TEXHHYECKAsT

OIIK-3.1
OIIK OC-

J1.1J11.2
JI1.3J12.1




Oe3omacHoOCTh. /JIek/

10.1

2.2
J12.3J13.1
JI3.2J13.3
J13.4J13.5
010233

4

Tema 1.6. Hanpasnenus obecnieuenus Ub.
[IpaBoBast, nH(pOpMALIMOHHAS, TEXHUIECKAs
6e3onacHocts. /IIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.1
J13.2J13.3
J13.4J13.5
210233
4

Tema 1.6. HanpaBnenus obecnieuenus Ub.
[IpaBoBast, nHPOpMAIIMOHHAS, TEXHUYECKAs
oe3omacHocTsh. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
013233
24

Paznen 2. TexHosiorus 3aumThbl HHGOpMAIIMH

Tema 2.1. 3amura OT yTeUeK 1O TEXHUYSCKUM
kananaM. 3amuta IC u CBT ot cpencts
3IIEKTPOMArHUTHOTO Bo3ieiicTBus /JIek/

OIlK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3712.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
o4

Tema 2.1. 3amura OT yTeUeK MO TEXHHUYSCKUM
ka"anaM. 3amuta MUC u CBT ot cpencts
AIIEKTPOMAarHUTHOTO Bo3aeticTeus /[ 1p/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
J12.3J13.1
JI3.2J13.3
JI3.4 J13.5
019233
o4

Tema 2.1. 3amura OT yTeUeK 0 TEXHHUSCKHM
kananaM. 3amuta UC u CBT ot cpencts
3IIEKTPOMAarHUTHOTO Bo3zeicTBust /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
4

Tewma 2.2. OCHOBHBIE IPUHIIUTIBI U METOJIBI B
00JIaCTH TEXHUYECKOM 3aIUTEI
uHopmaryn /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
o4




Tewma 2.2. OCHOBHBIC PUHITUITBI U METO/THI B
00JIaCTH TEXHUYIECKOM 3aIlUThI
unpopmaruu /TIp/

05

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tewma 2.2. OCHOBHBIC IPUHIIUIIBI U METOJIbI B
00JTaCcTH TEXHHYECKOH 3aIUThI
nadopmaruu /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
J12.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tewma 2.3. [IpoTuBoneiicTBHE
HECAHKLIMOHUPOBAHHOMY JOCTYILY K
KoH(UAeHInANbHON nHpopmanuy /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2J13.3
J13.4 J13.5
019233
24

Tewma 2.3. [IpoTuBoneiicTBrE
HECAHKIIMOHUPOBAaHHOMY JIOCTYITY K
KoH(uAeHInanpHON nHPopmanuu /[ Ip/

05

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3712.1
J12.2
JI2.3713.1
JI3.2J13.3
JI3.4 J13.5
019233
o4

Tewma 2.3. [IpotuBozeiicTBre
HECAHKIMOHUPOBAHHOMY JIOCTYITY K
KoH(UACHIHANBHON nHPopMarmu /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
J12.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
24

Tewma 2.4. Kputepuu 3auimeHHOCTH KOM-
MBIOTEPHBIX cHCTEM. JIMIIEH3UPOBaHUE U
ceprudukanus Ub /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
4

Tema 2.4. Kputepuu 3aiiuiineHHOCTH KOM-
MBIOTEPHBIX cUCcTeM. JIMIIeH3upOBaHUE U
cepruduxauus Ub /Mlp/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
0122033
24

Tema 2.4. KpuTepuu 3alUIeHHOCTH KOM-
MBIOTEPHBIX cUcTeM. JIMIIeH3upOBaHUE U
ceprudukanus b /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1JI1.2
JI1.3J12.1
22




J12.3J13.1

JI3.2J13.3

JI3.4J13.5

01022033
4

Tema 2.5. Mexaynapoanbie cranaapthl Ub.

COBIT /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
J1.3J12.1
J12.2
J12.3J13.1
J3.2J13.3
J3.4J13.5
019233
24

Tema 2.5. Mexaynapoansie cranaaptsl Hb.

COBIT /Tp/

05

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3713.1
JI3.2 J13.3
J13.4J13.5
019233
24

Tewma 2.5. MexayHapoaasie cranaapTs! Ub.

COBIT /Cp/

0,5

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
J12.3J13.1
JI3.2 J13.3
JI3.4 J13.5
013233
24

Tema 2.6. [IpakTrueckne acrieKTh
6e3zomacuoctu UC  /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
J12.3J13.1
JI3.2J13.3
J3.4J13.5
019233
o4

Tema 2.6. [IpakTHueckre acrieKThl
6e3onacuoctu UC  /lp/

0,5

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
JI3.4 J13.5
0102233
24

Tema 2.6. [IpakTrueckne aclieKThl
6e3onacnoctu UC /Cp/

0,5

OIlK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J3.4J13.5
019233
24

Tema 2.7. O0ecnieuenue 6e3omnacuoctu OC.
BesonacHocts MS /J1ex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5




213233
4

Tema 2.7. O6ecneuenne 6e3onacaoctu OC.
Besomacuocte MS /Tp/

05

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.1
J13.2J13.3
J13.4J13.5
210233
4

Tema 2.7. O6ecneuenne 6e3onacaoctu OC.
bezonacuocts MS /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
122
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
013233
24

Pa3nen 3. Kpunrorpadguyeckue MeTobl 32U ThI
undopmannu

Tewma 3.1. Kpunrorpadpuieckrne METOABI 3aIUTHI
uHpopmarmn. Knaccudukarms
KpUNTOrpadhnIeCKUX METOIOB 3anUTHI. /JIek/

OIIK-3.1
OIIK OC-
10.1

JI1.1 JI1.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 3.1. Kpunrorpadudeckue METOIbI 3aIIUThI
uHpopmarun. Kiaccudukarus
KpUnTorpadu4ecKux MeTo 0B 3amuThl. /[1p/

0,5

OIlK-3.1
OIIK OC-
10.1

JI1.1JI1.2
JI1.3J12.1
22
J12.3J13.1
JI3.2J13.3
JI3.4 J13.5
019233
24

Tema 3.1. Kpunrorpadudeckue METOIbI 3aIIUThI
uHpopmarun. Knaccudukarms
KpUNTOrpaduuecKuX METOJ0B 3aruThl. /Cp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4 J13.5
019233
24

Tema 3.2. CuMMeTpHUHBIE KpHUNITOrpaduieckie
anroputmsl /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
0102233
4

Tema 3.2. CHMMETpHYHBIE KPHUIITOTpaUIECcKHe
anroputmsl /[1p/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
J12.3J13.1




J3.2J13.3

JI3.4J13.5

0102233
24

Tema 3.2. CUMMETpHUUYHBIE KPHIITOTpadUUECcKHe
anroputmsl /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.1
J3.2J13.3
J3.4J13.5
019233
4

Tema 3.3. AcuMMeTpHYHBIC
KpunrorpaduiecKue anropuTMsl /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.1
J3.2J13.3
JI3.4 J13.5
013233
24

Tema 3.3. AcUMMETpHYHBIC
KpunTorpadudeckre anroputmsi /Ip/

OIlK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2 J13.3
JI3.4 J13.5
019233
24

Tema 3.3. AcHMMETpHYHBIC
Kpunrorpagpuieckue anroputmsl /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
J3.2J13.3
JI3.4 J13.5
019233
o4

Tewma 3.4. [ludpoBas 3neKTpOHHAS MTOIHCH
(OUIT). /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4 J13.5
019233
24

Tema 3.4. L{udposas 31eKTpOHHAS MTOIKHCH
(BUID). /Mp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 3.4. Lludposas >1eKTpOHHAS MOANUCH
(GUII). /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
J3.2J13.3
J3.4J13.5
019233




24

Tema 3.5. Texnonoruu ayrentuduranun. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
122
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
0102233
24

Tewma 3.5. Texnonoruu ayrentudukamuu. /Ip/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
J12.3J13.1
J13.2J13.3
J13.4J13.5
010233
4

Tema 3.5. Texnonoruu ayrentuduxamuu. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
J1.3J12.1
122
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
012233
24

/Konc/

OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2J13.3

J3.4J13.5

Pa3nen 4. Undopmanuonnas 6e3onacuocts UC n
cereit

Tema 4.1. [TpoGnembl HHPOPMAITMOHHOH
Oe3omacHocTH cetei /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
JI3.4 J13.5
019233
24

Tema 4.1. IIpo6nembl HHPOPMALTMOHHOH
oesomacHoctu cereit /Ip/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 4.1. IIpo6nembl HHPOPMALTMOHHOH
oesomacHoctu cereit /Cp/

11

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
019233




24

Tema 4.2 Vrpo3bl U YA3BUMOCTH IPOBOIHBIX
KOpIOpaTuBHBIX ceTei /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
J1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J3.4J13.5
019233
24

Tema 4.2 Yrpo3bl W YA3BHUMOCTH IPOBOJIHBIX
KOPIOpaTUBHEIX ceTeit /I1p/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
019233
24

Tema 4.2 YTpo3bl W YSA3BEMOCTH TPOBOJHBIX
KopropaTtuBHbIX ceTeid /Cp/

OIIK-3.1
OIIK OC-
10.1

1112
J11.3J12.1
.2
J2.3]13.1
J13.2 7133
3.4 713.5
2192293
D4

Tema 4.3. TexH0I0THS 3aIUTHI MEXCETEBOT'O
oOMeHa nmaHHBIMU. bparmmayspsl. /Jlex/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3712.1
J12.2
JI2.3713.1
JI3.2J13.3
JI3.4 J13.5
019233
4

Tema 4.3. TexH00rUs 3aIUTHI MEXKCETEBOTO
oOMeHa naHHbpIMU. bparmayapst. /[1p/

OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
J3.2J13.3
J3.4J13.5
019233
o4

Tema 4.3. TeXHOJIOTHS 3aIIUTHI MEKCETEBOTO
oOMeHa naHHbIMU. bpanamMayapsl. /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J13.4J13.5
019233
24

Tema 4.4. Texuonoruu VPN. /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
J3.2J13.3
J13.4J13.5
0122033
4

Tema 4.4. Texunonoruu VPN. /TIp/

OIIK-3.1
OIIK OC-

J1.1J11.2
JI1.3J12.1




10.1

22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
01022033

4

Tewma 4.4. Texnonoruu VPN. /Cp/

11

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
2.2
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
019233
4

Tema 4.5. UB B ceTsax. MIHTEepHET 6€3011aCHOCTH
Crex npotoxosioB TCP/IP /Jlex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
J12.3J13.1
J3.2J13.3
JI3.4 J13.5
013233
24

Tewma 4.5. Ub B ceTsx. IHTEpHET 6€30M1aCHOCTH
Crex npotokonos TCP/IP /Tlp/

OIIK-3.1
OIIK OC-
10.1

JI1.1J11.2
JI1.3J12.1
J12.2
JI2.3713.1
JI3.2 J13.3
JI3.4 J13.5
0123233

o4

Tema 4.5. UB B ceTsix. IuTepHET 6€3011aCHOCTh
Crex nportokosios TCP/IP /Cp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
J12.3J13.1
J3.2J13.3
J3.4J13.5
019233
o4

Pa3nen 5. Oco6eHHOCTH 3aIIUTHI HH(OPMALHHU HA
ypoBHsxX moaeau OSI

Tema 5.1. 3amura nuHDOpMALIUY B
KOMITBIOTEPHBIX CETSX. 3aluTa Ha KaHAJIBHOM U
ceaHCcoBOM ypoBHe. /JIex/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
J12.2
JI2.3J13.1
JI3.2J13.3
J3.4J13.5
019233
24

Tema 5.1. 3amura nnpopmanum B
KOMITBIOTEPHBIX CETsIX. 3aIlUTa Ha KaHAJILHOM U
ceaHcoBoM ypoeHe. /TIp/

OIIK-3.1
OIIK OC-
10.1

J1.1J11.2
JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
J3.4J13.5
019233
4




Tewma 5.1. 3ammra uHpOpMaHK B 6 9 OIK-3.1 | JI1.1J11.2 0
KOMIIBIOTEPHBIX CETAX. 3aIUTa Ha KAHAIBHOM U OIIKOC- | JI1.3J12.1
ceaHcoBoM ypoBHe. /Cp/ 10.1 J12.2

JI2.3J13.1
JI3.2J13.3
JI3.4J13.5
0122033

24

Tema 5.2. 3amuTa Ha CETEBOM YPOBHE — 6 2 OIK-3.1 | JI1.1J11.2 0
npotokon IPSec. UadpacTpykTypa 3amuThl Ha OIIKOC- | JI1.3J12.1
NPUKIaTHOM ypoBHe /JIex/ 10.1 2.2

J12.3J13.1
JI3.2J13.3
JI3.4J13.5
2132233

4

Tema 5.2. 3amuTa Ha CETEBOM YPOBHE — 6 4 OIK-3.1 | JI1.1J11.2 0
npotokon IPSec. MadpacTpykTypa 3amuTsl Ha OIIKOC- | JI1.3J12.1
npukiagHoM yposHe /IIp/ 10.1 2.2

JI2.3J13.1
J13.2J13.3
J3.4J13.5
01022033

24

Tewma 5.2. 3ammra Ha CETEBOM ypOBHE — 6 9 OIIK-3.1 | JI1.1JI1.2 0
npotokon IPSec. MadpactpykTypa 3amuTsl Ha OIIKOC- | JI1.3J12.1
npukiIagaHoM yposHe /Cp/ 10.1 2.2

J12.3J13.1
J13.2J13.3
J3.4J13.5
01032033

24

/Konc/ 6 2 OIIK OC- | JI1.1JI1.2 0
10.1 JI1.3J12.1
22
JI2.3J13.1
JI3.2J13.3
JI3.4J13.5

PA3EJI 3. OBPA3OBATEJ/IBHBIE TEXHOJIOI'NA

B nporecce ocBOeHMSI AUCIMIUIMHBI HCIIOJIB3YIOTCS CIIEAYIOMNE 00pa3oBaTeIbHbIE TEXHOJIOTUH: JIEKLIHN

(JI), npaktuueckue 3ausatus (I[1P), camocrositenbHas pabora cryneHToB (CP) 1o BBIOTHEHUIO Pa3InYHbBIX BHIOB
3aJaHH.

1. B nmpouecce 0cBOEHHSI JUCTIUIUIMHBI HCTIOJIB3YIOTCS CIIEAYIONNE HHTEPAKTUBHbBIE 00pa30BaTeIbHBIE TEXHOJIOTHH:
npo6aemuas nexuus (I1T). JlekuunoHHbII MaTepuran npeacTaBieH B BUJE claig-pe3eHTanuu B popmate «Power
Pointy». {7151 HArISAHOCTH UCTIONB3YIOTCSI MAaTEPHAJIbl PAa3IMYHBIX HAYUYHBIX U TEXHUYECKUX SKCIIEPUMEHTOB,
CIPaBOYHBIX MaTEPUAIOB, HAYYHBIX cTaTel T.1. B xozae nekunu npegycMoTpeHa oOpaTHast CBSA3b CO CTyIEHTaMHU,
AKTUBHU3HUPYIOLINE BOIIPOCHI, IPOCMOTP M 00Cyx)neHne BuaeopuiabmMoB. [Ipu npoBeqeHnN JIEKIUA NCTIONB3YeTCs
npo0JIEeMHO-OPHEHTUPOBAHHBIN MEXIUCIUIUIMHAPHBIN OAX01, MPEATOJIAaTraloIni TBOPUECKHE BOIPOCH M CO3JaHNE
JIUCKYCCHOHHBIX CUTYaIHi.

2. IIpu M3110’KEHNH TEOPETUYECKOTO MaTepHaja HCIOIb3yIOTCS TAKUE METOIBL:

— MOHOJIOTHUYECKUI;

— TIOKa3aTeIbHBIN;

— INAJIOTHYECKHI;

— OBPUCTHYECKHI;

— WCCICI0BATEILCKIUIT;

— po0IeMHOE U3TI0KEHHE.

3. Ucnonp3yroTes ciaeayonye MPUHIUIGI JUJAKTHKH BBICIIEH HIKOJIBL:




— TIOCJICZIOBATEILHOCTE OOYUYCHUS,
— CUCTEMAaTUYHOCTh O0YYCHUS;
— IIOCTYITHOCTH OOYJCHUS;
— TPUHIIAT HAYYHOCTH;
— MPHUHIUIIBI B3aUMOCBSI3U TEOPUU U TIPAKTHKH;

— NPpUHIMUI HATTIAAHOCTU U JP.

B KxoHIIe KaX10#1 JTeKIHU MPeyCMOTPEHO BpeMsI JJIsi OTBETOB Ha TPOOIEMHBIE BOTIPOCHI.
4. CamocrodaTenbHas padoTa npegHa3HavYeHa IjIsl BHEAyIUTOPHOU pabOTHI CTYyIEHTOB, CBS3aHHOM C

KOHCIICKTHPOBAHUEM UCTOYHHKOB, YICOHOTO MaTepHaia, N3yudeHHeM JIOTOHUTEIBHOM JINTEpaTypPhl 110 TUCIIUTUINHE,
MOJITOTOBKOM K TEKYIIIEMY U CEMECTPOBOMY KOHTPOJIIO, @ TAKXKE BHIMOJHEHUEM HHAMBUYAILHOTO 3a1aHusl B (hopme
pedepara, acce, Ipe3CHTAIMH, SMITUPUICCKOTO UCCIICIOBAHUSL.

PA3JIEJ 4. YHEBHO-METOJANYECKOE U MATEPUAJIBHO-TEXHUYECKOE

OBECIIEYEHMUE JUCIHUIIVINHBI

4.1. Pexomenayemasi JuTepaTypa

1. OcHoBHas JUTEPaTYpa

ABTOpBHI, 3ariaBue UznarenscTBO, TON
JI1.1 | bamanos A.H. Kommuiekcuas uadopmairontast 6e3omnacuocts (400 c.) UznatensctBo "Jlans", 2025
JI1.2 | Bonmapenxko M.C. Nudopmarmornas 6e3omnacHocTsb (254) Jlann, 2023
JI1.3 | Tecnenko U.B. NudopmarmonHas 6e30macHOCTh: YueOHOe ocodue Jlans, 2023

(212¢)

2. JlonotHUTEIbHAS JIUTEPATYpa

ABTODHI, 3arnaBue N3parenscTBO, rox
JI2.1 | Iapteixa T.JL.. HNudopmarmonnas 6e3omacHOCTh: Y4ueOHOe mocodre Mocksa : POPYM :
(432 ¢c.) NHOPA-M, 2021
JI2.2 |ITonos U.B. Nudopmarmonnas 6ezonacuocts: [paktukym (90 c.) Camapa : Camapckuit
IOPUANYECKUN HHCTUTYT
®CHUH Poccun, 2022
JI2.3 | Pauenko T. A. HNudopmarmonHas 6e30macHocTb: YueOHo-MeToandyeckoe |, 2024
mocobue (135¢.)
3. MeToanueckue pa3padoTku
ABTODHI, 3arnaBue NsparenscTBO, roj
JI3.1 | Cemuuactnsiiit JI. | Pabouast mporpamma mo yueOHOH TUCIUTUINHE
«MudpopmanronHas 6€30MaCHOCTE I 00yJaIOMIHUXCs 3 '
Kypca o0pa3oBaTenbHON MPOTrpaMMEI OakaiaBpuaTa Houenk : ®I'BOY BO
HarpasiaeHus: noarotoBku 9.03.03 Ilpuxnanuas "HTOHAYUI'C", 2025
nH(pOpMaTHKa OYHOH POPMBI 00yUEHUS
(27 ¢c)
JI3.2 KoHcnekT nexknuii 1o y4eOHON TUCIUILTHHE
WN.JI. Cemuuactubiii | «MHDOpManmonHas 0€30MacHOCTHX (IS CTY/ICHTOB Houenx : PI'BOY BO
HanpasneHus noarotosku 09.03.03 IpuxiagHas "NOHAVUI'C", 2025)
nHpOpPMaTHKa 09HON POpPMBI 00yUEeHHS)
(147 ¢c.)
JI3.3 Metoaunueckue peKOMEHJaluu AJisl TPOBEICHUS
WN.JI. CeMAYacTHBINA | IPAKTHYECKUX 3aHATHI 110 yUeOHOH TUCIUILTUHE Howxeuk : @PI'BOY BO
«Murpopmanronnas 6€30MacHOCTHX» (IS CTYICHTOB "ITOHAYUI'C", 2025
HanpasneHus noarotosku 09.03.03 [puxnagHas
nHpOpMaTHKa 04HON POpMBI 00yUEeHHMS)
(35¢)
JI3.4 MeTtoandeckue peKOMEHIAINH IS CAMOCTOSITCIIHHOM




WN.JI. CemuyacTHbIf | pabOTHI CTYICHTOB 10 YUYEOHOH TUCIIUTUINHE
«HMudpopmannonHas 6€300acHOCTE (17151 CTyIEHTOB
HanpasneHus noarotoBku 09.03.03 [puxiagnas
nHQOpMaTHKa 09HON POpPMBI 00yUEeHMS)

(28 c.)

ABTOpBHI, 3araBue UznarenscTBO, TON

Joneuk : ®I'OY BO
"IOHAYUI'C", 2025

JI3.5 I/IHI[I/IBI/IZ[yaJ'IBHBIC 3aJaHusAa 1jis1 CaMOCTOATCIIBPHOU I[OHCHK - ®I'BOY BO

N.JIL. CemuuactHplit |paboTsl 1o yuebHOM nucrumnHe « HpopmarmonHas
0e30macHOCThY (TSI CTYACHTOB HANPaBIICHHS
noaroroBku 09.03.03 IIpuknaanas nHPOpMaTHKA OUHON
¢hopMbI 0OyIeHN)

(87 ¢))

4.2. IlepeyeHb pecypcoB
HH(OPMALNMOHHO-TEJIEKOMMYHUKANIMOHHOI ceTH ""UHTepHeT"

31 | 9bC «3HAHUYM» https://znanium.ru/

o | Hayunas snexrponnas 6ubnnorexa «KubepJlennnkar» https://cyberleninka.ru/
33 | 9bC «JIAHb» https://e.lanbook.com/
34 | 9BC «SOCHUM» https://sochum.ru/

4.3. [lepeyeHb MPOrPaMMHOTO O0ecTIeYeHUsI

"IOHAYUI'C", 2025)

JIMUEeH3MOHHOE U CBOOOIHO PacIpoCTpaHsIeMoe MPOrpaMMHOE 00eCTieYeHHE, B TOM YHCIIEe OTCYECTBEHHOTO

IIPpOMU3BOJACTBA:

- Libre Office (muuensus Mozilla Public License v2.0.)

- 7-Zip (;muuensus GNU Lesser General Public License)

- AIMP (nuuensus LGPL v.2.1)

- STDU Viewer (freeware for private non-commercial or educational use)
- GIMP (nuuensus GNU General Public License)

- Inkscape (mmmuensust GNU General Public License).

4.4. lIpodecconabHbIe 0a3bI JAHHBIX H HH(POPMAIMOHHBbIE CIPABOYHbIE CHCTEMbI

He HCIIOJIB3YCTCA

4.5. MaTepuajJbHO-TEXHUYECKOE 00ecTeYeHne TUCHUTLTHHbI

s mpoBenenus yueOHBIX 3aHATHH, IPEAYCMOTPEHHBIX 00pa30BaTeNbHON IPOTPAMMON, 3aKPEIICHBI
ayJIUTOPUH COTJIACHO PACTIMCAHUIO YUEOHBIX 3aHSTHIA:

pabodee MecTo MpenoaBaTesl, 10Ca 0YHbIe MECTA 110 KOJTMYECTBY 00YJaIOMNXCs, 10CKa MEJIOBas,
MEPCOHANBHBIA KOMIBIOTEP C JIMIIEH3MPOBAHHBIM ITPOTPAMMHBIM OOecTiedyeHreM 00IIero Ha3HaueHUs,
MYJBTUMEIUNHHBIA IPOEKTOP, IKPaH, MHTEPAaKTUBHAS MAHETb.

PA3JIEJI 5. ®OH/I ONEHOYHBIX CPEJICTB

5.1. KoHTpobHbIE BONPOCHI U 3a1aHMS

1. UndopmanmonHas BoliHa KaK yrpo3a HH(GOPMaLMOHHON 0€30M1aCHOCTH HALIMOHAJILHOTO YPOBHS
2. O0BeKThI U CyOBEKTHI HHOOPMAIIMOHHOTO MTPOCTPaHCTRA. [IpuMephl.

3. CyObekTbl MHPOPMAILIMOHHBIX OTHOILICHUN U MX HHTEPECHI.

4. Tpu ypOoBH# ynpaBiieHHsI HOJIUTUKOW 0€301IacCHOCTH Ha MPEAIPHUATHH.

5. BapuaHTbl HOCTPOEHUS BUPTYAJIbHBIX 3aIIUIIEHHBIX KaHAJIOB.

6. [TonsiTne «Moneny 3M0yMbIIUIeHHIKa. [[puBecTy mpuMepsl.

7. Konpunenmansaocts nHpopmanuu. CrocoOsl odecniedeHrs: KOHGUASHINATBHOCTH HHPOPMAIIH B
OpraHM3aIyy.

8. [IpakTHueckre MeTO bl ayTEHTH(PHUKALINH, UCITONb3yeMbIE B HACTOSIIEE BPEMSI

9. Knaccudukanus kaHaJl0OB IPOHUKHOBEHUS B CUCTEMY M YTEUKH HH(OPMALIH

10. TMonutnka nHGOPMAIIMOHHOM 0€30I1aCHOCTH OpPraHU3aIINH.

11. Conep:xanne MOIUTHKH 0€30MACHOCTH OPTaHU3AINH.




12. Onpenenenre nHHOPMAITHOHHOM O€30MIACHOCTH U €€ COCTABJISIOIIHE.

13. TIpuanHBI pocTa KOMIIBIOTEPHON MPECTYMHOCTH. KOMITBIOTEpHBIE MPECTYIUIEHHS TPOTHUB r'OCYAaPCTBEHHBIX
1 00IIECTBEHHBIX HHTEPECOB.

14. KiroueBble kateropuu (MOHATHS) 0€30MaCHOCTH M MX B3aUMOCBs3b B cooTBeTcTBUU ¢ [[OCT P UCO/M3K
15408-1-2008.

15. Kimaccudukanus BpeJOHOCHBIX IPOrPaMM.

16. CurnatypHbIe MeTO/Ibl 0OHapYKeHUs BpeaoHocHoro [10.

17. IlpoakTuBHBIE METOABI OOHApY>keHUs BpenoHocHoro [10.

18. TenneHIMM pa3BUTHS COBPEMEHHBIX aHTHBUPYCHBIX ITPOTPaMM

19. Moaynu u pexxuMbl pabOThl COBPEMEHHBIX aHTUBUPYCHBIX IPOTPaMM.

20. Mogens aBToMaTH3upoBaHHO# cucteMbl (MC) 1 THIBI BUPYCHBIX yrpo3 6e3onacHoctr MC ais ee
Pa3IUYHBIX YPOBHEMH.

21. 3ammra nepumerpa cetu UC npennpusTs ¢ TOMOIIbIO MEXCETeBbIX dkpaHoB (MCD)

22. 3ammra UC npennpusTys Ha ypoBHE pabOUYMX CTAHIIMH MMOJB30BATENCH U CEPBEPOB.

23. Moens HapyIIUTENIsI aHTUBUPYCHOM 0e301macHOCTH. PekoMeHTyeMble MeTO/IbI 3N THI U1 KITACCOB
HapyLIUTENEH.

24. TeHJeHIIMU Pa3BUTHUS COBPEMEHHBIX aHTUBHPYCHBIX IPOrPaMM

25. 3amura nH(MOpMAIUH HA YPOBHE KOPIIOPATUBHOM CETH MPEATIPHUSATHSL.

26. Texamyeckue KaHAIBl YTEUKA HHPOPMAIHA. 3aIUTa OT yTeueK HHPOPMAIINY 110 TEXHHYECKAM KaHaIaM
27. Moaynu u pe>kuMbI pab0Thl COBPEMEHHBIX aHTUBUPYCHBIX MIPOTPaAMM.

28. Mopens aBromaru3upoBanHoi cuctemsl (MC) u Tumsl BUpyCcHBIX yrpo3 0e3omacHoctr MC mst ee
Ppa3InYHBIX YPOBHEN.

29. 3ammra UC npennpustys Ha ypoBHE pabOYMX CTAHIIMH MOJIB30BATENCH U CEPBEPOB.

30. Mojens HapyIIuTeNs aHTUBUPYCHOM 0e30macHOCTH. PekoMeHIyeMble METObI 3alUThI IJIS KJIACCOB
HapYLIUTENEH.

31. 3amura nHpOpPMALIMU HA YPOBHE KOPIIOPATHBHOW CETH NPENNPHUSITHSL.

32. MeToarka co31aHus AEMUINTAPU30BAHHBIX 30H B KOPIIOPATHUBHOM CETH MPEANPUATHS

33. 3ammra nHOOPMAIIMK OT YTEUKH T10 SJIEKTPOMArHUTHBIM KaHAIaM

34. Texandeckre KaHaJbl yTEUYKH WH(GOPMAITUH. 3alIiTa OT yTeueK HHPOPMAIIH IO TEXHUISCKUM KaHaJIaM
35. Hanpasnenus obecnieuenust b npeanpusrtus. [IpaBoBasi u opraHn3aiiioHHas 3alIUTa.

36. TexHomnorus obecnedenus 6e3omacHoctr MC mpu 6ecripoBOTHOM COSAMHEHUN

37. Hanpasnenus obecrieuenust Ub npennpusitas. @uszndeckue U opraHu3alMoHHO-TEXHUUECKUE CPEICTBA
3aIIUTHL.

38. Cucrema oOHapy>KeHUS U MIPEOTBPAIICHUS BTOPKCHUI.

39. Texuonoruu obecrneuenus 6ezomacuoctr B OC Windows 7.

40. CriocoObI 3a1uThl KHPOPMALIMK B OpraHU3AIMU. XapaKTEPUCTHKA 3alIUTHBIX JICHCTBUN

41. 3amuTa nHGOpPMALKHU OT YTEUKH 110 BU3YaJIbHO ONTUYECKUM KaHaJIaM.

42. Cioco0bl 3a1UThl HH()OPMAIMK B OPraHU3alry. XapaKTePHCTHKA 3alUTHBIX ACHCTBUH

43. Hanpasienus obecnieuenus: Ub npennpusitus. [IpaBoBast 1 opraHu3annoHHas 3aIIUTA.

44, Texnomorus odecrnieuenus oezonacHoctu MC npu 6ecripoBOAHOM COSTUHEHUH

45. Cucrema oOHapy>XKE€HUS U IPEAOTBPALLIECHHUS BTOPKESHHUH.

46. Texuosoruu obecneyenus 6ezonacuoctr B8 OC Windows 7.

47. Hanpasnenus obecnieuenus: Ub npennpusitist. uzndeckre u OpraHn3aliiOHHO-TEXHUIECKUE CPEICTBA
3aIIUTHL.

48. 3amuTa MHGOPMALMHY OT YTEUKH 110 SIEKTPOMArHUTHBIM KaHaJlaM

49. Uudopmanmonnas 6e3omacHocTh Ha 06ase cranaapra CobiT

50. TepMuHBI U ONpeACIEHUS KPUIITOTPadUH.

51. Knaccudukanus Kpunrorpa@uieckux alropuTMoB

52. Kputepun 6€30macHOCTH KOMIIBIOTEPHBIX cucTeM «OpaHiKeBasi KHUTay.

53. Kpunrorpaduueckuit anroputm Brxxenepa. [IpeumyiiecTsa 1 HeIOCTAaTKH.

54. TexHonoruu OHOMETPUIECKON ayTeHTU(PHKAIINN TIOTE30BATEIS.

55. TIpeumyiiecTBa U HEMOCTATKH CHMMETPUYHBIX AITOPUTMOB MIH(POBAHUS

56. IIpobnemsl 6e3onacHoCTH [P-cereit

57. Tlopsmox MCHONIB30BAHUSI CHCTEM C CUMMETPUYHBIMU KITFOUAMH.

58. TexHonOrMM CTPOrOH ayTeHTU(HUKAIMHN TTOJTH30BATEIS.

59. Cummerpuunble anroputmsl mudposanus. [Ipumepst

60. CrpykTypa 1 GyHKIHOHAIBHOCTE cTeKa mpoToko0B TCP/IP ¢ Toukn 3penust ”HPOPMAITHOHHOH
0e30macHOCTH.

61. TexHOIOIHsI HCIIOJIb30BaHUE DIICKTPOHHOM IIU(PPOBOI MOIITUCH.

62. Knaccudukanns MexaHU3MOB ayTeHTH()UKAITUH IT0JIb30BaTeNeH




63. Kitaccuduxkarus cereit VPN, [Ipenmyinectsa npuMeHenus texHoaorui VPN.

64. CTpyKTypa HOJUTHKH O€30I1aCHOCTH OpPraHu3alluK

65. IIpeumymiecTBa 1 HEJOCTATKH ACHMMETPHYHBIX CHCTEM IIH(POBAHUSL.

66. TexHomornu BupTyansHbix 3anmiieHHbIx cereil (VPN). OcHoBHbIe noHsTHS U QyHKIMU cetn VPN
67. TlopsimoK MCTIONIB30BaHUS CUCTEM C ACHMMETPHYHBIMH KITIOYaMHU

68. ITpoTokomnbl popMUpoBaHUs 3aNUIICHHBIX KaHAIoB ceTd VPN Ha ceaHCOBOM ypOBHE

69. [Ipobnema nenoctHoctH HHPopManuu. [IpuMepbl HapyIIeHUS HEIOCTHOCTH HHDOPMaLN

70. OcuoBHble BapuaHThl apxutekTypsl VPN. Cpenctsa obecneuenus 6ezomacHoct VPN.

71. MetosI 3aUTHl HHGOPMAIH HAa KAHAJTFHOM M CEAaHCOBOM YPOBHSIX.

72. Metonpl 3amunTa nH(GopMarmu Ha ceteBoM yposae. [IpoTokon IPSec

THUITOBBIE TECTOBBIE 3AJIAHU A JIJIA TEKYIIET'O KOHTPOJIA 3BATAHUA 3AKPBITOI'O TUITA
Paznen 1. Texnonoruu u metoas! obecrieueHus b
3anmanue 1

UTto Takoe KOMITBIOTEPHBIE MTpecTyIuieHus? BeibepuTe npaBUiIbHBIN BAPHAHT OTBETA U OOOCHYWTE €ro.
A. KoMIbl0TepHBIE MTPECTYILICHUS - 3TO UCKITIOYUTEIHLHO B3JIOM KOMITBIOTEPOB IPABUTEIILCTBEHHBIX OpraHU3aIni.
b. K pa3psamy KOMIBIOTEPHBIX TPECTYIUIEHWH CIEAyeT OTHECTH T€ W3 HHX, Y KOTOPBIX OOBEKTOM IPECTYITHOTO
MOCSITAaTENbCTBA SBISETCS WHOpMaIys, oOpabaTpiBaeMasi W XpaHAMIAsICA B KOMITBIOTEPHBIX CHCTEMAax, a OpyAHeM
nocAraTeJIbCTBa CIIYXKUT KOMIIBIOTEP.
B. KowmmbroTepHple TpecTyIDIEHHS — 3TO YCTaHOBKA HEIHMIIEH3MOHHOTO IMPOrPaMMHOTO oOecriedeHns Ha pabodnid
KOMIIBIOTED.
I'. KoMIboTepHBIE MPECTYIUICHUSI — 3TO JIIOOBIE EHCTBUS, COBEpIIacMbIe ¢ IOMOLIBIO KOMIBIOTEPa, BKIIIOYAsl UTPY B
BUJICOUTPHI M OOIIICHUE B COLUAIBHBIX CETSIX.
J. KomnbroTepHbIe PECTYIDICHUS — 3TO MTOKYTKa HOBOT'O 000PY/TOBaHMSI AJISI CBOETO KOMITBIOTEpA.

3ananue 2
Uro takoe nH(MDOPMAITMOHHBIN 00BheKT? BriOepuTe mpaBUiIbHBIN BApUAaHT OTBETA H OOOCHYITE ero.
A. MNudpopManvoHHBIH OOBEKT - 3TO HCKIIOYHTENBHO 3allOMUHAIONIEEe YCTPOWCTBO AJsi XpaHeHHs HH(OpMaIuy,
HaTnpuMep, KECTKUH TUCK WK (IIeHIKa.
b. MndopmannoHHbIi 0OBEKT - 3TO TOJIBKO TEKCTOBBIM OOBEKT, CO3/TaHHBIN MOJIb30BaTEIIEM.
B. MH(dopMmannoHHbIll 00BEKT — cpe/ia, B KOTOPOH WHPOPMAITUS CO3/IaeTcs, epeaaeTcsi, 00pabaThIBaeTCs MITH XPAaHHUTCSI.
I'. MapopManimoHHBII 00BEKT - 3TO MPOrpaMmMa, YIpapisionas KOMObIOTEPOM, HE COJeprKaliast JaHHbIX.
. NadopManimoHHBINA 00BEKT - 3TO 000 00BEKT, KOTOPBIH MOKHO HAWTH B TII00ATHHON CETH.

3ananue 3
Yrpo3bl nH(pOpMaLIMOHHON 6€30MMacHOCTH pa30ouBaroTCs Ha JBe Oosbliue rpynmnsl. Kakue 3To rpymnmsi?
A. BuzyanbHbl€ YyIpO3bl.
b. EcrecTBeHHbBIC (ClTy4aiiHbIE) YTPO3HI.
B. HckyccTBEeHHBIE YIPO3BI.
I'. DnekTpoMarHuTHeIE YTPO3BI.

J1. 3ByKOBBIE YyTPO3HI.

3ananue 4
OOBsicHHTE Ballle TOHUMAaHKE JBYX IPYI (PaKTOPOB, BIUSIONINX HA BeJeHNE HHPOPMALTUOHHON BOWHBI.
1) OOBsicHUTE, YTO TAKOE TEXHOJIOTHIECKUE (PAKTOPbI, BIUSIONINX Ha pa3BUTHE HHPOPMAIIMOHHO BOIHBI.
2) PazbsicHUTE, 4TO TAKOE COIMATBLHO-TTOIUTHYECKHE (DAKTOPBI, BIMUSIOIINX HA Pa3BUTHE HH()OPMAIIMOHHOM BOMHBI.

3amanue 5
1) O0ObsicHuTE, 4TO Takoe HH(POPMAITHOHHAS O€30MACHOCTh B IIMPOKOM CMBICIIE.
2) Pazbsicaute, 4TO Takoe Oe30macHOCTh HHpOpMaIuu, To ecTh Vb B 6oiiee y3koM cMBICIE.

3ananue 6

1) O0ObsicHUTE, YTO TaKOe KOHPHICHIINATBHOCTh HHPOPMAIIMU KaK cocTaBHas 4acTb UB.
2) PazbsicHuTE, 4TO TaKOE LEIOCTHOCTh MH(OPMALNH, KaK cocTaBHas 4acTb Mb.

3) PaswsicHuTe, 4TO TAKOE JAOCTYIHOCTH MH(POPMAIIHH, KaK COCTaBHas yacTh b

3amanue 7
1) O6bsacHHUTE, YTO TAKOE HACHTH(PHUKALNSA CyObEKTa.
2) PazbsicHuTe, 4TO Takoe ayTeHTH(UKAIMS CYOBEKTa.




3) PasbscHuTE, YTO TAKOE ABTOPU3ALIUS CYObEKTA

3amanue 8

1) O0OBsicHUTE, 4TO 0O3HAYACT IPH() TOKYMEHTa «OCO0O0H BaKHOCTHY.

2) Pa3bsicHuTe, 4TO 03HaYaeT rpud JOKyMEHTa «COBEPLICHHO CEKPETHOY.
3) Paswscuute, 4TO O3HAYAET IPU( TOKYMEHTA «CEKPETHON.

3ananue 9

1) OOBsicHUTE, YTO TaKOE KOMMEpYeCcKasl TailHa.

2) Pazbsichute, 4TO Takoe nmpodeccroHabHas TaiHa.

3) PaswscHuTe, YTO TAKOE JIMYHAS TaiiHa (IIEpCOHANBHBIE JAHHBIE).

3amanue 10
[Iporuecc mpoBepKH MOATUHHOCTA 00X CTOPOH ITO?

A. JIByxdaxTopHas ayTeHTHPHUKALNSI

b. MHorogakTopHas ayTeHTUPHUKALINS

B. JIByXCTOpOHSIS ayTeHTUDUKALIHST

I'. buometpuueckas ayreatudukanms J. [laponbHas ayreHTH KA

5.2. TeMbl NUCbMEHHBIX PA0OT

[TuceMeHHBIE pabOTHI HE TIPEYCMOTPEHBI

5.3. ®oHj1 OLIEHOYHBIX CPECTB

®DoHJ OIICHOYHBIX CPEACTB AUCHUILINHBI "HpopMamoHHast 6€30macHOCTh" pa3paboTaH B COOTBETCTBUU C
JoKaiabHeIM HOpMaTuBHBIM akToM PI'BOY BO "JOHAVYUI'C".

®DoHJ OIIEHOYHBIX CpeACTB AuCHUILTAHE "V H(bopMalmonHas 6€30MacHOCTh" B MTOTHOM 00bheMe
MIPEACTABIICH B BUJC NPUIOKEHUS K JanHoMy PITJI.

5.4. [lepeyeHb BUIOB OLEHOYHBIX CPEICTB

YcTHBII onpoc (KOHTPOJIb 3HAHUH pa3zaesa y4eOHON JUCIUTLTHHE )
CobecenoBanne (caMocToOsITENNFHAS padoTa)
WnpuBuayanpHble 3a1aHAS

PA3EJI 6. CPEACTBA AJANITALIUU NPENNIOJABAHUS JTUCHUIIJIMHBI K
IHOTPEBHOCTAM JINLl C OT'PAHUYEHHBIMUA BO3MOKHOCTAMMHU 310POBbS

B ciryuae HeoOX0MUMOCTH, 00YYAIOIIMMCS M3 YHCIIa JIUI C OTPAaHUYEHHBIMHA BO3MOKHOCTSIMH 3JI0POBBSI (110
3as1BJICHUIO 00YYAIOIIEerocs) MOTYT IPeAJIaraThCsl OJJHH U3 CIEAYIONINX BAPHAHTOB BOCTIPUSTHS HH(POPMAIIH C
YUETOM HX WHAUBUAYATBHBIX ICUXO()U3NIECKUX 0COOCHHOCTEH:

1) ¢ npUMEeHEHUEM AIIEKTPOHHOTO O0YUCHHUS U JUCTAHIIMOHHBIX TEXHOJIOTHA.

2) ¢ IPUMEHEHUEM CIEHAIBHOT0 000pyJ0BaHUs (TEXHUKN) M IIPOrPaMMHOT0 00eCTIeYeHH s, UMEIOIIMXCS B
OI'bOY BO "IOHAYUI'C".

B nporecce 00ydeHus mpu HEOOXOIMMOCTH IS JIUIL C HAPYIICHUSMH 3pEHHS, CIyXa U OTIOPHO-
JIBUTaTENILHOTO ariapara MpeJOCTaBISIOTCS CIeIYIOINE YCIOBHS:

- JUTSL JIUII C HAPYIICHUSMHE 3pEHHS: YIeOHO-METOANIECKUE MaTepHaIbl B IIEYaTHOW (POpME yBEINIECHHBIM
mpudToM; B hopMe IIEKTPOHHOTO JOKYMEHTa; B (hopMe ayanodaiina (epeBo yaeOHbIX MaTepraioB B
ayaunodopmar); MHIAMBUIyaTbHBIC 3aJaHUS U KOHCYJIbTAIHH.

- JI7IS1 JIVIIL C HApYIICHUSIMU CITyXa: yueOHO-MEeTOIMYeCKre MaTeprallbl B TIeyaTHOU Gopme; B hopme
ANIEKTPOHHOTO JIOKYMEHTA; BUICOMATEPUAITBI C CYOTUTPAMI;, UHIUBUIyaTIbHBIE KOHCYIbTAIIUH C IPUBIICUCHHEM
CYpIIOTIePEeBOIYHKA; WHIWBUTYaIbHBIE 3aJaHHsI M KOHCYJILTAIIHH.

- JITIS1 JIVIL C HApYIICHHUSIMU OTIOPHO-JIBUTATENLHOTO arapaTa: yueOHO-MeTOIMYeCKUe MaTepHalbl B

nevyatHou opme; B popme 3JeKTPOHHOTO JOKYMEHTa; B popMe ayauodaiisia; HHIUBUIYyaIbHbIC 3aJaHUS U
KOHCYJIbTAIINH.




PA3JIEJ 7. METOJIUYECKHUE YKA3ZAHMS 1J151 OBYUAIOIUXCS IO YCBOEHUIO
JTACHUILINHBI

AymutopHbie 3aHATHSA O aucuuiuinHe "VHpOopManyoHHBIE CUCTEMBI W TEXHOJIOTHH'" TpoBOAATCS B (opme
JIEKIMOHHBIX W MPAaKTUYECKUX 3aHATHH. Ha JIeKUMOHHBIX 3aHATUSAX, COTIACHO Y4eOHOMY IUIaHy AWCIMILIMHBL,
oOydarommmMcs TIpeyiaraeTcsi pacCMOTPETh OCHOBHBIE TeMbl Kypca. CTyIneHTy mpeasiaraercs y4acTBOBaTh B
JIaJIoTe C TperoaBareyieM, B X0Jie KOTOPOTro MOTYT OOCYKIaThbCs MOMEHTHI, aKTyalbHBIE IJISI €ro OymyIien
MPAKTHYECKON IesITeTbHOCTH; OH MOXKET BBICKAa3aTh CBOE MHEHHWE IIOCIIE€ COIOCTABIICHUS pa3HBIX (akTOB U
pa3HOOOpa3HBIX TOYEK 3peHHs Ha HUX. K 4uCily BaXHEWININX YMEHHH, SBISIONINXCS HEOTHEMJIEMOH YacThIO
YCTENHOTO y4eOHOTO TMpolecca, OTHOCUTCS yMEHHE paboTaTh C Pa3sTUYHBIME JINTEPATYPHBIMH UCTOYHHKAMH,
collep’kaHue KOTOPHIX TaK WIIM WHAYe CBI3aHO C M3y4yaeMod JuciuIninHON. [loaroToBky k mo0oif TeMe Kypca
pPEKOMEHIyeTCsl HAauMHATh C M3y4YeHHs MPEe3eHTANMOHHBIX MAaTepHUaOB WM y4eOHOH ITUTepaTypsl, B KOTOPBIX
JTAeTCsl CUCTEMaTU3NPOBAaHHOE M3IIOKEHHE MaTepraia, pa3bsCHSIETCS CMBICT Pa3HBIX TEPMHHOB M COOOIIaeTcs
00 M3MEHEHUSIX B MOAXOMaX K M3yUEHHUIO TeX WJIM WHBIX MPOoOJIeM JaHHOTO Kypca.

WIH y4eOHON JUTepaTyphl, B KOTOPBHIX JTAeTCsl CHCTEeMAaTH3MPOBAHHOE H3JIOKEHHE MaTepraia, Pa3biCHIETCS
CMBICII Pa3HBIX TEPMHHOB M cOOOLIaeTcsi 00 M3MEHEHMSX B MOAXOAAX K M3YUYCHHUIO TeX WM HHBIX HpoOJIeM
JaHHOTO Kypca. MeToan4eckre yKa3aHus [0 OpraHu3alui CaMOCTOsTENbHOM paboTel CaMmocTosATenbHas paboTa
M0 JTUCIMITIIMHE OpraHU30BaHa B CIEAYIOUINX BUAAX:

1. uW3y4eHne TeopeTHIecKOro MaTepuana o 3aJaHHON TeMe;

2. aHaJIM3 METOJIOB peIlIeHHS TIOCTABJICHHOM 3a/1a4H;

3. BBINOJIHEHUE UHAUBHTYTbHBIX 3a/IaHUI;

4. olleHKa IOCTOBEPHOCTH IOTYICHHBIX PE3YIbTATOB;

OTUET TIepe]] MPEToAaBaTeIeM Mo TEOPETUIECKON 1 MPAKTHIECKON YaCTH WHANBHTyaTbHOU pabOTHI
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PA3AEJI 1.
INACIIOPT ®OHIA ONEHOYHBIX CPEACTB
no pucuumiune «MupopmanuonHas
0€30MacCHOCTb»

1.1. OcHoBHBIE CBeeHHUS O TUCIHUILINHE

Ta0muma 1

XapaKTepucTUKa TUCIUIUIMHBI (CBEJCHUS COOTBETCTBYIOT pazaenyPITVY /1)

OO6pazoBaTenbHas mporpaMmma

OakanaBpuar

HaHpaBJIeHI/Ie IIOATOTOBKH

09.03.03 [Ipuknannas uHPOpMATHKA

[Tpoduib «[IpuknagHassnHGOpMaTUKABYIPABICHUU
KOPIOPAaTUBHBIMU WH()OPMAITMOHHBIMH
CUCTEMaMU»
KonuuecTBo pazzienon 5
JUCHUTITUHBI
Yactp o0Opa3oBaTelIbHOMN b1.0.18
porpaMMbl

q)OpMLI TCKYIICI'O KOHTPOJIA

NunuBuayanpHbIe 3a0aHUs, YCTHBIN OIPOC,
MMCbMEHHBIN ONPOC, TECTOBBIC 3a/IaHMUS,

pedepar, moxnan

Tloxazamenu Ounas ¢popma oOyueHus
KonwgecTBo  3a4eTHBIX  €AMHMII 6
(kxpeauToB)

Cemectp 5,6

Oowasn mpyooemkocms (akaoem.
uacoe)

216 (72/144)

Ayoumopnasn KOHMAaKmHas 100 (50/50)
paooma:

Jlex1MoHHBIE 3aHATHSA 48 (32/16)
[IpakTryeckue 3aHsATHS 48 (16/32
KoHcynbrarmu 4 (2/2)
CamocrosiTejibHas padoTa 87 (20/67)
KonrtpoJnb 29 (2/27)
Dopma NPOMENCYMOUHOU 3a4eT/IK3aMeH

ammecmayuu




1.2. IlepeyeHb KOMIIETEHIIM ¢ YKa3aHUEM 3TANOB (JOPMUPOBAHUSA B
npouecce 0CBOEHHsI 00pa30BaTeJbLHONH MPOrPaMMBbI.

[IepeyeHb KOMIIETEHIIMN U UX JJIEMEHTOB

TaOmuma 2

Komnerenus

Nuaukarop
KOMIICTCHIIUH U €T0
(bopMyIIpOBKa

DONEMEHTHI HHAUKATOpPAa
KOMIICTCHIINH

Hunexc
SJIEMEHT a

[1K-9.2

VYyacTByer B
opranmn3auuu UT
UHQPACTPYKTYPHI U
yIpaBIeHUU
UH(OPMALIMOHHOM
0€30MaCHOCTBIO

3nHamo:

1. TUIOBBIE TPOTPAMMHO-
amnmapaTHbIe CPEJICTBA U
CHCTEMBI 3aITUTHI
uHpopmalu oT
HECaHKIMOHUPOBAHHOIO
Joctyna B
KOMIIBIOTEPHYIO CPELy.
2. METOJIBI 3aIUTHI
uHbopManuu B
BBIYUCITUTEILHBIX
CUCTEMAaX U CETAX.
3. TUIIOBBIE cpencTBa
3aIIUATHI MH(OPMAIUH B
BBIYHACITUTEIILHBIX
CUCTEMAX U CETSIX.

[1K-9.2 3-1

[1K-9.2 3-2

[1K-9.2 3-3

Ymemos:

1. UCTIOB30BATH TUIIOBBIC
MPOrpaMMHO-aNapaTHbIe
CpeacTBa M CUCTEMBI
3alIUThl UHPOPMAITUU OT
HECaHKIIMOHUPOBAHHOIO

J0CTyma B
KOMITBIOTEPHYIO Cpeay.

2. UCTIOJIb30BATh TUIIOBBIE
MIpOrpaMMHO-anmnapaTHbIe
CpEICTBA M  CUCTEMBI
3alIUTHI MUH()OPMAIUU OT
HapyILIECHUS ee
LETOCTHOCTH.

3. UCIOJIL30BATh METOIBI
3alUThI UH(OPMAITIH B
BBIUMCIIUTEBHBIX
CUCTEMAX U CETSIX.

[1K-9.2 V-1

[1K-9.2 V-2

[1K-9.2 V-3

Bnaoemos:




Komnerenus

Nuaukarop
KOMIIETCHIINH U €TO
dopmyarpoBKa

DJIEMEHTBI HHAUKATOpa
KOMIICTCHIIMHN

Hunexc
DJIEMEHTA

1. HaBbIKaMH PadOTHI C
METOJIaMHU ¥ TUITOBBIMU
CpEICTBAMU 3aIUThHI
uHpopMaIu B
BBIUMCIIUTEIBHBIX
CHUCTEMaXx M CETAX.

2. TATIOBBIMU

[1K-9.2 B-1

MIPOrpaMMHO-
anmapaTHBIMHA CPEICTBAMHU
o0ecrieueHus
JOCTYITHOCTH
uH(OpMAIIUH.

3. HaBBIKAMH
HCIIOIB30BaHUS TUITIOBBIX
IIpOrpaMMHO-aNmapaTHBIX
CPEJICTB n CHCTEM
3aIIMThl HHPOPMAITUU OT
HECaHKITMOHHUPOBAHHOT'O
J0CTyTa B
KOMITBIOTEPHYIO CpENy.

[1K-9.2 B-2

[1K-9.2 B-3

Pemaer
CTaHJApTHBIC 3a7a91
npo¢ecCHOHAIBHON
JEATEILHOCTH Ha

3name:

1. HOPMaTUBHBIE
MPaBOBBIC TOKYMEHTHI B
chepe nHpOpMaAITMOHHON
0e30IMacHOCTH B 001aCTH
WH(OPMAIMOHHBIX CUCTEM
1 TEXHOJIOTHH.

2. Bugsl yrpos UC.

3. MeTOJBI  OOecCIeUeHUS
uH(OPMAIIMOHHON
0e30MacHOCTH.

OIIK3.13-1

OIIK 3.1 3-2
OIIK 3.1 3-3

Ymemo:




Komnerenus

Nunukarop
KOMITETEHIIUH H €T0
dopmyaHrpoBKa

DNEMEHTHI HHAUKATOpPa
KOMIICTCHIINH

Hunexc
DJIEMEHTA

OIIK-3.1

OCHOBE
UH(GOPMAIITMOHHOH U
oudmorpaduueckoit
KYJBTYPBHI C
IpUMEHEHHEM
UH(OPMALIMOHHO-
KOMMYHUKAIIUOHHBIX
TEXHOJIOTUH U C
y4€TOM OCHOBHBIX
TpeOoBaHUM

1. ucroJp30BaTh
HOPMATHBHBIC TTPABOBBIC
JTOKYMEHTBl B cepe
HH(pOpMaITMOHHOM
0€e30MacHOCTH B 00/1aCTH
HH()OPMAITMOHHBIX CUCTEM
Y TEXHOJIOTHUM IS
OpraHu3aliH
nHpopMaIuu.
2. IPUMECHSATD
aHaJm3a
oOyracTu
KOHIICTITYaJIbHOM,
JIOTHYECKOM, n
AITOPUTMUICCKOM
YPOBHSIX c LEJIBIO
BBISIBJICHUS yrpo3

3alllUThI

METOJIbI
MIPUKJIIATHOMN
Ha

OIlIK3.1V-1

OIIK 3.1VY-2

Kon
KOMIICTCHIINH

dopmyIUpOBKa
KOMIIETEHLIUH

J1eMeHThI KOMIIETEHIIUHA

unexc
JJIEMEHTA

0€30MMaCHOCTH.

3. pemiatb  CTaHJIApTHHIC
3a1aun
npodecCuoHaIbHON
NEeSATeTLHOCTH Ha OCHOBE
UH(OPMALIMOHHOU 151
oubnmorpaduueckoin
KYJBTYpPbI C
MIPUMCHCHUEM
UH(OPMAITMOHHO-
KOMMYHHKAITMOHHBIX
TEXHOJIOTUH U C YYETOM
OCHOBHBIX  TpeOOBaHMIA
nH(OPMAITMOHHON
0€30IacHOCTH.

OIlIK 3.1VY-3

Bnaoemos:




Nuaukarop

KOMHGTCHHI/IH KOMIICTCHLIMHN U €T0

dopmyarpoBKa

DJIEMEHTBI HHAUKATOpa
KOMIICTCHIIMHN

Hunexc
DJIEMEHTA

1. MexXayHapOIHBIMU u
OTCUYCCTBCHHBIMU
CTaHJapTaMHU B 00J1aCTH
obecrneueHUs
0€30I1acCHOCTH
UH()OPMAITMOHHBIX CUCTEM
Y TEXHOJIOTH.

2. CIIOCOOHOCTHIO
OJIOKUPOBATHYTPO3bI
0€30MacHOCTH ncC
MIPEANPHUATHS C TIOMOIITHIO
METOJIOB obecrieyeHusI
3aIIUTHl THPOPMALIMH.

3. HaBBIKaMH TMOATOTOBKH
0030pOB, aHHOTAIIHH,
COCTAaBJICHHSI pedepaToB,
HAyYHBIX JTIOKJIAJIOB,
myOJIMKalui, u
oubnmorpaduu ()
HAy4YHO-
HCCIIEIOBATEIILCKOM
pabote C y4eTOM
TpeboBaHMit
UH(OPMALIMOHHOU
0€301MacHOCTH.

OIIK 3.1 B-1

OIIK 3.1 B-2

OIIK 3.1 B-3

Tabmuma 3

Oranbl GOPMHUPOBAHUS KOMIIETEHIIMI B IPOLECCE OCBOCHHSI OCHOBHOM
00pa30BaTeIbHON MPOTPAMMBI

0 HaumenoBanue
KoHnTponmpyemsie
Ne pasaensl TeMBI) HOMep K A UHAWKAaTOopa OLECHOYHOI'O
I/ TUCIIUTUIAHEI ceMecTpa KOMIIETCHIINHU CpeacTBa
Pasnen 1. Texuonornu u Mmetoas! ooecrieuenust Ub

Tema 1.1. OcHOBHEBIE 1K 9.2 3-1 NunuBunyans

1 | momATHS Nb. b B 5 OIlK 3.1 V-1 Has paboTa
" | cucTeMe HaIMQHAJIBHOU Nel
oe3omacHoct Poccun .




No KonTponupyemblie Homep Kot uHmKaTopa HanmenoBanmue
i pazjenbl (TeMbI) ceMeCTha KOMILCTCHLIN OLICHOYHOT'O
P 11
JUCITUTUTAHBI CpelCcTBa
Tema 1.2. Hnudop- NuauBuayanb
MAIMOHHbBIE OTHOILIICHUS, Hasi pabota Nel
CYOBEKTBI OIIK 3.1 3-1 Y CTHBIM 01Ipoc
2 | mHpOPMAITMOHHBIX 5 OLIK 3 V-2 (BOIIPOCHI,
OTHOIHeHl/Iﬁ, ux BBIHOCHUMBIC Ha
HHTCPCECHI, IyTH CaMOCTOSTEIbH 0Of
o0y4eHue)
HaHEeceHus yiiepoa e —
Tema 13.  VYrpossl OIIK 3.13-1 | Has pabota Ne2
3. | uaOpPMAITMOHHOM S OIIK 3.1 B-1 NunuBunyans
0€30I1aCHOCTH . Hast pabota Ne2
Tema 1.4. IlomutHnka Y CTHBIN orpoc
0€30IaCHOCTH u (BOmpocCHI,
q)opMHpOBaHHe BBIHOCHUMBIC Ha
OpFaHI/IBaL[I/IOHHOﬁ OHK 31 3_3 CaMOCTOATCIIbH
4. CTPYKTYPBI CHUCTEMBI 5 OIIK 3.1 B-1 oe obyerie)

' NunuBuayans
3alUThl UHGOPMAIUU Ha Hast paboTa
MIPEATIPUATHN No3
Tema 1.5. Texuomoruu OIIK 3.1 3-2 WunnBuyans

5 3aIUATEI OT 5 I1IK-9.2 B-1 Has pabota
" | BP€AOHOCHBIX IPOrpaMM No3 Vcernblit
U criama. ornpoc
Tema 1.6. HanpaBienust (BOTIpOCHL,
o0ecrieueHUsI Ub. BRIHOCHMBIC Ha
II ABOBAsI WH (1)0 Ma- ) CaMOCTOATECIIbH
6. p ) p 5 OIlIK3.13-1 oe obyueHme)
[IUOHHAS, TEXHUYECKas [1K-9.2 B-1
0€3011aCHOCTb.
Paznen 2. Te xHOMOTMY 31U TBI UHPOPMALIUU
Tema 2.1. 3amura oT
yTeUeK [0 TeXHHIECKUM 8H§ 31 SBZZ% VIHHEH AT,
7. Eaﬁ‘fﬂoa%gggé%g a it u S i 99 R Has paboTa

AJIEKTPOMATrHUTHOTO
BO31E€UCTBUA




No KonTponupyemblie Homep Kot uHmKaTopa HanmenoBanmue
i pazjenbl (TeMbI) cemecTpa KOMITCTEHITHH OLICHOYHOT'O
JUCITUTUTAHBI CpencTBa
Tema 2.2. OcHOBHBIE OIIK 3.1 V-1 NunuBunyansb
8. | OpUHLMIBI U METOIbI B OIIK3.1B-1 | Has pabota N4
00JIacTH  TEXHUYECKOU ° I1K-9.2 B-3 Y cTHBIN Onpoc
3aIIUTHI HH()OpMAITHH (BorIpOCHI,
BBIHOCHUMBICHA
CaMOCTOSTECIIbH
oe oOydeHue)
NupuBuayans
Tema 2.3. Has pabora
[IpoTuBOaECHiCTBUE OIIK 3.1 V-3 Ned
g, | HECAHKIMOHMPOBAHHOMY 5 OIlK 3.1 B-2
" | moctymy K 1K 9.2 B-1
KOH(UIEHITUATbHON NuauBuayans
uH(pOopMaLH Has paboTa
Ne4 Vcernblit
Tema 2.4. Kpurepuu onpoc
3aIUIIEHHOCTH KOM- (BOIIPOCHL,
10. | IBIOTEPHBIX CUCTEM. ONK 3.1 ¥-1 BRIHOCHMBICHA
Tt 5 OIIK3.1B-1 CaMOCTOSITENBH
[IEH3UPOBAHUE u
ceptiduxanus 1B, I1K-9.2 B-2 oe 00yueHue)
NunuBunyans
Has paboTa
Ne4
Tema 2.5. MexnayHa- OIIK 3.1V-2
11, | POMHbIE CTAHNAPTHI Ub. 5 OIIK 3.1 B-3
| COBIT I1K-9.2 B-3
NuauBunyans
Has padoTa
Tema 2. Ip?kruuecke OIIK 3.1V-3 Ned .
12. | acrnexTsl 6Ge30MacHOCTH 5 OIIK 3.1B-2 S;CHTII:(I)’(I:H
nc I1K-9.2 B-2 (BOTIPOCEL,
BBIHOCHUMBIC HA
CaMOCTOSTCIIBH
oe 00yJeHue)
Tema 2.7. O0OecrieuecHue OIIK 3.1 V-1 1203 91050:3791 4 %20) 13
13 0e30MmacHOCTH OcC. 5 OIIK3.1V-2 Has paboTa
" | bezonmacHocth Windows I1K-9.2 B-1 Ne5

7

Paznen 3. Kpunrorpaduueckue MeToAbl 3aUThl THGOPMAITUH




No KonTponupyemblie Homep Kot uHmKaTopa HanmenoBanmue
i pazjenbl (TeMbI) cemecTpa KOMITCTEHIIHH OIICHOYHOT'O
JUCITUTUTAHBI CpeIcTBa
Tema 3.1. Kpunto- NunuBunyann
rpaduyeckue METO/IbI Has pabota No§
3alUThl  UHGOPMAIIHH. OIIK 3.1 V-3 yC’{HLII?I OIpoc
Knaccudukanus R BOIIPOCHI,
14. KpunTorpaguueckux > Ol_ll_[KKgs'lePi?,z BEIHOCHMBIC Ha
METOJIOB 3aIlIUTHI. ' CaMOCTOATEILH
oe 00y4eHue)
NunuBunyans
Has pabora
Tema 3.2. OIlIK3.1V-1 No5
15 CumMeTpUyHbIC 5 OIIK 3.1 B-2
" | Kpunrorpaduueckue [1K 9.2 B-2 NupuBnayans
AJIITOPUTMBI Has pabota
Tema 3.3. OIIK 3.1VY-2 No5
16 ACHMMETPHUYHBIE 5 OIIK 3.1 B-1
" | kpunTorpaduyeckue [1K 9.2 B-1 NuauBuyann
AJIITOPUTMBI Has paboTa
Tema 3.4. Iudponas OIlIK 3.1VY-3 Ne5
17. | DIEKTPOHHAs 5 OIIK 3.1 B-3
noamuck (DLIT). I1K 9.2 B-2
NunuBunyans
Has paboTa
OIK 3.1 V-2 Nes—
| TomdTeeronn | o omkaipa |
I1K 9.2 B-3 (Bompoce,
BBIHOCHUMBIC Ha
CaMOCTOATCIIbH
oe oOyueHue)
Paznen 4 Undopmanuonnas 6e3onacHocts MC u certeit
Tema 4.1. IIpoGnemsl OIIK 3.1 B-| UnauBumyampHas
19. iHpopMaIMOHHOMN 6 1 pabota Neb
0€30IacCHOCTH CeTe OIIK 3.1 B-| VYcTHbIii onpoc
2
1K 9.2 B-1
Tema 4.2 VYrpo3ssl OIIK 3.1 V-| MnauBunyanbHas
1 YSI3BUMOCTH 2 pabota Neb6
IIPOBOJIHBIX OIIK 3.1 B-| WunauBumyanbHast
20. KOpIOpaTUBHBIX ceTel 6 2 pabota Ne7
[IK 9.2 B-2| VcrHbIi onpoc
(BoTIPOCHI,
BBIHOCHMMBICHA
CaMOCTOATCIIBHOC
oOyueHue)




Ne Konrtpompyembie Homep Koyt HejmKaTopa HaumeHoBaH €
i pazjenbl (TeMbI) cemectpa OIICHOYHOTHO
JUCITUTUTAHBI KOMIIETEHIINH
21. | Tema 4.3. TexHonorus 6 OIK 3.1 VB Iy abEa
3aIIUTEl  MEXCETEBOTO V.3 pabora Ne7
oOMeHa JTAaHHBIMU. OIK 3.1 Vermbiii onpoc
bpanamayspsl. B-3 (BOTIPOCHI,
HK 92 B_ BBIHOCHUMBIC Ha
3 CaMOCTOSTECIBHOEC
o0y4eHue)
Tema 4.4. Texuomorun NunuBuayanbHas
VPN. OIIK 3.1 3- pabota No§
6 1 Y cTHBIM onpoc
22. OIIK 3.1 B- (BOIIPOCHI,
1 BBIHOCHUMBIC Ha
CaMOCTOATECIIBHOC
HK 9.2 B'l O6yquI/Ie)
Tema 4.5. Ub B ceTsx. NunuBuayanbHas
HHuTepHeT 0e30macHOCTb OIIK 3.1 V- pabota Ne§
Crex MTPOTOKOJIOB 6 2 Y CTHBIIT oIpoc
23. [CP/IP OIIK 3.1 B- (sompocs,
3 BBIHOCHUMBIC Ha
HK 9 2 B'2 CaMOCTOATECIIBHOC
' o0yudeHue)
Paznen 5. OcoGennocTu 3amuThl nHPopMaIuy Ha ypoBHsX moaenu OSl|
Tema 5.1. 3ammura NunuBuayansHas
uHbOopMaIuu B pabota Ne9
KOMITBIOTEPHBIX CETSIX. OIIK 3.1 B-1 VY cTHBIHOIpOC
24. | 3amKTa Ha KAHAJIBLHOM U 6 OIIK 3.1 B-2 (BOTIpOCHL,
CEaHCOBOM YPOBHE. [1K 9.2 B-3 BBIHOCHMBIC Ha
CaMOCTOATECIIBHOC
oOyueHune)
NuuBuayanbHas
6ota N9
Tema 5.2. 3amura Ha Kp abora
OHTPOJIbHAS
TP e OIIK 3.1 B-3 p6ota
25. I/II:{ (bpacTpykTypa ' 6 OIIK 3.1 B-2 YcTHBI ompoc
PacIpyKIyp MK 9.2 B-1 (Bompoct,
3aIUTHI Ha MPUKIIATHOM
BBIHOCHUMBIC Ha
ypOBHe CaMOCTOSATEIBHOC
oOyueHue)
PA3JIEJI 2

TEKYIUI KOHTPOJIb IO JUCHUTIIMHE

«AndopmanuonHasi 0€30MaACHOCTD)




Texkymmii KOHTPOJIb 3HAaHUM MCHOJB3YETCA JUIsl  ONEPaTUBHOIO U
pPEeryJisipHOTO  YIpaBieHHs  y4eOHOM  NEATENbHOCTBIO (B TOM  UHUCIe
CaMOCTOSITENIbHOM paboTON) 00yUYarOIINXCSI.

B ycinoBuAx OaulbHO-PEMTHUHIOBOM CHCTEMBI KOHTPOJISI  PE3YJIbTAThI
TEKYyIIEro OLIEHWBAaHUSA OO0YYarolerocsi HCIHOJB3YIOTCS Kak I0Ka3aTellb €ro
TEKYLIEro peUTHHra. TeKylmuil KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISAECTCS B
TEYEHHE CEMECTPa, B XOJ/I€ MOBCEIHEBHON yuyeOHON pabOThl IO MHAWBHIYaTIbHON
WHULMATUBE IpenoxasaTess. JlaHHBIM  BUJA  KOHTPOJIL  CTUMYJIMPYET Y
OOy4aroIerocsi CTpEMJICHHE K CHUCTEeMAaTHYECKOM CaMOCTOSITENIbHON paboTe 1o

W3YYCHUIO TUCITUTUIAHBI.
Tabmuma 2.1.

Pacrnipenenenne 6amioB 1o BumaM y4eOHOM ASSITETbHOCTH
(OaJTbHO-PEUTUHTOBAs CUCTEMA)

HaumenoBanune Bun 3amanus
Pasnena/Temet I3 Beero | K3P | P(CP)| W3
J3 YO T3 3a TeMy
P.1.T.1.1 1 1
P.1.T.1.2 1 1 1 4
P.1.T.1.3 1 1
P.1.T.14 1 1 15 1 4
P.1.T.1.5 1 10
P.1.T.1.6 1 3 1 4
P2.T.2.1 1 1
P2T22 1 1 1 4
P2T.23 1 1 1 4
P2T.24 1 1 15
P2T.25 1 10
P2T.2.6 1P2 27 1 4
1 3
P.3.T.3.1 1 1 1 4
P.1.T.3.2 1 11
P.1.T.3.3 1 10
P.1.T.34 1 1 4
P.1.T.3.5 1 3
P.1.T4.1 i P.1] 4.2 1 4
P.1.T4.3 1 15
P.1.TA44 1 1 4
P.1.T4.5 1 3 1 4
P.1.T.5.1 1P.1] 52
1 3 5 1 4
Hroro: 1000 25 15 40 60 12 48

JI3 — IEeKIIMOHHOE 3aHITHE;

YO — ycTHBIN 0onpoc;

T3 — TecToBOE 3a7aHUE;

[13 — mpakTUUECKOE 3aHATHUE;

K3P — konTposib 3Hanui no Pazneny;



P — pedepar.
CP — camocTtosaTensHas paboTa 00yqaronierocs
N3 — unauBUIyanbHOE 3a/laHKe

PA3JIEJI 2.1 PexomMeHIalUH 110 OIeHMBAHUIO MHIAMBUAYAJIbHBIX 3aJaHUI
o0yuarmumxcsi

2.1. PeKOMeHI[aIII/Il/I IO OICHUBAHUIO MHIANBHUIYAJIbHBIX 3aI[aHI/lI71 oﬁyqamumxca

MakcumajbHoe
KOJIN4€eCTBO 0QJLII0B* Kpurepun
OtnruHo BrictaBnsiercs oOy4daroniemMycsi: €Clii BhIIOJTHEHBI BCE
MYHKTHI pa0OThI CAMOCTOATENBLHO, 0€3 OIIMOOK, eCITu
MpeI0KEH 00J1ee pallMOHAJIBHBINA AJITOPUTM PELICHUS
3a/1auHu.
Xopo1o BricTaBnsiercst o0yyaromemycsi: €Cii CaMOCTOSITEIbHO

BBIIIOJTHCHBI BCC ITYHKTBI pa6OTI>I, AOITYIICHBI
HC3HAYUTCIIbHBIC OIHI/I6KI/I, CCJIN IIPCAJIOKCH Ooiece
paHHOHaHBHLIﬁ AJI'OPUTM PCHICHUA 3aJa4H.

Y 10BIIETBOPUTENBHO BeicTaBisieTcsa o0ydaromemMycs: €CiIu CaMOCTOSITEIbHO
(WM ¢ MOMOUIBIO MPENOoAaBaTeNsl) BBIIOIHEHBI BCE
MIYHKTHI pabOThl, JOMYIIEHBI IPyOble OIIHOKH.

HeynosnetBoputensHo | BeicTaBnsieTcst oOywaromeMmycs: €clii C  TOMOILBIO
IpEeroAaBaTessi BBIIIOJHEHbl HE BCE MYHKThI pabOTHI,
JOMYIIEHBI TPYObI€ OIINOKHU.

* IIpencraBneno B Tabmuie 2.1.

NHANBUAYAJIBHBIE 3ATAHUA AJIAA TIPOBEPKH YPOBHA
COOPMHUPOBAHHOCTHU KOMIIETEHLUUA

Pa3nen 1. Texnonornu u metoanl odecneyenuss Ub
Tema 1.1. OcnoBusbie nousatus Ub. b B cucteme HarmonansHo# 6€301MacHOCTH
Poccun
Tema 1.2. HWuadpopMallmoHHbIE OTHOILIEHUS, CYOBEKTbl HH(DOPMAIIMOHHBIX
OTHOIIIEHUH, X UHTEPECHI, TyTH HaHECEHUs yIiepOa
NupuBuayanbHoe3axanueNel
1. Mzyuure TpeOoBaHUS MO CO3/ITAHUIO HAJIC)KHBIX MApOJICH.
2. Ckauaiite nporpammy renepauuu naposeit Advanced Password Generator mo
CCBLIIKE
https://drive.google.com/open?id=1Q7gL TrCefuZNJ3XDzgOFFZ2IWISINW-S
3. CreHepupyiiTe mpu TMOMOIIM CKAaYaHHOW MPOTpaMMbl TPYIIIBI TapoJieh To
cienytomeit  cxeme: 8-10-12-20 cumBosioB (OykBbl / OYKBBITIIH(PHI
OYKBBI+ I (PPHI+CIEIICUMBOJIBI ).
4. TTpu moMoIy HHTEPHET pecypca http://www.passwordmeter.com/ mposepsTe
CreHepupoBaHHbIe napoJid. ONUIINTE U3MEHEHUS! CTOMKOCTH MapoJieil B



https://drive.google.com/open?id=1Q7qLTrCefuZNJ3XDzq0FFZ2lWIsINW-S
http://www.passwordmeter.com/

3aBUCUMOCTH OT UX CTPYKTYPbI (OMUCAHUS TOJITBEPAUTE CKPUHIIIOTAMU).
SBASIOTCS IMOHU HA/IEKHBIMU ?

5. Co3paiiTeHa OCHOBE U3Y4YEHHBIX BaMu mpaBuil HaJeKHbINA TApPOJIb YPOBHS
Strong. 3anuimuTeeron UCNoNb3yHTE BCBOEHpadoTe.

6. O3HaKOMBTECH C MPOTPAMMHBIMIIPOAYKTOM XpaHeHus napoieit KeePass?

CkauaB eroc uHTepHeT-pecypcahttps://keepass.info/.

7. 1515 3HaKoMCTBa ¢ pabOTOM MporpamMMbl, CKadyaiTe NporpaMMmy, YCTAaHOBUTE
nporpamMmmyKeePassrco3iaiTecBor00a3y 1aHHbIXITAPOJIEH.

8. CoszmaiiTe CBOIO MOpPTaTUBHYIO Oa3zyHa cMEHHOM HocuTene. Co3lnaHue HOBOU
0a3bl maposieit. [lobaBbTe 3anmucu o maposie B 0a3y. /[lo6aBpTe B CBOIO 0a3y Bce
NapoJIu: JUIANOYTHI, COLICETEN HIPYTUENapOIu.

9. O3HakoMBTECH C PabOTOM TeHepaTopa maposeil. Bocnonb3ylTech reHepaTopomM
JUISL CO3/IaHMSI MacTep- MapoJs

10. Co3nanuepesepBHoil konunbas3el.Co3naTbpe3epBHYI00a3yIapOIICH.

11.Bcepe3ynbTaThIOATBEPAUTECKPUHIIOTAMH.

12.03HakoMbTECH €  paboTod  cepBuca  xpaHeHus maposei  LastPass
https://www.lastpass.com/ru

13. lnacepBucal_astPassnoropurenyHkThic6mol0.

14.Bcepe3ynpTaThIOATBEPAUTECKPUHIIOTAMM.

Tewma 1.3. Yrpo3sl uHGOpMaIIMOHHON 0€3011aCHOCTH .

Tema 1.4. ITonutrka 6€30maCHOCTU U POPMHUPOBAHUE OPTraHU3AIMOHHOMN

CTPYKTYPbI CUCTEMBI 3alIUThI HH(OPMALIUU HA IPENPUITHI

Tewma 1.3. Yrpo3sr uHGOPMAITMOHHON 0€301TaCHOCTH .
Tema 1.4. ITonutrka 6€30MacCHOCTU U POPMHUPOBAHUE OPTaHU3AIMOHHON
CTPYKTYPBbI CUCTEMBI 3alTUTHI MHPOPMAIIUU HA TIPEATIPUATAN

NupuBuayaabHoe 3axaHue Ne2:
1. 3arpysute [OCT P UCO/M3K TO 13335-3-2007 «METO/JbI 1 CPEACTBA
OBECIIEYEHHNA BE3OITACHOCTU. Yacte 3 «MeToasl MeEHEIKMEHTA
0e30MacHOCTH NH(POPMALIMOHHBIX TEXHOJIOT U
2. O3nakombTech ¢ llpunoxenusimu C, D u E 'OCTa.
3. Beibepure Tpu paznudHbIX HHOOPMAITMOHHBIX aKTHBA OpraHU3aluu (CM.
BapUaHT UHAUBUYabHOTO 3a/IaHUS).
[To xkax10My aKTUBY JaTh HAUMEHOBAHKE, OMIMCAHUE, YCIOBHYIO CTOUMOCTh B
pyoIIsIX.
4. N3 Ilpuioxkenusi D 'OCTa nogdepute Tpy KOHKPETHBIX YSI3BUMOCTH CHCTEMBbI
3aIMThl YKa3aHHBIX HH()OPMAIIMOHHBIX aKTUBOB.
5. Ilonb3ysice Ilpunoxenmem C T'OCTa chopmynupyiiTe Tpu YIrpo3bl,
peanu3anus KOTOPBIX BO3MO’KHA, MOKa B CHCTEME HE YCTPAaHEHbl HA3BAHHBIE B
NYHKTE 4 ySI3BUMOCTH.
6. [Tonp3ysich nByMsi MeTogamMu (CM. BapuaHT) nipeniokeHHbIX B [lpuiio:xkenun E
['OCTa, npousBeanTe OIEHKY PUCKOB HH(pOpMAIMOHHON Oe3omacHocTh. OreHKa
PUCKOB 00s3aTEIBHO JOJDKHA BKIIOYATh WX PAHKUPOBAHHWE [0 TMPUMEpPY Ha
ocHoBanuu Tabmuiel 2 'OCTa, 4To SBISICTCS KAaUeCTBEHHOM OICHKON PUCKOB.
7. OueHKy IeHHOCTH UH(QOPMALIMOHHOTO aKTUBA MPOU3BOUTH HA OCHOBaHHUU


https://keepass.info/
https://securityinabox.org/ru/using_keepass#2.0
https://securityinabox.org/ru/using_keepass#2.0
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.3
https://securityinabox.org/ru/using_keepass#2.6
https://securityinabox.org/ru/using_keepass#2.8
https://www.lastpass.com/ru

BO3MOYKHBIX IIOTEPH U1 OPraHU3ALMU B CIIy4ac pealu3alny yrposbl.
8. PaccuntaTh 5KOHOMUYECKUE IOTEPU OT PeaTU3alUU yrpo3 (KOJIMUYECTBEHHBIN
OLIEHKH PUCKOB):

¢ [lo xaxxgou yrpose;

¢ B cymme niis opranuzanuu.
9. Pa3paboTraTh cucTEMY 3alIUTHBIX MEp MO 00ECTIEUEHUIO OE30aCHOCTH, KOTOPbIE
JOJDKHBI ~ OJIOKMpOBaTh yrposbl. Ilpm 3TOM paccTaBUTh NPUOPUTETHI, B
COOTBETCTBHH C BBIIIOJIHEHHBIM PaHXKUPOBAHUEM YIPO3.
3alUTHBIE MEPBL: HA3BaHHUE, KAKON yrpo3€ NPOTUBOCTOUT, HaYaIbHasl CTOUMOCTb,
CTOMMOCTB B T'OJI.
10. IlocuuTaTh OLIEHKY 3aIIUTHBIX Mep B pyOssx. JlaTh pacdyeT CTOMMOCTH WU
OLICHKY Ka)KJIOi Mephl B OTAEIBHOCTA U CyMME OOIIMX 3aTPAT Ha 3alLIUTHBIE MEPHI
1o 00ecreyeHno MHPOPMAIIMOHHOM 0€301aCHOCTH IPEAIPUATHUS.
Mepa 1 — 10000 p +
mepa 2 - 40000 p.
+ Mepa 3 -.....hUroro: 100000 p.
11. Pa3zpaboTaTh NOJUTUKY OE30MTACHOCTH, KOTOPAs BJISETCSA CUCTEMOM
yIpaBiIeHHs] HTHPOPMALIMOHHOM Oe30macHOCThi0 Bamero npennpusitus. B ee
OCHOBE IepeUYeHb BOMPOCOB I peAnpusdtus (Ha npumepe [lpunoxenus A
['OCra), a Takxke TpedboBanus no CYUb, uznoxxeHusie B JIekiuu 5 u npe3eHTanuu
K OTOU JIEKIINH.

Tema 1.5. TexHO10rHH 321U THI OT BPEJAOHOCHBIX IPOrPaMM H CIaMa
Tema 1.6. HanpaBienus odecneuenus Ub. IlpaBosas,
HHGpOpPMALMOHHAS, TEXHUYECKasA 0€30IIACHOCTb.
IMPAKTUYECKAS PABOTA Ne 3.
NuauBuayanbHoe 3aganue Ne 3
1. 3yuute Bo3MoOkHOCTH TporpamMmbl TrueCrypt.
2. Ckauaiite nporpammy TrueCrypt Bepcuu 7.01a. Co3znaiite Ha momamrHem [1K
HeOobIIoN 3amudpoBanHblil quck. Mcnone3yite mis mAocTyma K 3TOMY JHUCKY
CO3JIaHHBIN MAPOJIb.
3. U3yunre Bo3MokHOCTH Tiporpammer VeraCrypt.
4. Cxauanite mporpammy VeraCrypt. Cozmaiite nHa [IK  HeOosbmion
samu@poBanHbIil nuck. Mcmonp3yiTe mis JgocTyna K ATOMY JAHMCKY CO3JIaHHBIN
apoJb.
5. Usyuurte Bo3amoknoctu mporpammbel Windows Bitlocker.
6. Mcnons3ys nporpammy Windows Bitlocker, coznarite na I1IK
HeO00Ib11011 3amndpoBaHHbIN TUCK. VIconb3yiiTe A 1OCTYIA K 3TOMY TUCKY
CO3JIAHHBIN MAPOJIb.
7. CpaBHUTE BCe OPOOOBAHHBIE MPOTPAMMBI, YKAKUTE UX CI1a0ble U CUIIbHBIE
CTOPOHBI, a TaKke PYHKIMOHAIbHbIE 0cOOeHHOCTH. CaenaiTe BEIBOBI O
11e7€CO00Pa3HOCTH MPUMEHEHUS TON I UHOW PACCMOTPEHHOM NPOrpaMMbl B
OTIpe/IeNICHHBIX YCIOBUSX (0HC, ToMalllHee UCII0Ib30BaHUE, CMEHHBII HOCUTEIh

Tema 1.7. 3amura oT yredek no texandeckuM kananam. 3amura UC n
CBT ot cpeacTB 3JIEKTPOMATHUTHOIO BO3AeHCTBUS



Tema 1.8. OcHOBHbBIE NPUHUIMIIBI 1 METO/IbI B 00J1aCTH TEXHUYECKOI

3alUTHI HHPOPMALUHA

Tema 1.9. [IpoTuBoeiicTBHE HECAHKIIMOHMPOBAHHOMY J0CTYIY K

KOH(PUACHIMAIbHOU HHPOPMALUHA

Tema 1.10. KpuTepun 3aiuMieHHOCTH KOM-IIbIOTEPHBIX CHCTEM.

JInuensupoBanue u ceprupuxauus Ub.

NupuBuayanbHoe 3aaanue Ned

1. Ha ocHOBaHuM TaHHBIX BapuaHTa 3a1anus u3 Tabnuusl 1, ckayaTsb
WHCTAJUIIMOHHYIO BEPCUIO AHTUBUPYCHOTO ITAKETA.
2. YcranoBuTh ee Ha cBoit [1K, mpenBapuTensHO OTKIIOYHB aHTUBUPYCHBIN MaKeT,
YCTaHOBJICHHBIN HA HEM.
3. IlpoTecTrpoBaTh yCTAHOBICHHBIN AHTUBUPYCHBIN MMAKET B TEUEHUE HECKOJIBKUX
nHell. U3yuuTh pexxuMbl €ro padoThl, HA OCHOBAaHUU MOJTYYEHHBIX JaHHBIX
3anonHuTh Tabnuiry Ne2 a1 CBOEro aHTUBUPYCHOTO MTAKETa II0 CBOEMY BaApUAHTY.
4. CoxpaHuTs B (haiie oTyeTa CKpUHIIOTHl OCHOBHBIX PEKMMOB UCIOIb30BaHUS
IporpamMMbI-aHTUBHpYCca B (hopMaTe Npe3eHTaIIH.

5.

N3yunth

OTUCT 10

https://ichip.ru/rejjting-antivirusov-full
6. HOIII‘OTOBI/ITLCH K OTBCTaM Ha TCOPCTUYCCKUC BOIIPOCHI N3 CTOJI6IJ,'a Neob6 IIpu
3aIlMTe OTYeTa o padore.

aHaJIM3y  pbIHKA

AHTUBHUPYCHBIX

nporpaMm

Tab6mamia Nel
Hoast
Ho. pbIHKa 110 | Bompocel
Mep F_rge- JTAHHBIM hid) b
papu Benmop Web-caiir antivirus- | KOMIaHUM| CaMOCTO-
AHTa download | OPSWAT | sareabHOii
(asHBapL | padoTHI
2018)
http://www.avast.com/
1. Avast free-antivirus- + 21.4% 1,3,4
download
http://windows.micros
Microsoft oft.com/ru- + 19.4% 25,7
2 RU/windows/products/
security-essentials
3. AVG http://free.avg.com/ 8.6% 8,10, 12
4, Avira http://www.avira.com/ 7.4% 9,11,13
en/avira-free-antivirus



http://www.avast.com/free-antivirus-download
http://www.avast.com/free-antivirus-download
http://www.avast.com/free-antivirus-download
http://windows.micros/
http://free.avg.com/
http://www.avira.com/en/avira-free-antivirus
http://www.avira.com/en/avira-free-antivirus

http://norton.symantec.

com/norton/ps/bb/3up

nsl ns nsbu ru ru lar | Becruatnas
5. Symantec go tw brfr.html?om s npoOHast 7.1% 6, 15, 17
em_cid=hho _sem sy:r BCPCHs
u:ggl:ru:elkw00005172
42[71830912762|c
Taomura Ne2
Hannune pexnMoB mpoOrpaMMHOTO aHTUBUPYCHOTO KOMILIEKCA
Ne Pexum ucnosb30BaHust Ha3zpanue | /locromHcTBa | J0CTATKH
nakKerta

1. | Bammra OT pPYTKUTOB
HIIMUOHCKUX MPOTPaMM

151

2. | Texnomorus DeepScreen

3. | Pexxumer Hardened («Oenbrii»

CIIUCOK MPUIIOKEHUIN)

4, | Be0-3ammura

o

Cleanup»

OuncTtka Opay3epoB «Browser

Tema 1.14. Kpunrorpaguyeckue MeToAbl 3allIUTHI HH(pOpMaLIUH.

Kaaccndukanusa kpunrorpaguyecKux MeToI0B 3aIHUThI.
Tema 1.15. CummeTpuyHble KpUNITOrpaguyecKue aJiropuTMbl
Tema 1.16. AcumMMeTpHUYHbIe KPUNITOrPparuecKue aJIrOPUTMbI
Tema 1.17. Hudposas 3sexkTpornast noanucs (L.
Tema 1.18. TexnoJsiorun ayreHTUGUKAIIUH.

BapuaHThl HHAMBUAYAJIBHOIO 3a1aHus NeS.

ZammdpyiTe u pacmdpyiite coodmmenue metonoM Le3aps n Buxxunepa, nis
ATOM 1IeTIU COCTAaBhTE AITOpUTM U Tiporpammy Ha Excel, Visual Basic wimm C++.

N MeTton Metoa Buxenepa
Bap. e3apn Bapuant Bapuanr Bomnpocsi
co001IeHUs KJII0YA
Uy, 51 ciipliry JlocTatouno Anroputm 2,6, 23
1. nymiek rpom! HaJIEKHOE
ROT1 3aKpbITHE
uHbOopMaIH
Uy, s crpiiry Takas 3ameHa Crny4daitHo 30,7, 22
2. MymieK rpom! paBHOCHJIbHA
ROT2 BBEJICHUIO
KJTFO4a
Uy, 51 crplry [Tpouemypa 3HaueHue 29,8, 21
3. IyLiek rpoM! | HaJOKeHHs
ROT3 raMMbl Ha
OTKPBITBIN TEKCT



http://norton.symantec/

Uy, 51 cabliry Paznenstor ne | KauectBo 28,9, 20
4, nymex rpom! Pa3sHOBUAHOCTU
ROT4 raMMHUpPOBaHUS
Uy, 51 caplry DddexTuBHOE [Tporiemyp 27,10, 19
S. yIex rpom! CPEICTBO a
ROT5 MOBBIILICHUS
CTOMKOCTH

Pa3nen 2. Undopmaunonnas 6esonacHoctb UC u cereii Tema
2.1. IIpobaembl nHPOPMALIMOHHOI 0€3011ACHOCTH ceTeil
Tema 2.2 Yrpo3sl 1 yA3BMMOCTH HPOBOJIHBIX KOPIOPATUBHBIX ceTel
NupuBuayaabHoe 3axanue Ne6.
Yacrsp 1. 3arpy3uth u ycraHoBuTh nporpammy Wireshark (aeo0s3arensHo npu
ucnoas3zoBanuu 110 Ha ynaneHHOM cepBepe).
Yactp 2. O3HAKOMUTBCS C  METOAWYECKMMHM  PEKOMEHIALUAMU  IpU
UCI0JIb30BaHuU niporpammel Wireshark.
Yactp 3. Cobpath 1 mpoBecTy aHaIKU3 HaHHbIX poTokoia |ICMP no nokanbHbIM
y3naMm B nporpamme Wireshark
* HauaTh 1 ocTaHOBUTH COOp JaHHBIX TpaduKa HX0-3aIPOCOB C IOMOIIBIO
KOMaH/IbI pIng K JIOKAJTLHBIM Yy3JIaM.
» Haiitu nannsie 06 IP- u MAC-anpecax B momyuennbsix PDU.
Yactsb 4. Coop u ananu3 nanubix npotokoia ICMP no ynanéHHbIM y31am B
nporpamme Wireshark
* HaunuTte 1 ocTaHOBUTE COOP TAaHHBIX TpauKa 3X0-3aMPOCOB C TOMOIIBIO
KOMaH/Ibl pIng K yJaJIEHHBIM y3JIaM.
» Haiinure nannbie 06 IP- 1 MAC-aapecax B monydenHbix PDU.
* Iloscuute, nouemy MAC-anpeca ynal€HHbIX y3710B oTaunyarorcs or MAC-
aJpeCcoB JOKAIbHBIX Y3JIOB.
* Ilpu 3TOM ommcaTh BCe MPOTOKOJIBI, HCIOIb3YEMbIE YTHIMTONW. OnucaTh BCe
noJist MPOTOKOJI0B. COCTaBUTh JUArpaMMy B3aMMOJIEUCTBHS MAILMH NpHU padoTe
YTUIUTHI ping.
Yactb 5. 3axBatuth 100 mpon3BoIpHBIX MakeTOB. OMpeneanTh CTATUCTHYCCKHE
JaHHbIE:
* MPOLIEHTHOE COOTHOLIEHHE TpadrKa pa3HbIX IPOTOKOJIOB B CETH;
*  CpEAHIOI0 CKOPOCTb KaJpPOB/CEK;
*  CpEIHIOI CKOPOCTh OalT/CceK;
*  MHWHHUMAaJbHBIA, MAKCUMAJIBHBIN U CPETHUM pa3MEphI IAKETA;
*  CTeNeHb UCIIOJIb30BAHUS MOJIOCHI IPOIYCKaHUs KaHaa (3arpy3Ky CeTH)
* Ha mpumepe Jroooro IP-makera ykazath CTpyKTyphI poToKoioB Ethernet u
IP, oTMETHTB 1OJIA 3ar0JI0BKOB U OIUCATh UX.

Tema 2.3. TexHousorusi 3alUThI MEXKCETEBOr0 OOMEHAa JAHHBLIMH.
Bbpanamayspbi.
Tema 2.4. Texunosaoruu VPN.

NuauBuayanbHoe 3aganue Ne7.
1. 3arpy3uth nporpammy «LogMeln Hamachi» v caiita



http://hamachi.ru.softonic.com/ na 06a xomibrOTepa OyayIIeH CeTH.

2. Co3nath CETh, IIOJIb3YSCh IOACKAa3KaMH Ha caure
http://hamachiinfo.ru/nastrojka.html

3. OO0benuHUTH, B CETh NPHUHTEP, KaMmepy WM JPYyroe yCTPOMCTBO JIMOO
pa3BEepHYTh B CETU Kakoe-TMOO MporpaMMHOE oOecrieueHue (Hampumep,
HIPY).

4. [TogroroButk oTueT. [Ipu 3amuTe oTyeTa OTBETUTH HA BOIIPOCHI JIS
CaMOCTOSTENILHOM paboThI 110 BapuanTy (Jlekmms Nel19-21).

Tema 2.5. UbB B ceTsix. UnTepHeT 0e3onacHocTh CTek npoTokoJioB TCP/IP
Tema 2.6. 3ammuTa nHPOpMAUY B KOMIIBIOTEPHBIX CETAX. 3ALIUTA HA
KAHAJbHOM U CEAHCOBOM YPOBHe.

NupuBuayansHoe 3agaHue Ne8
1. 3yuute paznenbl METOAMYECKUX YKa3aHUW U OTBETHTE HA BOIIPOCHI JJIs
CaMOTMPOBEPKHU, IPUBEJICHHBIE B KOHIIE TEMBI.
2. Cozpaiite JIMYHBIN KITtOY MHU(PPOBaHUSI.
3. 3anmmmmTe cBou Kiroum pubring.pkr u sekring.skr Ha quckeTy i JabHEHIIEro
MCIIOJIb30BaHUA.
4. 3anumure (export) CBOM MyOJUYHBIN (OTKPBITBIN) KIIOY HA JUCKETY (WM
NEpelUINTEe IO CETH) M MepefailiTe ero ydacTHUKAaM »3JIEKTPOHHOTO OOMeEHa
uHbOpMaITUEH.
5. [loy4ynTe OTKPHITHIE KIIOYU OT YYaCTHUKOB 0OMeHa uHbopmaleil u
UMIIOPTUPYUTE UX HA CBOM KOMITBIOTED.
6. [lognmummre KIOUM MApTHEPOB M YCTAHOBUTE K HUM JIOBEPHE.
7. Coznaiite daitn(s) B MS Word, 3ammdpyiite ero, moAMUIIATE SJICKTPOHHON
NOJIUCHI0 U TepeJaiTe y4acTHUKY oOMeHa uH(popMalueH, KII4oM KOTOPOTo
mdpoBaiics Qait.
8. [lomyuuTe OT y4acCTHUKOB 0OMeHa nHbopMalueit 3ammbpoBaHHbIC U
noANUCcaHHble (hailiibl U pacIuPpynTe UX.

Tema 2.7. 3amura Ha ceTeBOM YpoBHe — npoTokoJ |PSec. UudpacTpykrypa
3alUTHI HA MPUKJIATHOM YPOBHeE

NuauBuayanbHoe 3agaHue Ne9
1. ITonb3ysach Tabnuueit 1, u3yunts paboTy C yTUIMTAMHU CBOETO BapUAHTA.
2. BBIIOTHUTH ONepaliiu ¢ STUMHU YTHIIUTAMU C OCHOBHBIMU ITapaMeTPaMHU.
Pe3ynbpTaThl COXpaHUTh B (ailie oT4eTa B BUAE MPE3CHTALINH.
3. Ionp3ysice KoHCOMBIO a AMUHUCTPUPOBAHUS YCTAHOBUTH OCHACTKY IO
BAPUAHTY. BBITIOJIHUTE C HEM HECKOJIBKO OIepanuil. Pe3ynbTaTel COXpaHUTH B
¢aiine otyera.
4. ITonb3ysice KOHCOIBbIO aAMUHUCTPUPOBAHUS YCTAHOBUTH 3aMpeT
MCIOJIb30BAHUS BHELTHUX HOCUTENEH ((IelieKk) BceM N0JIb30BaTeNIsIM KpoMe
aJMUHHUCTPATOPA C TOMOILBIO IPYINIOBBIX MOJUTUK. Pe3yapTaT COXpaHUTh B
daiine oTuera.
5. OTBETUTH Ha TEOPETUUECKHE BOIPOCHI I10 BAPUAHTY.


http://hamachi.ru.softonic.com/
http://hamachiinfo.ru/nastrojka.html

Taomura Nel

Koncoan Bomnpocs! piist
Homep VruImTa aJIMUHUCTPH- camocTo-
BapHAaHTAa poBanusi B MS ATeJIbHOU
Windows padoThI
ping [Momutuku
1. netstat /a YYETHBIX 1,3,4
systeminfo 3amuceid AyauT
systeminfo BXOJIa B
2. Ping cucTeMy 25,7
tasklist
Ttracert
3 Systeminfo JlokasbHbIC 8,10, 12
Ping TTOJIUTUKU
netstat /a
Netsat /a [I1a610HBI
4, Systeminfo 0€e30macHOCTH 9,11, 13
tracert
JlokanbHas
Netsat /a TOJIUTUKA
5 systeminfo 0€30MacHOCTH 6,15 17
Ping Coznanue
tracert KYpHAJIOB
0e301acCHOCTH

2.2. PekxoMeHIAIMHU M0 OLEHUBAHUIO YCTHBIX 0TBETOB 00y4aI0IIMXCS

C 1uenbpio KOHTPOJISE YCBOCHHS MPOMJICHHOTO MaTepuania U OmNpeeIeHUs] YPOBHS
MOJATOTOBJICHHOCTH OOYYaIOMIUXCS K M3YyYEHHUIO HOBOW TEMbI B Hadasie MPAKTHYECCKOTO
3aHATHS ~ TIPErojaBaTejeM TPOBOIUTCS WHIAWBUAYAJTbHBIH  YCTHBIA OMpPOC  TIO
BBITIOJITHEHHBIM 33JIaHUSM MPEbITYIICH TEMBI.

Kpurepun oneHku.
Ouenka «omauuno» CTaBUTCS, €CIIM 00YUaIOIMICS:
1) MOJTHO ¥ ApTYMEHTHPOBAHO OTBEYAET IO COACPIKAHUIO BOIIPOCA;
2) oOHapyKMBaeT MOHUMAaHHE MaTepraa, MOXKeT 000CHOBATh CBOU CYXKICHHUS,
MPUMEHUTH 3HAHUS Ha MPAKTHKE, IPUBECTH HEOOXOIUMBIC IIPUMEPHI;
3) u3naraet Marepua mocjaeI0BaTeIbHO U MPABUIIbHO, C COOIOICHHEM UCTOPUIECKOM
Y XPOHOJIOTHYECKOH MOCIEeI0BATEILHOCTH;
Ouenka «xopouio» — CTaBUTCS, €CITU 00YUAIONTUIICS 1aeT OTBET, YOBICTBOPSIOIINIA
TEM k€ TPEOOBAHUSM, UTO U JUIsl OIIEHKHA «OTIWYHOY, HO JOIYCKAeT O/THA-/IBE OIINOKH,
KOTOPBIE CaM K€ UCTIPABIISET.
Ouenka «y0oenemeopumenbHoy — CTaBUTCS, €ClIi 00yJaronuiics oOHapyKUBaeT
3HAHHE W IOHUMAaHUE OCHOBHBIX TOJIOKEHUH TAHHOTO 3a/IaHMsI, HO:
1) uznaraeT MaTepuall HEMOJHO U JIOMYCKAeT HETOYHOCTH B OIIPEICIICHUH MTOHITUN HITH
(bopMyIMpPOBKE PABUIT,
2) HEe yMeeT J0CTAaTOYHO TITyOOKO U JIOKa3aTeIbHO 000CHOBATH CBOM CYXKIACHUS U
MPUBECTU CBOM MPUMEPHI;



3) n3jjaracTt MaTcpuall HCIIOCJICAOBATCIIbHO U AOITYCKACT OIITHOKHM.

BOITPOCHI 1JIs CAMOIIOAT OTOBKUOBYYAIOLIINXCA

Konumponupyemuie
porupy Bonpocwt 012 noocomoeku K unOueuoyaibHomy
azoe’vl ém embl) "
V' e6noil Ou uunau vl YCHIHOMY ORPOCY NO MeMAM OUCUUNTIUHDL)

Paznen 1. Texnonoruu u meToabl ooecrieuenus b

1. Pa3zpsicHUTE, B YEM 3aKITHOYAOTCA IPUYUHBI POCTa
KOMIIBIOTEPHOW MPECTYIHOCTHU ?

Tema 1.1. OcnHoBHBIER. OnUIINTE, YTO TaKOE HHDOPMALIHS Y JTalTe
nouatuss  HMb. Wb  Bpnpexnenenue 31oil KaTeropun

cUCcTeMe HalmoHambHOM 3, PazbsicHuTe, ueM nHpOpMAaLIUs OTIANYAETCS OT

oe3onacHoctd Poccun . | maHHBIX?

4. OnummTe, 9YTO TaKoe 3HAHUS? 5
5. PazbsicauTe, 4T0 Takoe HHPOPMAIIMOHHBIN 00beKT? 1.

OnummuTe, KAKUMH OCOOCHHOCTSAMH OTINYAETCS
uHdopmaus kKak 00beKT?

Tema 1.2.  Hudop- (opman

2. Yo Takoe HHPpOPMaIIMOHHOE 00IIECTBO?

MallMOHHBIC OTHOIIICHUA
’ 3. PaS’I)}ICHI/ITe, B YCM IIPUHOUIINAIIBHOC OTIIMYHUC

CyOBEKTHI
HHGOPMAIHOHHEIX MSATOTO SKOHOMHUYECKOTO M TEXHOJOTHYECKOTO YKIIanaa
OTHOWIEHHI, x| OT 4eTBEpTOro (MHIYCTPHAJIBHOTO).
© 4. Onumure, 4TO TaKOe nH(pOpMaIIMOHHOE
HHT PCCBhL, IIYT| mpoCTpaHCTBO?
HaHCCCHNA yIlepoa 5. HazoBure KOMITOHEHTBI uH(GOPMAIIMOHHOTO
IPOCTPAHCTBA.
1. Chopmynupyiire, 4TO TaKoe yrposa

uHpopmanmonHou 6ezonacuoctu MC?
2. Yto Tako€ HCTOYHUK YIpo3bl 0O€30MacHOCTH
Tema 1.3.  Yrposs: HHOpMariu?
I/IHq)OpMaLU/IOHHoﬁ 3. Onumure, Ha K?KHG TPYIIBI pa3ACIsIOTCS yTpO3bl
KU — HH(bopMauHOHHE)H Oe3omacHocTu?

4. ChopmynupyirTe, U3  Kakux CTPYKTYpHO-
(byHKIIMOHAIBHBIX 371eMeHTOB cocTosAT MC 1 kakum
yrpo3aM OHU MOTYT OBITh TIOJIBEPIKCHBI?
5. PazbsicHUTE, YTO TaKOE €CTECTBEHHBIE YTPO3bI

(ciyuaiinbie) UC?
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Tema 1.4. Ilomutnka
0e30I1aCHOCTH U
dbopmupoBaHue
OpraHU3alMOHHOU
CTPYKTypBI CHUCTEeMBbI
3aIuThl ”HQOPMAILIUKA Ha
PENPUATHH

1. Chopmynupyiite, YTO TAaKO€ HCKYCCTBEHHBIC
yrpo3bl UC?
P. [lepeuncnute HENMpeJHAMEPEHHBIE HCKYCCTBEHHBIE
yrposer MC?
3. Ilepeuncanre npegHaMEepeHHbIE HCKYCCTBEHHBIE
yIPO3BI.
4. [lepeuncnure BU/JIbI HapyLIEHUN

paboTOCIIOCOOHOCTH CUCTEM U HECAHKIMOHUPOBAHHOIO
J0CTyTMa K MHPOpMAIIHH.

5. PazbsicHuTte, kakue pakTopsl CIOCOOCTBYIOT POCTY
yrpo3 UHPOPMAIIMOHHBIX CETEBBIX PECYPCOB?

Tema 1.5. Texnomoruu 1.
3aIUTHI oT

OHI/IIHI/ITe, KaKHUC BU/JIbl aHTUBUPYCHBIX KOMIIJICKCOB
MCITIOJB3YIOTCA B HACTOAIICC BpCMﬂ?

BPEIOHOCHBIX IIPOrpa
criama.

2. Chopmynupyiite, Kak pean3yeTcsi CHTHaTypHBIN U
aHanu3? ONUILINTE €r0 OCHOBHBIE TOCTOMHCTBA U

HEJIOCTATKH?
3. PazpscHure, 4TO MPECTABIISIIOT coboit
IIPOAKTUBHBIE ~ METOJBI oOHapyxeHus?  Jlaiite
XapaKTEPUCTUKH JIBYX HauOoJee U3BECTHBIX MOAXO0/I0B.
4. Onumure NpUHIMII 1eHCTBUS, JOCTOMHCTBA U
HEJOCTaTKU MOBEJIEHYECKUX OJIOKUPATOPOB.
5. HazoBuTe 1 onummte GyHKIMH TOTOTHUTEIbHBIX
MOJlyJIel aHTUBUPYCHBIX CPEJCTB.

Tema 1.6. HanmpaBnenus
o0ecrnieueHus Ub.
[IpaBoBasi,
uH(pOpMalIMOHHas,
TEXHUYECKas
0€30MacHOCTb.

1. Chopmynupyiite ~ MoAeNnb  aBTOMAaTU3MPOBAHHOU
cucteMbl (MC) 1 TUIBI BUPYCHBIX yIpo3 0€30MacHOCTH
NC niis ee pa3nuuHbIX ypPOBHEM.

2. OxapakTepu3yite  TPEINPHUITHS
YPOBHE €ro\ KOpIopaTuBHOM CETH

3. Onummte oprann3anuto 3amutel UC npeanpustus

3allUTy  Ha

Ha ypoBHE paboyux CTaHIMN MOJIb30BaTENCH 51
CEpBEPOB
4. Onumure  cnocoObl  3alUThl  MUHPOpPMalUUA B
opranu3auuu. JlauTte XapakTepUCTUKY 3allUTHBIM
JEUCTBUN
5. Onumure HampaBieHus:  obecneuenuss UMb

npeanpusityd. [IpaBoBasi 1 OpraHn3aliMOHHasl 3aIUTa.

Paznen 2. Texnonorus 3amuTsl nHGOPMALIUN
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Tema 2.1. 3ammra ot

1. Onumure OCHOBHBEIE TEHICHIINNA pa3BUTHS
COBPEMEHHBIX BPEOHOCHBIX ITPOTPAMM.
2. Onuiure OCHOBHBIE 3TaIlbI pa3BUTHS

COBPEMEHHBIX BPEOHOCHBIX MPOTPAMM.
3. ChopmynmupyiiTe OCHOBHBIC TCHICHITUN PA3BUTHS
AaHTHBUPYCHOT'O ITPOIPAMMHOTO 00CCIICUCHUS

4. PazpacHuTe,  Kakue  OCOOEHHOCTH  Pa3BUTHUSA
yTeUeK M0 TEXHUYECKUM .
MH(POPMaILIMOHHBIX TEXHOJIOT Uil CIOCOOCTBYIOT
ka"asam. 3ammra UC u
aCHpPOCTPAHEHUIO BPEIOHOCHBIX MPOrpaMM M yIpo3 C
CBT oT CPEICTB paciipoctp peA porp yrp
ux CTOPOHBI Ha YpOBHE
AJIEKTPOMAarHUTHOTO N
o obecrnieueHus: UHPOPMAITMOHHOMN 0€30IMacHOCTH
BO3JICHCTBUS
OTJIEJIBHOTO MOJIb30BATENA
5. Pa3psicHute,  Kakue  OCOOEHHOCTHM  pa3BUTHSA
MH(POPMaILMOHHBIX TEXHOJIOTHI CHOCOOCTBYIOT
pPacupoCTPaHEHUIO BPEJOHOCHBIX MPOTrpaMM U Yrpo3 ¢
ux CTOPOHBI Ha YPOBHE
obecnieueHus UH(POPMAITMOHHOM 0€30I1aCHOCTH
OpraHH3alu
Tema 2.2. OcnoBubie . Chopmynupyiite, KaKue OOBEKTUBHBIE U

MPUHIIAIBI 1 METOJIBI B
00JIaCTH TEXHUYECKOU

CyObeKHBHBIE (DAKTOPBI CO3/IAI0T BO3MOKHOCTU  JIJISI
YTeUKU KOH(MUICHIINATFHON HH(POPMAIIUH.

3auUThl ”HQopMamu |2, Onummre CTPYKTYpY KaHaja YTEUKH
KOH(HIEeHIIHATbHON MHpOpMALIIH
3. Onummre METO/TBI OJIOKUPOBAHUS yTEUKU
KOH(HUICHIMATbHOH HMHPOpPMAllMM MO  BHU3yaJIbHO-
ONTHYECKOMY KaHAITy
4. Onuiure METO/BI OJIOKUpPOBaHUS YTEUYKH
KOH(DUIEHITHATBHON uHdopMaIuu 1o
9JIEKTPOMAarHUTHBIM KaHajlaM
5. Onumure METO/IbI OJIOKUPOBAHUS YTEUKHU
KOH(HICeHIIMATbHON MHPOPMAIUUA TI0 aKyCTUYECKOMY
KaHaiy
1. Onumure CIIOCOOBI HECAaHKI[MOHUPOBAHHOTO
nocryna kK uHbopmauuu. IlpuBemure
IpUMEpPbI
Tema 2.3. peanu3ainy KaKI0T0 U3 HUX
[TpoTuBOAEiicTBHE 2. OnuIMTe METOIbI 3aLIUTHI OT HAOIIOICHUS U
HECAaHKIMOHUPOBAHHOMY [107ICITyIIIMBAHUS
JOCTYITy K 3. OnummuTe METO bl 3aIIUTHI OT MOJICTYIIINBAHUS
KOH(pUIEHINATEHON 4. OnumuTe METOABl  3alllUTBl  OT  TepexBara
MHpOpMALHHK AIIEKTPOMArHUTHBIX CUTHAJIOB

5. OnummMTe METO/IbI 3alTUTHI OT IepeXBaTa CUTHAJIOB
10 CETH NEPEMEHHOTO TOKa
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Tema 2.4. Kpurepuu
3alUILEHHOCTH KOM-
NBIOTEPHBIX

CHCTEM.
JInuensuposanue

u ceptudukanus 1b.

1. ChopmynupyiiTe, Kak  OCYILIECTBIISIETCS
JUICH3UpOBaHWEe W cepTuduKanus B cdepe
nH(popMaIMoOHHOM 6€301aCHOCTH

2. OnumuTe OTEYeCTBEHHBIE CTaHIaPTHI

0e30macHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHIl

3. Chopmynupyiite 3HaueHue «OpaHKEBOM KHUTH» B
pa3zpaboTke MEXKTyHAPOIHBIX CTaHJapTOB
uH(GOPMAIIMOHHOMN 0€30MacHOCTH

4. Ommmre TpedoBanust Cranmapra ISO/IEC 27001
nH(GOPMaIMOHHON 6€30M1acCHOCTH

Tema 2.5. MexnyHa-
poanbie cranpaptel Kb.
COBIT

5. OnumTe CTaHAApThI MH(GOPMAIIMOHHON
6e3onacHoctu B MIHTEpHET

1. Chopmynupyiite, Ha3HAUCHUE u  QyHKIIUU

MEXIyHApOAHBIX  CTaHAAPTOB  HMH(OPMAITMOHHON

0€3011aCHOCTH

2. Chopmynupyiite, Ha3HAYEHUE u byHKIMH

MEX1yHapOJAHOTO CTaHJapTa nHOOPMAITMOHHON

6e3onacHoctu COBIT

3. Pa3wpscHHTE OCHOBHBIE TPUHIMUIIBI, JICKAIHE B
ocHoBe crtaHmapra COBIT, B miane B3anmMoAeuCTBUA
NT-nonpazneneHnii OpraHn3aiuy U €€ pyKOBOJICTBA

4. Pa3bsiCHUTE OCHOBHBIC MPUHIMUIIBI, JIeXKaIllUe B
ocHoBe crannapra COBIT, ¢ Touku 3peHuns ynpaBieHuUs
T u MeHe1)KMEHTOM OpraHu3aIuu

5. Onmmute nporiecc sBomtonnu crangapra COBIT u
oriinuue ero Bepcuu COBIT 2019 ot npeasinynmx
BEpCHUI

Tema 2.6. [IpakTuueckue

acrekThl 0e30MacHOCTH
ncC

1. Ha kakue 3tarnsl pa30uBaeTcs MPOIecC MOCTPOCHHUS
KC3MU opranmzanmn?

2. JlaiiTe =~ KpaTKoe O0OOCHOBaHHME HEOOXOIUMOCTU
Kaxkaoro srana nocrpoenuss KC3U opranuszamum.

3. Onumute niepBbie Tpu dTama co3aanus KC31U
OpraHu3aIMH.

4. OnummTe 3aa41, KOTOPBIE PENIAIOTCS HA TPETHEM U
yeTBepTOoM dTamnax co3nanus KC3U opranuzanuu.

5. [lepeuncnure opraHu3allMOHHBIE MEPBI, KOTOPbHIE
paspabaTbiBatoTCsl B opranuzanuu B pamkax KC3U
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Tema 2.7. Obecrieueuue P
OC.
Besomacuaocts Window

0€30IacCHOCTH

3BbACHUTC, Imo4ucmy HCO6XOI[I/IMO IIOCTOSAHHO

ycTaHaBiauBaauch oOHoBIeHus: OC

S 2. Pa3zpsicHuTe, HA3HAUCHHUE U IPUHITUIIBI peaTn3anuu /

TpOLIEypbl ~ PE3EPBUPOBAHUS €  TOYKH  3PEHUSA

obecnieuenus 6ezonacHoctu OC

3. CdopmynupyiiTe, Kakyl0 poOJb UIpaeT ayauT
0€30MacHOCTH JJIi OpraHu3aluyd B LEIOM M s
¢ynmonnpoBanus OC B 4aCTHOCTH

4. OnummMTe  Tpouenypy — YHOPAaBIEHUS  MOJUTHKA
6e3onacHoctu B OC MS Windows

5. Onwummure ¢pynkuuu Active Directoty u ero
3HaueHusd 1 6ezonacHoct OC MS Windows

Pa3[cl 3. KpHl

TOI'PAPHICCKHNEC MCTOObI 3aITMTHI HHPOPMalI N

Tema 3.1. Kpunro-
rpadguyeckue METOIbI
3auUThl  WHGOPMAIIUH.

Knaccudukanus
KpUITOTpauuecKux
METOIOB 3aILUTHI.

1. Chopmymnupyiite, uto Takoe kpuntorpadus? B
YyeM 3aKJIF0YaeTCs rIIaBHas 3a/1a4a Kpunrorpadguu?
P. ChopmynupyiTe, KTO SBISIETCS «IIPOTUBHUKOM) B
kpunrorpadun? CoctaBbTe MOJIEIb MPOTUBHUKA B

KpunrTorpaduu.

3. OnummTe, 9T0 Takoe TmPp W KIOY B
Kkpunrorpaduu?

4. ChopmynupyiTe, 4TO TaKO€ KpUNTOrpapuIecKuui
anroputm (KA).

5. Onummure, B ueM 3akmouaercss  [Ipunimn

Kepkxoddca? Kak oH npumeHsieTcss Ha npakTUke?

Tema
CuMmmeTpuyYHbIE
KpUnTorpapuueckue
JITOPUTMBI

3.2.

1. Onumure  OCHOBHBIE  TMEPUOABl  KpUMNTOrpapuu
QITOPUTMBI,  KOTOpPBIE  TPUMEHSAIOCh B JIOXY
AHTUYHOCTH U CPEITHEBEKOBDS?

2. Chopmynupyiite, YTO TaKoe MHUQP COrIaCHO
craggapta [OCT 28147— 9?7

3. Chopmynupyiite KJ1accu(UKaInio
kpunrorpadpuueckux anroputmon (KA).

[TpuBenute MIPUMEPHI OECKITIOYEBBIX
kpunrorpaduuecknx anroputmon (KA).

5. [TpuBenute npumepsl 0THOKITIOYEBBIX KA.
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Tema 3.3. L. ChopmynmupyiiTe  OTIUYUTEIBbHBIE  OCOOCHHOCTH
AcUMMeTpHUYHBIE ACUMMETPHUYHBIX KPUITOCHUCTEM.
Kpunrorpapuieckue 2. OnumuTe PEUMYIIEeCTBA u HEOCTaTKU
AT OPUTMBI ACUMMETPHUYHBIX KPUITOCUCTEM
3. Pa3zpsicHuTe, Kakylo poiab B  HHQpacTpyKType
oTkpeIThIX Kitouei (Public Key Infrastructure, PKI)
urpaet ynocrosepstomuii Lentp (YLI)
4. Onumute yHkiuu cepruduxaton Y1, a Takxke nux
CoJIep>KaHue
5. Onmummute anroputM RCA. Pa3bsicHuTe, KaKkyto poib B
€ro peaJin3alu BeINOJHAET QyHKIMS Diepa
Tema 3.4. udposas L. Chopmynupyiite, B yeM 3aKJII0YAETCS
AIIEKTPOHHAs HOAMNY Cb MPEIHAa3HAUEHUE ANIEKTPOHHOU LU(PPOBOM MOAIUCH
(QUII). (QUII).

2. OnuiuTte IpEerMyLIeCTBa
AIIEKTPOHHOM 1TUGPOBOI MOAMHUCH
3. OnuiuTe peanusanuio anroputma coznanus LI u
€ro COCTAaBHBIX JIEMEHTOB

4. Onummte Buasl DI u pa3bsicHUTE X Ha3HAYEHUE
5. Chopmynupyiite, Kakyro poJib B peanuzanuu J1I1
UTpaeT X3MI-(DYHKIMS

IMIPUMCHCHUS

Tema 3.5. Texnonorum 1.
ayTeHTU(UKALIHH.

PaszbscauTe, 91O TaKoe HJICHTU(DUKAITHIS.
[IpuBeauTE MPUMEPHI €€ peaTn3aIun
2. O0BsicHUTE, 4TO TaKoe ayTeHTU(UKALIHSL.

[IpuBenuTe MpUMEPHI €€ peaTu3alnu
3. O0BsicHUTE, 4TO Takoe apTopu3anus. [IpuBeaute
MIPUMEPHI €€ peanu3aliu

4. ITpuBenute MIPAKTUIECKHE IPUMEPHI
IBYX(aKTOPHOU ayTeHTU(DUKAIINH
5. Onumme KJTaCCU(UKALIUIO METOJIOB

ayTeHTU(UKALIHH.

Pa3aen 4. VIH(opMalMOHHast 0€30MMaCHOCTh VIL U CETCH

Tema 4.1. IlpobGiemsr
UH(OPMALIMOHHOM
0e30macHOCTH ceTei

1. [Mepeuncnure ypoBau moneinu 1CP/IP.
2. ChopmynupyiiTe, KakKue TpU CUCTEMBI aJIpecaliuu
UCTIONIB3YIOTCS] B CETEBBIX TEXHOJOTHUSIX?
3. PazbsicauTe, Ha KakoMm ypoBHe mojenu OSI 3agatoTcs
IP-anpeca?
4. OnummTe CTPYKTYpy M (YHKIHMOHAIBHOCTH CTEKa
npotokosioB TCP/IP ¢ Touku 3penus nHGOPMAIIMOHHON
0€30MacHOCTH
5. Chopmynupyiite rpobseMbl 6e3onacHocT [P-ceteit
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YUeOHOUl OucyunIuHbl

Bonpocel 0151 n0020mosxu K uHOUBUOYATbHOMY
YCHIHOMY ORPOCY RO MeEMAM OUCHUUNTIUHDL)

Tema 4.2 VYrpossl u
YA3BUMOCTH NPOBOJHBIX
KOPIIOPaTUBHBIX CETEU

1. Pa3zpscHuTE, KaKyro pojb urpaet mojaeib OSI B
peanu3anuy B3auMOIEUCTBUS OTKPBITBIX CUCTEM

2. OnuIMTe YeTHIPEXYPOBHEBYIO TEXHOJIOTHUECKYIO
MOJIeJIh TIOJICUCTEMBI HH()OPMALIMOHHON 0€30aCHOCTH
3. OnuiuTe CTPyKTypy ¥ QyHKIMOHAIBHOCTD CTEKA
nporokoios TCP/IP

4. Pa3pscHUTE, KakK peaau3yloTcs JOTUYECKHE U
(u3MYECKUE COEAMHEHHMS MEXAY YPOBHSIMU CTEKa
nportokosios TCP/IP

5. OnummTe yrpo3sl ¥ ysI3BUMOCTH POBOJIHBIX
KOPIIOPaTUBHBIX CETEN

Tema 4.3. TexHOIOTHUSA

3aIIATBI ~ MEKCETEBOTO
oOMeHa TAHHBIMH.
bpanamayspel.

1. Chopmynupyiite, 4TO TaKoe BUPTYyasbHas
3aIIMILEHHAs CeTh U TyHHENnb VPN.
2. OnuiuTe, Ha KAKUX TEXHOIOTHSIX OCHOBaHa

3amuTa uHGpOpMAaIMUM B MPOLECCe €€ IMepeadyd Io
TyHHET0 VPN

3. IlpuBenuTe onucaHne TakKUM KaTeropusiM, kak VPN-
kieHT, VPN-cepBep u numo3 Oe3omacHoctd VPN 4.
Pa3pscHure, KaK  peaju3yercsi  TEXHOJIOTHS
TYHHEJIMPOBAHHUS

5. ChopmynupyiiTe, KaKk TEXHOJOTHUSI TYHHEIUPOBAHUS
pemiaer npodsieMy 3alUThl  KOH(UIECHIMATBLHOCTH,
LHEJIOCTHOCTH M AyTEHTUYHOCTU  IMepelaBaeMon
uH(popMauu

Tema 4.4. Texuomoruun
VPN.

1. PazpscHuUTE,  Kakue MPOTOKOJILI ~ UTPAIOT  POJIb
MMPOTOKOJIA-«IIACCAXKNAPA», HECYLIEro IPOTOKOJIA U
IIPOTOKOJIa TYHHEJIMPOBaHUS B TEXHOJIOTMA VPN

2. Pa3bsicHUTE,  KAaKOBbI ~ BapUAHThl  MOCTPOCHUS
BUPTYaJIbHBIX 3aIUIIEHHBIX KaHaJIOB npu
ucnoJib3oBanuu VPN

3. O0bsicHUTE, TIOUYEMy BapuaHT, TMPU  KOTOPOM

KOHCYHBIC TOYKH 3aIIUIIICHHOIO TYHHCJIA COBIAAAIOT C

KOHEYHBIMHU TOYKAMH 3aIUIIIAEMOTO
IMOTOKa COOOIICHUMH, C TOYKH 3pEeHUS
obecnieueHus uH()OpMaIIMOHHOM 0e30macHOCTH

ABJISIETCS JTyYILIAM?

4. PazbsiCHUTE, C MOMOIIBI0 KaKWX KOMIIOHEHT B y3JIax
3alllUIIEHHOTO coeauHeHuss cetd VPN  co3jaercs
TYHHEJb

5. Onnmure, KakK obecrneunBaeTcs
KOH(HUIESHIIUAIBHOCTD, & TAKXKE IIEJTOCTHOCTD U

INOJJIMHHOCTD HHKAIICYJINPYCEMBIX IIAKETOB Ipu

TyHHenupoBaHuu B cetu VPN




Koumponaupyempwie
(JPazoenst ém eMbl)H
Yy eOHoll Ou yunau ol

Bonpocel 0151 n0020mosxku K uHOUBUOYATbHOMY

YCHIHOMY ORPOCY RO MeMAM OUCUUNIUHDL)

Tema 4.5. UB B ceTsax. 1.
NHTepHeT 6€301acHOCTSb [

Crex IIPOTOKOJIOB
TCP/IP

DOUIIKMTE TPOLECC MHKATICYIIALMS JAHHBIX U TY
b, KOTOPYIO OH BbINoyHsET B cteke TCP/IP
. ChopmynupyiTe, KaKOBBI OCHOBHBIC (PYHKITUN

YpoBusa 1 mogenau OSI

3. ChopmyaupynTe, KAKOBBI OCHOBHBIE (DYHKITUH

Yposus 2 moaenu OSI

4. Onammre CTpyKTypy cTeka nmpotokosioB TCP/IP u ee
otiinuus ot Mmoaenu OSI.

5. PazwscHute, uro Takoe (aza mpoekrta? IlpuBectn

XapaKTepUCTUKH (a3 v pe3yabTaTOB U3 CBOETO
IIPOEKTA.

Pa3nen 5. Ocobenuo

CTH 3a1uThl HHPOpMarmu Ha ypoBHIX Mojeau OSI

Tema  5.1.  3ammura
uH(popManuu B
KOMITBIOTEPHBIX ~ CETSIX.

3ammra Ha KaHAJILHOM U
CEaHCOBOM YPOBHE.

1. Pa3zpscHUTE, B UeM 3aKJIIOYAETCSl Ha3HAYEHHUE CPEJICTB
VPN, KoTOpble HCHOJIB3YIOTCA HA KaHAJIbHOM U
CEaHCOBOM YPOBHE

2. Onumwure, Kakue TMPOTOKOJBI HCIONB3YIOTCA Ha
KaHaJIbHOM U CEaHCOBOM YpPOBHE, sl (popMHUpOBaHUS
3alIUIIECHHBIX KAaHAJIOB B ceTh VPN

3. Cdopmymupyiite, Kakwe QYHKIIUH HEOOXOIUMO
peanu3oBBIBaTh  MPOTOKOJAM HA  KaHaJbHOM W
CeaHCOBOM ypoBHe B cetd VPN, g co3gaHud
3aIIHUIIEHHOTO COEANHEHNUS

4. OnummmTe POTOKOJIBI dbopMupoBaHUs
3alMIIEHHBIX KaHAJIOB Ha CEAaHCOBOM YpPOBHE B CETH
VPN

5. Cdopmynupyiite, kakue QYHKIMH HEOOXOAUMO
peanu30oBbIBaTh MPOTOKOJIAM Ha CEAaHCOBOM YPOBHE B
cetu VPN

Tema 5.2. 3ammura Ha
CETEBOM  YPOBHE
POTOKOJI IPSec.

Nudpactpykrypa 1

3alUTHl HA MPUKIIA HOM
YpOBHE

3

1. Onumure Kak co3gaBajcs mpoTokoin IPSec u mms
KAaKHX LEJIEN 3TO JENIaiOoCh.

2. OnummTe, A0 peaNu3alud  KakuxX — (QyHKIUN
HCMOJIB3YETCsl CTeK NpoTokoioB [PSec. MoxHo s
CUUTATh €r0 CTEKOM MPOTOKOJIOB U IMOYEMY

3. Onuute cTpykTypy IP-nakera u o0bsicHUTE Kakue

mayn  obecneueHus oe3omnacHocTH |P-mmakeToB oH
pemiae T

4. Chopmynupyiite
oe3omacuoctu IPSec

MpEeUMYyIIeCcTBa CpEJICTB

2.3. Pexomenganuu i

00y4arouuxcs

5. ONHUIATE OCHOBHEIE CXEMBI ITPAMEHEHUS {PSECT

0 OIICHUBAHUIO PE3YJbTATOB TCCTOBLIX 3aJJaHUH




B 3aBepmiennn wu3yueHUs KaXIOro paszdena JIUCHUIUIMHBI  MPOBOAMTHCS
TECTUPOBaHUE (KOHTPOJb 3HAHUN IO Pa3leny).

Kpumepuu oyenusanus. YpOBEHb BBINOJIHEHUS TEKYIIMX TECTOBBIX 3aJaHUN
olLleHMBaeTcs B Oayuiax. MakcuMalibHOE KOJMYECTBO OajuIOB IO TECTOBBIM 3aJaHUSIM
IpeacTaBiIeHO B Tabimue 2.1.

TecroBble 3amaHusl MpeNCTaBICHbl B BHJE OICHOYHBIX CPEACTB M B IOJHOM
o0beMe TpeAcTaBiIeHbl B OaHKe TECTOBBIX 3a/laHUil B AJIEKTPOHHOM Bujae. B Qonze
OLIEHOYHBIX CPEJCTB IMPEICTaBICHBI TUIIOBbIE TECTOBBIC 3aJaHMs, pa3paOOTaHHbIE IS
U3YYEHHUs JUCLUUIUIMHBI «3almTa MHPOPMAUU B KOPIOPATUBHBIX HH(DOPMAILIMOHHBIX
CHCTEMAaX.

TUIIOBBIE TECTOBBIE 3ATIAHUSA
JJIAA TEKYHIETI'O KOHTPOJIA
3AJAHMA BAKPBITOI'O TUITA
Pasznen 1. Texnonoruu u meroanl odecnieuennss Ub

BBIBEPUTE OJIVH BEPHBIN OTBET / BRIBEPUTE HECKOJBKO BEPHBIX
OTBETOB*

1. 3aoanue 1. ndopmaniioHHOE 00IIECTBO — 3TO 00IIECTBO, B KOTOPOM:
A. OONBIIMHCTBO  pPaOOTAIONIUMX  3aHATO  IPOU3BOJCTBOM,  XPAHCHUEM,
nepepaboTkoil U peanuzanueil uHGopMalu, 0COOCHHO BhICIIEH €€ (popMbl —
3HAHUM;
B. nocTosiHHO pacTeT KOJUYECTBO HHTEPHET-TIOJIL30BATEIIEH;
C. pean3oBaHbI TEXHOJIOTHH JICKTPOHHOTO YIPABIICHUS U DJICKTPOHHOTO
MIPABUTEIHCTRA,;
D. »oanekTpoHHas KOMMEpPLHS SBISETCS TpeoOjafaroniell  3KOHOMHYECKOM
MOJIETIBIO.

3aoanue 2. UnpopmarimoHHbIi OOBEKT — 3TO
A. anmapatHas yacTh HHGOPMAUMOHHON MH(PACTPYKTYPHI, XpaHAILIAs JaHHbIC;
B. daitnbl (OKyMEHTBI), PECYPCHI JIOKAIBHBIX U TJI00AIBHBIX CETEH;
C. cpena, B koTOpoit mHGOPMAIIUS CO3/1aeTCs, epeaaeTcs, oopadaTbIBaeTCs WU
XPaHUTCS;
D. ¢aiinel (10KyMEHTBI), CAaliThl, MOPTAJbl, CPEACTBA UX CO3/IAHHUS .

3aoanue 3. SIBnsercs mu nHOOPMALIMOHHOE OOIIECTBO peau3alueid dJKOHOMUUECKOTO U
TEXHOJIOTUYECKOTO yKiana’?

A. na;

B. mHer;

3adanue 4. OCHOBHBIMU KOMIIOHEHTaMHU HH()OPMALIMOHHOTO MPOCTPAHCTBA SBJISIOTCSL:
A. nonb3oBaTenu, MHGOpPMaAIIMOHHBIE PECYPCHI, TPOBANIEPHL;
B. Bnanenbiibl, mpoBaiiaepsl, HHPOpMaLMOHHAS HHPACTPYKTYpa;
C. undopmaIrmoHHbIe peCypchl, CpencTBa MHGHOPMAIIMOHHOTO B3aMOICHCTBHS,
udopMamoHHast UHQPACTPYKTYpa;


https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%97%D0%BD%D0%B0%D0%BD%D0%B8%D0%B5

D. rocynapctBo, BiaebIlbl, HOCPETHUKH .

3aoanue 5. CyobekTaMu HHPOPMAITMOHHOTO IPOCTPAHCTBA SBJISIFOTCS:
A. ToCcynapcTBO, OpUINIECKUE JIUIA, PU3UIECKHE JIHIIA;
B. monp3oBaTenu, mpoBaiaepsl, BIaAeIbIlbl HHGOPMAITUH;
C.) rocyiapcTBo, OJIb30BATEH, BIIAACIIbIBI HHOPMAIINY;
D. pusnueckue nuria, OpUIUISCKUE JIUIA, TTOCPETHUKH.

3adanue 6. KoMnbroTepHbIE IPECTYILICHUS — 3TO TE€ MPECTYIUICHUS, B KOTOPBIX:
A C IIOMOILBIO HECAaHKIIMOHUPOBAHHOTO JocTyna HapyIlaercs
KOH(UIEHIMAIBHOCTD HH()OPMALINY;
B. pe3ynbraToM siBisieTcs HapyIIEHNE CUCTEMBI O€3011aCHOCTH MPEANIPHUATHS;
C. O0O0BEKTOM  MPECTYNHOIO  MOCATaTeabCTBA  SIBISETCS  MHGOpMALUS,
oOpabarbiBaemMasi W XpaHAIIascs B KOMIBIOTEPHBIX CHUCTEMax, a OpPYAUEM
IIOCSTATENIbCTBA CIIY’)KUT KOMIIBIOTED;
D. napymaercst LeI0CTHOCTh U JOCTOBEPHOCTh MH(OPMALIUH.

3aoanue 1. AyreHTudukanus cyobekTa — 3To:
A. monyueHue cyoObeKTOM UACHTU(DUKATOPA, TPETOCTABIISIONIETO TPaBO 10CTyNa
K OIpe/IesIeHHOM YacTu nHpopmanuu,;
B. 3To mpoBepka NOJIMHHOCTH CYOBEKTa ¢ JaHHBIM WISHTH(PUKATOPOM;
C. BBOJ JTOTHHA MOJIL30BATENIEM MPU BXO/JI€ B JJOKATBHYIO CETh;
D. onpenenenue mpas 10CTyIa CyObEKTa C ONPEICTICHHBIM JJOTHHOM U TTAPOJIEM. .

3aoanue 8. ABTopu3aius CyObeKTa — 3TO:
A. poBepKa NOJJTMHHOCTH €ro UIEHTU(UKATOPA;
B. 910 nmpomeaypa mpenocTaBiIeHUS 3aKOHHOMY CYOBEKTY, YCIEIIHO
OpOIIEAIIeMY HUACHTU(MDUKAIMI0O U ayTeHTU(HKAIMIO, COOTBETCTBYIOIIUX
MOJTHOMOYHUN U IOCTYIHBIX PECYPCOB CUCTEMBI (CETH);
C. mpoBepKa COOTBETCTBHS CYOBEKTY CBOEMY HJICHTU(UKATOPY;
D. mpoBepka ero 1iuppoBoii MOTUCH.

3aoanue 9. 310yMBINIIIEHHUK — 3TO:
a) JIUI0, IPEIIPUHSBIIEE MMOMBITKY BBHITIOJTHEHUS 3alIPEIICHHBIX OlepaIuii
(meicTBHUiA) 110 OMMOKe, HE3HAHUIO MM OCO3HAHHO;
b) suno, mnpenampuHSBIICe TMOMBITKY BBIIOIHEHHS 3alpEIICHHBIX ONeparui
(meicTBuil) Mo omMOKE, HE3HAHMIO WM OCO3HAHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX MHTEpPECOB) WM 0€3 TaKoBOro (paaul Wrpbl WU YIOBOJIbCTBUS, C
LEIbI0 CAMOYTBEPKIACHUS U T.I1.);
C) JIMIO, TPEIANPUHSBIICE TONBITKY BBITOJHECHUS 3alpPEHICHHBIX OMEpPaIUii
(meticTBuil) MO OMIMOKE, HE3HAHWIO WM OCO3HAHHO CO 3JbIM YMBICIOM (M3
KOPBICTHBIX HMHTEPECOB) WM 0€3 TakoBOro (paaud UIpPbl WU YIOBOJBCTBUS, C
LEIbI0 CaMOYTBEPKIEHUS W T.I.) M HCHOJB3YIOLIEE JUIsl 3TOr0 pa3juyHbIC
BO3MOKHOCTH, METOJIbI U CPE/ICTBA;
d) HapymmTenb nHPOPMAIIMOHHON 0€30TIaCHOCTH, HaMEpPEHHO UIYIIUN Ha
HapyIICHUE U3 KOPBICTHBIX MOOYXACHUIA.



3aoanue CoOCTBEHHUK MHPOPMAIIUU — ITO:
A. pusnmyeckoe nMIO, WIK MaTepUaIbHBIH OOBEKT, B TOM 4YHUCIE (U3nUecKoe
noJie, B KOTOPBIX MH(OpMaIUs HaXOAUT CBOE OTOOpa)k€HUE B BHJIE€ CHUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIIECCOB;
B. cyObekT, mosp3yromuiicss uHbopMaIen, moJydeHHOH OT ee COOCTBEHHHKA,
BIaJeNiblla WJIA TOCPEAHHKA, B COOTBETCTBUM C YCTAHOBJICHHBIMH TIpaBaMu M
npaBuiIaMH J0CTyna K HHGopMaIuu JIM0o ¢ UX HapyIICHUEM;
C. y4acTHUK MpaBOOTHOILICHHUI B MHPOPMAIIMOHHBIX MPOIECCaX;
D. cyObekr, B TOJTHOM 00bEME pEaTu3yIoMIMid MOJHOMOYHS BIAJICHUS,
MOJIb30BaHUS, pactopsHKeHUS uHpopMalmein B COOTBETCTBHUH C
3aKOHO/IaTEJIbHBIMU aKTaMHU.

*(omeem — ece omeemul 8epHbL — ObIMb HE MONHCEH)

3AJJAHUSA OTKPBITOI'O TUIIA
Pa3gen 1. Texnosioruu u Metoabl ooecnedenus Ub

3aoanue 1.
NudopmanmonHas 00bEKT — 3TO
3amanue 2.
[TpuHLIMTIBI pacIUpEeHHs CYOBEKTHOCTH B MH(POPMAITMOHHOM IPOCTPAHCTBE —
3TO

3aoanue 3.
[MpuHIIMT ~ AOCTOKEHUS  WHQPOPMAIIMOHHOTO  TOCIOACTBA B HMH(DOPMAIMOHHOM
MIPOCTPAHCTBE — 3TO

3aoanue 4.
¥Yrpo3za 6e3omacHoCTH UHGOPMAIIUU — 3TO

3aoanue 5.

KondunennmnansHocTs nHPOpMAIIUT — 3TO

3aoanue 6.

[lenocTHOCTH HH(OPMALIUU — 3TO

3aoanue 1.
JlocToBepHOCTH HH(MOPMAITUN — 3TO

3adanue 8.

JlocTynmHOCTh MH(MDOPMALTHU — 3TO

3adanue 9.

[Tox napopManmonHOM 6e30macHOCThI0 PD monnmaeTcs

3aoanue 10.

HedopmanbHas MOJEITb HAPYIITUTEIS - 3TO

2.4. PekxoMeHIaIlMU MO OLIECHMBAHMIO pedpepaToB, T0KJIA/I0B.

MakcumMmaabHoe

Kpurepumn
KOJIMYECTBO 0AJ1JI0B* putep

BricTaBnsiercs oGyuaroniemycs, €Ciii OH BbIPa3ul CBOE MHEHHE

OtnruHO y
1o cpopMyIupOBaHHOM MpodIIeMe, apryMEHTHPOBAI €T0,




TOYHO OIpPEAETUB MpoOJIeMy COJEp>KaHUE U COCTaBISIOLIUE.
[IpuBeneHbl  MaHHBIE  OTEUECTBEHHOW U 3apyOeKHOM
JTUTEpaTypbl,  CTAaTUCTHUYECKHE  CBeldeHus, uHbopManus
HOPMAaTHBHO MpPaBOBOro xapakrepa. OOyuarommiics 3HaeT |
BJIAJICET HABBIKOM CAMOCTOSITEIbHOMN

UCCIIEI0BATENBCKONW pabOTHI IO TeME UCCIIeI0OBAHMS; METOIaMH
Y [IpUEMaMU aHaJIn3a TEOPETUYECKUX u/unu
MPAKTUYECKHX aCIeKTOB HM3ydaeMoil oOnactu. PakTHYECKHX
OIMOOK, CBS3aHHBIX C T[OHUMAaHHEM MpPOOJIEMbI, HET;
rpadgudecku padbora opopmiieHa TPaBUILHO.

BrictaBisierca obyuaromemMycsi, eciii padoTa XapakTepu3yercs
CMBICJIOBOM LIEJIbHOCTBIO, CBSI3HOCTBIO U
MOCIIEZI0BATEIbHOCTHIO U3JI0KEHHUS;, IOMYIIEHO He Ooree 1
OMOKK TpU  OOBSICHEHWH CMbICTIa WIM  COJCpKAHUA
Xoporio ripoOiemsl. Jljist aprymeHTanuu MPUBOJISATCS  JAHHBIC
OTEYECTBEHHBIX u 3apyOeKHBIX aBTOPOB.
[IpoaeMoHCTpUpPOBaHBI UCCIIEIOBATENICKUE YMEHHS U HaBBIKU.
DaKTHYECKUX OMIMOOK, CBS3aHHBIX C IOHUMaHHEM MPOOIEMBI,
HeT. JlomymieHsl oTaenbHble OMUOKH B 0OpMIICHUH PabOTHI.

BricraBnsercst o0yuaronemycs, €Ciiu B paboTe CTYICHT
IPOBOJMT JIOCTATOYHO CAMOCTOSATEIbHBIM aHAJIH3 OCHOBHBIX
3TAIoB U CMBICJIOBBIX COCTABJIAIOIIUX ITPOOIEMBI; HOHMMAET

Y 1OBIETBOPUTETILHO 0a30BBIE OCHOBBI M TEOPETHYECKOE 000CHOBAaHHUE BHIOPAHHOM
TEMBI. ITpuBneyens OCHOBHBIE VICTOYHUKH 1o

paccmarpuBaemoii Teme. [lonymieno He 6osee 2 OMOOK B
coJiepKaHuu Mpo0IeMbl, 0pOpMIICHUN PaOOTHI.

BrictaBnsiercsa oOydaromiemycsi, eciii paboTa MpeacTaBisieT
co0Oi TMepecKa3aHHbI WM TOJHOCTHIO 3aUMCTBOBAaHHBIN
HCXOJIHBIN TEKCT 0€3 KakuxX Obl TO HU ObLII0O KOMMEHTAPHUEB,
Hey):[OBHeTBOpI/ITeJIBHo aHanu3a. He  packpeita CTpyKTypa HW  TE€OpeTHYECKas
cocrapJstonas TeMbl. JlonymieHo Tpu win 0osee Tpex om0k
B COJIEp’KaHUU PaCKPbIBAEMOil MpoOieMbl, B 0hopMIIEHUU
paboThLI.

* IIpencrapneno B Tadnwue 2.1.

TEMbI PE®@EPATOB, JIOKJIAAOB JIUISI IPOBEPKU YPOBHSA
CO®OPMUPOBAHHOCTHU KOMIIETEHIIUN

. 'moGanbHbIe BBI30BBI HHPOPMAIIMOHHOM O€30MaCHOCTH B TEKYIIEM IOy

. TpeboBaHMsi HOPMATUBHBIX U MPABOBBIX TOKYMEHTOB P® 1o obecnieueHuto
3aMUMEHHOCTH HH(POPMAIIMH B JIOKATBHBIX BRIYMCIUTEIBHBIX CETAX

. TpeboBaHusi HOPMATUBHBIX U MPABOBBIX IOKYMEHTOB P® 1o obecnieueHuo
3aMUIEHHOCTH HHPOPMAIUK B IUPPOBHIX TeIe(HOHHBIX TUHUIX CBS3H

. CTpyKTypa 1 IOpsI0K OpraHu3aiuu paboThl CITY>KObI 0€30MACHOCTH MPEANPUSITHS B
OOBIYHBIX M YPE3BBIYAHHBIX YCIIOBUSX.

. TexHomoruu 3anuThl KOHGUACHITUATHLHOU HHGOPMAIINH OT BUPYCHBIX aTak.

. KommiekcHoe o6ecnieuenre nHpOpMamoHHO| 6€301MacHOCTH B KOMMEPYECKHIX
CTPYKTYpax.

. UccnenoBanue npo6iaemM nHGOPMAITMOHHON 0€3011aCHOCTH 00bEKTOB KPUTHUISCKOM
nH(OpMAITMOHHONW HHDPACTPYKTYPHI.

. BIsiBIICHME TEXHHUECKMX KaHAJIOB YTEUKH HH()OPMAIIHH.


http://www.pandia.ru/text/category/virus/

9. Opranuzanuss W MPOBEIECHUE IOUCKOBBIX MEPONPUATUN Ha OOBEKTE C LEJbIO
OoOHapyXeHHs] KaHaJlOB YTEUYKHM HH(OpPMALUU, BBISBICHUS CPEICTB CbheMa
uH(bOpMAIHH.

10. MeTobl 1 cpeacTBa 3alUTHl THPOPMALIUHU OT YTEUKH IO TEXHUYECKUM KaHajlaM

11.Kak  oOecrmeunth  Oe3omacHOCT, THpu  pabore B MHTepHET

12.HanmonanbHble nHTEpECH Poccuu 1 HHPOpMaMOHHOE MPOTUBOCTOSIHUE B
COBPEMEHHOM MHPE

BOITPOCHI 3AYETY IO PA3JAEJAM (TEMAM)
JUCHUIIJINHBI

1. OnuimTe TpoakTUBHBIE METO/IBI 0OHapykeHus BpeaoHocHoro [10.

2. Chopmynupyiite npodiemy 1enoctHoctd unopmanuu. [Ipusenure npumepbl
HapyIICHUS LEJI0CTHOCTH HHPOPMAITUH.

3. Onucatb MOYJIM U PEKUMBI pA0OTHI COBPEMEHHBIX aHTUBUPYCHBIX MTPOTPAMM.

4. OxapakTepu3oBaTh MoJieIb aBTOMaTu3upoBaHHOM cuctemsl (UC) u Tumb
BUPYCHBIX yrpo3 6ezonacHocty MC aiis ee pa3nuyHbIX ypOBHEH.

5. Onucath copepxaHue MOJIUTUKH 0€30ITaCHOCTH OpTaHU3aIUH.

6. OxapakTepu30BaTh 00BEKTHI U CyOBEKTHI HH(OPMALIMOHHOTO IPOCTPAHCTBA.
[IpumepsL.

/.Yro  Takoe KOH(MUIECHUUATBLHOCTH, uHPopManmu?  OnucaTth  CHOCOOBI
oOecrieueHus: KOH(pHUIEHINATbHOCTH HH(POPMALIMK B OPTaHU3AI1H.

8. OxapakTepu30BaTh CyObEKTHl HH(POPMAIIMOHHBIX OTHOIIICHUI ¥ IX HHTEPECHI.

9. Onucarp puznUECKUE U OPraHU3aALIMOHHO-TEXHUUECKNE CPEACTBA 3alUTHI B
paMkax HarpaBieHuil odecrieuenuss Ub npeanpusitus.

10.Onucarp  opraHuzanyio  3alUThl  WUHPOPMAIMM  OT  YTE€YKH  TIO
AIIEKTPOMArHUTHBIM KaHaJlaM

11. Onucats cnocoOs! 3amuThl HHGOpMaluK B opranuzanuu. ChopmynnpoBaTh
XapaKTEPUCTUKY 3aIIUTHBIX JECUCTBUN

12. Onrcate opraHu3aiuio 3amTa THPOPMAIUH OT YTEYKH 110 BU3YaIbHO
ONTUYECKUM KaHajaM.

13. ChopmynupoBaTh criocoObl 3anuTa HHGOpMaIMK Ha YpOBHE KOPIIOPATUBHOM
CETH TIPEATIPHUSITHSL.

14. OnucaTh TEXHUYECKME KaHAJbI yTeUKH HH(DOpMaIuu. 3anmTa OT yTeuek
uH(OpPMAITUHU IO TEXHUYECKUM KaHajlaM

15. ChopmynrpoBaTh MOHATHE «MOJIENU 3I0YMBITIIEHHUKa». [[puBecTH mpuMepshi.

16. Onucath CTPYKTYpy MOJTUTUKH O€30MaCHOCTH OPTaHU3alINH.

17.0xapaktepuzoBaTth CucTeMy OOHAPYKEHUS U TIPEIOTBPAIIICHHS BTOP>KEHUH.

18. Onucatpb TexHosIoruu obecrneueHus 6eszonacuoctr B8 OC Windows 7.

19. CocTaBuTh KJIacCU(DUKAIMIO KAaHATIOB IPOHUKHOBEHUS B MTH(POPMAITHOHHYIO
CUCTEMY M YTEUKH HHPOPMAIIH

20. OnucaTh NOJIUTUKY MH(POPMALTMOHHOM 0€3011aCHOCTH OpraHU3allUu.

21.0mnpenenenne nHGOPMAITMOHHON 0€30MMACHOCTH U €€ COCTABJISIONINE.

22. YKa3aTb IPUUYMHBI POCTA KOMIIBIOTEPHOM NPECTYNMHOCTU. KOMIIbIOTEpHBIE
IPECTYIUICHUSI IPOTUB IOCYJAPCTBEHHBIX U OOIIECTBEHHBIX HHTEPECOB.

23. OnucaTh KIH0YEBbIE KATErOpUH (MMOHATHUS) 0€30MMaCHOCTH U UX B3aUMOCBSI3b B
cootBercTBUM ¢ ['OCT P UCO/M3K 15408-1-2008.



24. ITpuBeauTe KiIaccuUKAIUIO BPEIOHOCHBIX TPOrPAMM.

25. Oncarpb MOJIeNb ~ HApyIIUTENs  aHTMBHPYCHOM  Oe3omacHOCTHM U
PEKOMEHyEeMbI€ METO/IbI 3AIUTHI JIJIS1 KJIACCOB HAPYLIUTENIEH.

26. ChbopMynpoBaTh  TEHACHIMH PA3BUTUS  COBPEMEHHBIX  AHTHBHPYCHBIX
IporpaMm

27. Onuiute opranu3zanuio 3amutsl UC npeanpustus Ha ypoBHE pabouux
CTaHIIMH MOJb30BATENEH U CEPBEPOB.

28. OxapakTtepu3oBaTh HanpasiieHus odecrieuenus: Ub npennpusitus. [lpaBoBas u
OpraHu3alMOHHAas 3alllUTA.

29. Ontucath TexHoJoruio ooecnevyenus oezonacuoctu MC npu 6ecipoBogHOM
COECIMHEHUH

30. OnummuTe CUTHATYpHBIE METO 16 OOHapyxkeHus BpeaonocHoro 110.

31.0xapakTepu3yiTe Tpu ypOBHS YIIPABICHUS OJUTUKON 0€30IMaCHOCTH Ha
MPEANPUATHH.

32.OxapakTepu30BaTh MHPOPMAIMOHHAs Oe3omacHOCTh Ha 0Oasze cranmapra CobiT

33.Onucarb METOAUKY CO3/IaHMS IEMUINTAPU30BAHHBIX 30H B KOPIIOPATUBHOM CETH

pEeANPUSITUS

34.Onucatb CTPYKTYpYy HOJINTUKA 0€3011aCHOCTH OpraHH3aIu

35.0xapaktepu3oBath ~ KpUTE€pUH  O€30IAaCHOCTH  KOMIIBIOTEPHBIX  CHCTEM

«OpankeBasi KHATay.

36. Onmcatpe opraau3aluio 3aiuThl nepuMerpa ceti MIC npeanpusaTis ¢ IoMOIIbO
MeXKceTeBbIX dkpaHoB (MCD)

37. Onucatp kpunroanroput™ dudpu-Xemnmana.

38. OnucaTh cUrHaTYpHbIE METO/1bI 0OHapyskeHus BpeaonocHoro [10.

39. OnucaTh CHMMETPUYHBIE AITOPUTMBI K poBanud. [Ipumepbl

40. OxapakTepu30BaTh HHHOPMAIIMOHHYIO BOMHY KaK yrpo3y HH()OpMaIMOHHOM
0€30MacCHOCTH HAIlMOHAJILHOTO YPOBHSI.

41. Onucatpb kpunrtorpadudeckuii anroputM Bikenepa. [Ipeumyiiecta u
HEJOCTaTKU.

42.0nucaTh  OpeuMylIecTBa M HEJAOCTAaTKM  CUMMETPUYHBIX  AJITOPUTMOB
¢ poBaHus

43. Onucath NOPSAIOK UCIIOIB30BAaHUS CUCTEM C CHMMETPUYHBIMU KITFOYAMH.

44. Onicatsb KJIaCCU(PUKALIUIO KpUIITOTrpapruuecKux aIrOPUTMOB

45.PackphITh MOHATUE «MOJIENIN 3JI0YMBIIUICHHUKa». [[puBecTr npuMepsl.

46. OxapaKkTepu30BaTh aTaky BHUJa «ITocpennnuecTso B oOMeHe
Hesamm(poBaHHBIMU KiTouaMu (aTaka man-in-the-middle)» u CTIOCOOBI
3aIUTHI OT HEeE.

47. OxapakTepu3oBath ataky Buaa «Otkas B oocinyxuanuu (Denial of Service,
DoS)» u crocoObl 3a1IUThI OT HEe.

48. Oxapaktepu3oBath araky Buaa «Otkas B oocinyxuanuu (Denial of Service,
DoS)» u criocoObI 3aIuTh OT HEe

49. OxapakTepHr30BaTh MapOJIbHYIO aTaKy Bua «moyiHoro nepedopa (brute force
attack)» u criocoOBI 3aIUTHI OT HEe.

50. OxapakTepu30BaTh MPEUMYIIECTBA U HEIOCTATKU OJIOYHBIX CHMMETPUIHBIX
CUCTEM U (PPOBAHMUSI.

51. OxapakTepHu30BaTh aTaKky Buaa « TpOSHCKUI KOHBY» M CIOCOOBI 3aIIUTHI OT HEe.



52.Omucath  Kpunrorpapuueckuid anroputM Bepnama. [IpeumymiectBa u
HEOCTaTKU.

53. OxapakTepHr30BaTh aTaKy BUAa « IKCILIONT» U CIOCOOBI 3aIMTHI OT HEE.

54.0xapakrepu30BaTh TEXHOJIOTHH OMOMETPUYECKON ayTeHTH(PHUKAINU

I10JIb30BATEIIL.

55.0mnMcaTh  NPAKTUYECKHE METOAbl AyTEHTHU(HKAIMM, HUCIHOJIb3yeMble B
HACTOSIIIIEE BPEMS.

56. OxapakTepu3oBaTh yrpo3sl b 1 cuctemy 3aliuTHBIX Mep ISl YPOBHEN MOJEIH
OSI nisa opranusanuu

BOITPOCBHI K OK3AMEHY 110 PA3JAEJAM (TEMAM) INCIUAITJINHBI
1. UndopmanmonHas BoitHa Kak yrpo3a HHPOpMaIlMOHHON 0€30MacHOCTH
HAllMOHAJIBHOTO YPOBHS

. OO0BEKTHI ¥ CyOBEKTHI THPOPMALIMOHHOTO MPOCTpaHcTBa. [Ipumepsl.

. CyObexThl H(OOPMAIITMOHHBIX OTHOIIICHUN U UX HHTEPECHI.

. Tpu ypoBHS ynipaBieHUs OAUTHKON 0€30MaCHOCTH Ha MPEANPUATHH.

. BapuaHTbI MOCTpOCHUS BUPTYaJbHBIX 3alUIIICHHBIX KAaHAJIOB.

. [loHATHE «MOIENN 37I0YMBIIUIIEHHUKAY . [[puBECTH MpUMEpHI.

. KonpuaenmanbsHOCTb MH(pOpMALIUH. CrnocoOsI oOecrieueHus

KOH(pHIEHIIMATTbHOCTH UH(POPMALIMK B OPraHU3aLUU.

8. [IpakTruueckue METO/Ibl ayTeHTU(UKAIINH, UCTIOJIb3YEMbIE B HACTOSIIIIEE BpeMsl

9. Knaccuukanys kaHaJI0B MPOHUKHOBEHUS B CUCTEMY M YTEUKH HH()OpPMAITUH

10.ITonutrka MHPOPMALIMOHHON 0€30MACHOCTH OpTraHU3al1H.

11.Conepxxanue MOJIMTUKU 0e30IacHOCTH OpraHU3aIH.

12.0Onpenenenue nHGOpMaIMOHHON OE30MTACHOCTH U €€ COCTABJISIONINE.

13.IIpnunHbI pocrta KOMIIBFOTEPHOU [IPECTYITHOCTH. Kommerorepubie
MPECTYIJIEHUS TPOTUB FOCYJAPCTBEHHBIX U OOILIECTBEHHBIX HHTEPECOB.

14. KimroueBble kaTeropuu (MOHSATHSI) O€30MMaCHOCTH U UX B3aUMOCBS3b B
cootBercTBHM ¢ [[OCT P UCO/MDBK 15408-1-2008.

15. Knaccuduxarms BPEIOHOCHBIX IIporpamMm.

16.CurnatypHbie MEeTOIbI OOHapyKeHus BpeaonocHoro I10.

17.I1poakTuBHBIE METOII OOHApYKEeHUS BpeaoHocHoro [10.

18. TengeHUMH  pa3BUTUSI COBPEMEHHBIX AHTHUBUPYCHBIX  IPOrpamMm

19. Moy 1 pe>KuMbI pabOThl COBPEMEHHBIX aHTUBUPYCHBIX MPOTPAMM.

20. Mopenb aBToMaTu3upoBaHHou cuctembl (MC) u TUIIBI BUPYCHBIX YTPO3
oe3onacHoctu C 1151 ee pa3nuyHbIX YPOBHEH.

21. 3ammra nepumetpa cetr UC npeanpusitisi ¢ mOMOIIBIO MEKCETEBBIX IKPAHOB
MCD)

22. 3amuta MC npennpusitius Ha ypoBHE pabOYUX CTAHIIUN TOJIb30BaTENICH U
CEPBEPOB.

23. Mopenb HapyIIHUTEIsl aHTUBUPYCHOM Oe30MmacHOCTH. PeKkoMeH 1yeMbie METOAbI
3aIUTHI JJI51 KJIACCOB HAPYILIUTEIEH.

24. TeHJIGHIIMM Pa3BUTHSA COBPEMEHHBIX AaHTHUBUPYCHBIX mMporpamMm 25.3ammra

nHpopMalMu Ha YypOBHE KOPHOPATUBHOM ceTH mpeanpusitusa. 26.TexHudeckue

KaHaJIbl yTeYKU MH(popManuu. 3amuTa oT yTeuek nHhopMaliu
110 TEXHUYECKUM KaHaJlaM

~NOoO Ok, 0w



27. Monynu 1 peXuMbl pabOThl COBPEMEHHBIX aHTUBUPYCHBIX ITPOTPAMM.
28. Monens aBTomMatusupoBaHHoi cucteMbl (MC) u TUIIBI BUPYCHBIX YTPO3
oe3onacHoctu UC niis ee pa3auuHbIX YPOBHEH.
29. 3amuta C mpennpusTrs Ha ypoBHE pabOUNX CTAHIIMK MTOJIH30BATEICH U
CEpBEPOB.
30. Moziens HapymuTesnss aHTUBUPYCHOM 0e30MmacHOCTU. PekoMeHyeMble METO/IbI
3aIUTHI 7151 KIIACCOB HAPYILIUTEIIEH.
31. 3ammrTa uH(POpPMAIIMK HA YPOBHE KOPIOPATUBHON CETH MPEIPUSATHU.
32.Metoauka cO31aHus JEMUIUTAPU30BAHHBIX 30H B KOPIIOPATUBHOM CETH
IPEAPUATHS
33.3amura nHGOpPMAIUU OT YTEUKH MO JIEKTPOMArHUTHBIM KaHallaM
34. TexHruueckue KaHaJbl yTeUKd nHGopMaIu. 3almra oT yreuek nHdopmauu
10 TEXHUYECKUM KaHaJIaM
35.Hampasnenus o6ecneuenus: b npeanpusitus. [IpaBoBas u opranu3aiiioHHast
3aIuTa.
36.Texnomnorust ooecneuenus 6ezonacHocty MIC npu 6ecipoBoJHOM COETUHEHUN
37 .HanpaBnenus oOecrieyeHusI Ub  npennpusitus. dusnueckue 51
OpPraHU3allMOHHO-TEXHUYECKHUE CPEICTBA 3aILUTHI.
38. CucreMa oOHapyKEHHsI U MTPEIOTBPAILIEHUSI BTOPKEHU M.
39. Texnomoruu obecneueHus o6ezonacuaoctu B OC Windows 7.
40. CiocoObl 32U Thl THGOPMALIMK B OpraHU3aluK. XapaKTePUCTUKA 3alIUTHBIX
JICUCTBUM
41. 3amuta HHPOPMALIMK OT YTEUKH IO BU3YaJIbHO ONITUYECKUM KaHajaM.
42. CiocoObl 3auThl UHGOPMAIIMKU B OpraHU3alMH. XapaKTEPUCTUKA 3alIUTHBIX
JIEUCTBUI
43. HanipaBnenus ooecnieuenust Ub npennpusitus. [IpaBoBas u opraHu3zalioHHas
3aIuTa.
44. Texnonorus obecnedyeHus: 6ezonacuoctu MC npu 6ecripoBOAHOM COEAMHEHUN
45. CucreMa 0OHapyKEHUS U MPEAOTBPALLEHUS BTOPKEHHIA.
46. Texnonoruu obecnieuenus 6e3onacHocTr B OC MS Windows. 47 Hanpasienus
oOecrieyeHusI Ub  npennpusitus. dusnueckue v
OpPraHU3allMOHHO-TEXHUYECKHUE CPEICTBA 3aILUTHI.
48. 3amura nH(OPMALIUK OT YTEUKHU IO 3JIEKTPOMAarHUTHBIM KaHaJjaM
49. UudopmanmonHas 6e3omacHocTs Ha 6a3e ctangapra CobiT
50. TepMuHBI 1 OIIpeIeICHHS KPUIITOTpaUH.
51. Kimaccudukanus kpuntorpadhudeckiux aJropuTMOB
52. Kpurepuu 06€30MacHOCTH KOMITBIOTEPHBIX CUCTEM «OpaHkKeBas KHUTay.
53 . Kpunrorpaduueckuii anroput™m Bikenepa. [IpeuMyiiiectBa u HE10CTATKHU.
54. TexHomorun OMOMETPUUECKON ayTeHTU(UKALIUU [TOJIb30BATETIS.
55. IlpenmymiecTBa U HEIOCTATKU CUMMETPUYHBIX aJITOPUTMOB HIU(PPOBAHUS
56. IIpobaemsr 6e3omacHocTH [P-ceTeit
57. Tlops0K UCTIONB30BAHUS CUCTEM C CUMMETPUYHBIMU KITFOUaMHU.
58. TexHosorum cTporoi ayTeHTU(PUKALUU MOJI30BATENSL.
59. CuMmmeTpuyHbIe aropuT™bI i posaHus. [Ipumepsl
60. CtpykTypa 1 (yHKIIMOHAILHOCTh cTeka mpoTokosioB TCP/IP ¢ Touku 3penus
uHGOPMaIIMOHHON 0€30MaCHOCTH.



61. TexHO0THS UCTIOIB30BAHUE AIIEKTPOHHOM LIU(PPOBON MOAMMCH.

62 .Knaccudukarys MexaHu3MOB ayTeHTU(UKAIIUY TI0JIb30BaTeNIeH

63.Knaccuduxamms cereit VPN. IlpeumymectBa npumenenust texuonoruii VPN.

64.CtpyKTypa MOJTUTHKN O€30TIaCHOCTH OpTaHU3aIuu

65. IlpenmymiecTBa ¥ HEJOCTATKH ACUMMETPUYHBIX CHCTEM IMTU(POBAHUS.

66.TexHoJIOrMU BUPTYyaJIbHBIX 3amnuiineHHbIx ceTei (VPN). OCHOBHBIC MOHATHS U
¢byukiuu cetu VPN

67. Ilopsa10K UCTIOJIB30BAHUS CUCTEM C ACUMMETPUYHBIMU KITIOUAMHU

68.IIpoTokons! hopMHupOBaHUS 3aIUIIEHHBIX kKaHaoB ceTr VPN Ha ceancoBoM
yYpOBHE

69. [IpoGiema nenoctHocty uopmanuu. [IlpuMepsl HapylIeHUs [IEIIOCTHOCTH
uHpopmaru

70. OcHoBHble ~ BapuaHThl  apxutekTypsl VPN. CpenctBa  oOecrniedeHus
oe3onacHoctu VPN.

71. MeTo bl 3aIUTH HHPOPMAITUK Ha KaHATHPHOM M CEaHCOBOM YPOBHSIX.

72. MeTo bl 3amuTa nHGpopMaluu Ha ceteBoM ypoBHe. [Iporokon IPSec



MUHUCTEPCTBO HAYKH U BBICIIIET'O OBPA3OBAHIS
POCCHUMCKOI ®EJIEPALTUU
®EJIEPAJIBHOE TOCYJAPCTBEHHOE BIOJIKETHOE OBPAZOBATEJILHOE VUPEXJIEHUE
BBICILIET'O OBPA30BAHUS
«[JOHELIKA ST AKAJIEMUSI VIIPABJIEHUS U TOCYJIAPCTBEHHOM CJTIYKBbI»

Hanpasaenue noarorosku 09.03.03 Ilpuxknaanas uHpopMaTHKa
Mpoduan «IIpuxkaagnas nHpopMaTuKa B ynpaBJeHUH
KOPNOPATHBHBIMHM MH(OPMAIHOHHBIMH CHCTEMAMM

Kadenpa undpopmManuoHHBIX TEXHOJIOT il

Jucnuninna «agpopmanmonnas 6e30nacHOCTb
HH(POPMALMOHHBIX CHCTEMAX)

Kypc 3 Cemectp 5,6 ®opma 00yueHHs OUHAS

3K3AMEHAIIMOHHBIN BUJIET Nel

Teoperuueckne BONPOCHI.
1. CocTaBuTh Ki1accU(UKALNIO KaHAJIOB IPOHUKHOBEHUS B MH(OPMALIMOHHYIO CUCTEMY
WyTEUKH UHGOPMALIIH
2. OmcaTh MeTOBI 3a1uTa nH(OpMaIuu Ha ceTeBOM ypoBHe. [IpoTokoir IPSec.
I[IpakTHyeckoe 3a1anue.
3. 3ammpyiite u pacmmdpyiite cooduieHue «IlepekppiTre KaHATIOB YTEUKW» C
KIIFOYEM
«[Ipouenypa» meronom Bmxenepa. i 3TOH LEIN COCTaBbTE AITOPUTM U IIPOrpaMMy
HaExcel, Visual Basic uinn C++.

IK3amenamop:
YTBepxkaeHO Ha 3aceaHuu Kadeaphl « » 20 1. (mpoToKon
No OT« __ » 20 1)

3as.xageopotii: H.B. bpanyn




