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PA3JIEJ 1. OPTAHU3AIIMOHHO-METOJUYECKHUIA

1.1. HEJIN AU COUILIAHGI

CdhopmupoBath 3HaHHS O TPUHIUIAX U cltocobax MPOTUBOJCHCTBUS OMACHOCTSAM H yrpo3aM, BO3HHKAIONINM B
MIPOIIECCE PA3BUTHSI COBPEMEHHOTO HHPOPMAITMOHHOTO 001IecTBa B chepe MHGOPMAIMOHHOM 0€30TTaCHOCTH.

1.2. YYEBHBIE 3AJAYY JUCIUIIJIIUHBI

- O3HAKOMUTDH CTYJACHTOB C COBPEMCHHBIMU TCXHOJIOTUAMU, NIPUMCHACMBIMU B PCIICHUHU 3aJ1a4 PIH(i)OpMaHPIOHHOfI
6e3OHaCHOCTI/I, MOJCIIAMU BO3MOKHBIX YIpO3, HOpPMAaTUBHBIMU JOKYMEHTAaMH, TepMHHOJ’IOFHCﬁ 1 OCHOBHBIMH ITOHATHAMHA
TCOpHUUN 3alllUThI I/IH(l)OpMaHI/II/I;
- HpI/IO6peCTI/I MPAKTHUYCCKUC HABBIKH aHAJIM3ad U BI>I60pa MCTOZOB U CPCACTB 3allIUThI KOMHLIOTCpHOI\/'I I/IH(l)OpMaLII/II/I.

1.3. MECTO JUCHUILIMHBI B CTPYKTYPE OCHOBHOM OBPA30BATEJIbHOU TIPOT'PAMMBI

ukn (pazaen) OIOII BO: |51.0.11

1.3.1. JJucyunnuna "HUngpopmayuonnas 6ezonacnocms " onupaemcs na ciedyrowue snemenmol OIIOII BO:

BrruncnurensHeie CUCTEMBI, CETHU U TEJICKOMMYHUKAIIUN

basel nanHbIX

KOMHOHCHTLI, HWHCTPYMCHTBI 1 aAIMUHUCTPHUPOBAHUC ONIEPALTMOHHBIX CUCTEM

1.3.2. Jlucyunnuna "Ungopmayuonnas bezonacnocmuv” svicmynaem onopot 0isi C1e0ylouux 31eMeHmos:

UT undpactpykrypa npeanpustus

[IpoexTupoBanne HHPOPMAIIMOHHBIX CUCTEM

1.4. PE3YJBbTATBI OCBOEHUSA AU CLHHUIIJINHDI:

1IK-9.2: Yuacmeyem 6 opeanuzayuu UT unppacmpykmypsi u ynpasneHuu uHGopmayuonHo 6e30nacHocmio

3HAaTB:

YpoBenb 1 | THIIOBBIE ~ MpOTpaMMHO-ammapaTHBlE  CPEACTBA W CHCTEMbl  3aIIUTBl  WMHQOpPMamuu  OT
HECaHKIIHOHUPOBAHHOTO JOCTYIA B KOMITBIOTEPHYIO CPEy

ypOBeHB 2 MCETOABI 3allIUTHI I/IH(l)OpMaHI/II/I B BBIYHMCIHUTCIIBHBIX CUCTEMAaX U CETAX

YPOBeHL 3 |TumoBkle Cp€AcCTBa 3allIUThI I/IH(I)OpMaI_II/II/I B BBIYHUCIIMTCIIBHBIX CHCTEMAX U CCTAX

VYMeTh:

YpoBens 1 |Ucnonb30BaTh THIOBBIE MPOrPAMMHO-ANMAPATHBIE CPEJICTBA W CHCTEMBI 3aIIUTHl MH(QOpMAIUK OT
HECAaHKIIMOHUPOBAHHOT'O JOCTYIA B KOMIIBIOTEPHYIO CpEy

YpoBenb 2 | UCTIONB30BaTh THIIOBBIE IPOTPAMMHO-ANIApaTHBIE CPEJCTBA M CHUCTEMBI 3alIUThl MHOOpMAIMK OT
HapyILIEHUs €€ LEJIOCTHOCTU

ypOBeHL 3 |ucnoaszoBaTh METOAbI 3alIHUThI I/IH(l)OpMaLII/II/I B BBIYUCIIMTCIBHBIX CUCTEMAX U CECTAX

Bnanerts:

ypOBeHL 1 |maBeikamu pa6OTI)I C METOZaMHU U TUITIOBBIMH CPEACTBAMMU 3aAIINUThI I/IH(bOpMaI_[I/II/I B BBIYUCJIUTCIIBHBIX
CHCTCMAX U CCTAX

YpoBeHsb 2 | TUIIOBBIMH IPOTrPaMMHO-AIIIAPATHBIMU CPEICTBAMU 00ECTIEUeHHUSI TOCTYITHOCTH HH(POPMALIUH

yPOBeH]) 3 |HaBBIKAMH KCIOJIB30BAHUS THIIOBBIX MMpOrpaMMHO-aIImnapaTHbIX CPpECACTB U CUCTEM 3alIUThI I/IH(i)OpMaLII/II/I
OT HCCAHKINMOHHWPOBAHHOT'O JOCTYIId B KOMIIBFOTCPHYIO CPEAY

1.4. PE3YJIBTATBI OCBOEHUSA JUCLHUIIJIMHBI:

OIIK-3.1: Pewaem cmanoapmuvie 3a0auu npogheccuoHaivbHol 0esimelbHOCIU HA OCHO8e UHMOPMAYUOHHOU U
oubauozpapuueckol Kyivmypvl ¢ NpUMEHeHUeM UHGOPMAYUOHHO-KOMMYHUKAYUOHHBIX MEXHONO2U U C YYemom
OCHOBHBIX MPeboBaHUll UHPDOPMAYUOHHOU OE30NACHOCTNU

3Hars:

YpoBenb 1 |HOpMaTHBHBIE TIpaBOBBIE JOKYMEHTH B cdepe wuHDopManMoHHOH ©OezomacHocTH B objactu
MH(QOPMAITMOHHBIX CHCTEM U TEXHOJIOTHIA

Yposens 2 |Bunst yrpo3 UC

YpoBens 3 | MeTobI 0OecnieueH!st ”HPOPMAIMOHHOH Oe301acHOCTH

VYMeTh:

YpoBens 1 |ucnonb30BaTh HOPMaTHBHBIE IPABOBBIE JJOKYMEHTHI B cepe MHOOPMAIIMOHHOW O€301TacHOCTH B




obmacTu I/IH(l)OpMaI_II/IOHHBIX CHCTEM M TCXHOJIOTHH JJI OpraHru3aly 3alllUThL I/IH(i)OpMaL[I/II/I

YpoBenb 2 |IpUMCHAThL METOJBI  aHAIM3a NPUKIATHON 00JaCTH HA  KOHIENTYaJbHOM, JIOTUYECKOM, U
AITOPUTMHYECKOM YPOBHSX C IEJIbIO BBISIBICHUS YTPo3 6€301MacHOCTH

YpoBensb 3 |pemiate CTaHAapTHBIE 3aaddl NPO(ECCHOHATIbHON MEeSATeIBbHOCTH Ha OCHOBE HMH(GOPMALMOHHOW W
o6ubnmorpaduyeckoil KyIbTyphl ¢ TPUMEHEHNEM HHPOPMAIIMOHHO- KOMMYHHUKAITMOHHBIX TEXHOJIOTUN U C
Y4eTOM OCHOBHBIX TpeOoBaHUi MH()OPMAIIMOHHON 0€301aCHOCTH

BianeTs:

YpOBeHb 1 MCXKIAYHAPOAHBIMH MW OTCUYCCTBCHHBIMKU  CTaHJapTaMUu B oOmactu oOecrieueHns 0e30ImacHOCTH
I/IH(l)OpMaHI/IOHHI)IX CHCTEM U TEXHOJIOT UM

YpoBeHb 2 | crIOCOOHOCTBIO OJIOKHPOBATH YTpo3bl Oe3omacHocTr UC npeanpusiTis ¢ MOMOIIBI METOAO0B 00eCIICUeHUS
3aIATH HHPOPMAITHH

YpoBeHsb 3 |HaBBIKaMH IMOJTOTOBKH 0030pOB, aHHOTAIMH, COCTaBICHUS pedepaToB, HAyYHBIX JOKJIAI0B, ITyOINKaIHHT,
u 6ubnuorpaduu Mo HayYHO- HCCIEAOBATENBCKON padoTe ¢ ydeToM TpeOoBaHUN MHPOPMATHOHHON
Oe3omacHOCTH

B pesynomame oceoenusn oucyunaunsl "Hugopmayuonnan 6ezonacnocms'’ obyuaromuiica 001uceH:

3.1|3uarTh:

HOPMAaTHBHBIC TIPABOBBIC JOKYMEHTHI B chepe MHPOpPMAIIMOHHOM 0e301acHOCTH B 001aCTH MH()OPMAIIMOHHBIX
CHUCTEM U TEXHOJIOTHM.

3.2 YMeTh:

KCIIOJIb30BaTh HOPMATUBHBIE MPABOBBIE JOKYMEHTHI B chepe MHPOPMAIIMOHHON 0€30MaCHOCTH B 00JIaCTH
MH(GOPMAITMOHHBIX CHCTEM M TEXHOJIOTUHN JUIsl OpraHU3aIiy 3alluThl HH(pOpMaIny.

3.3|Baaaersn:

MEXIYHApOJIHBIMH U OT€YECTBEHHBIMU CTaH/IAPTaMHU B 00JIACTH OOecTIieueHrs 0€30TTaCHOCTH HH(OPMAITMOHHBIX
CHUCTEM M TEXHOJIOTHH.

1.5. ®OPMbI KOHTPOJISA

Texkymmii KOHTPOIIb YCIIEBAEMOCTH IMO3BOJISIET OLIEHUTh YPOBEHb C(HOPMHUPOBAHHOCTH 3JIEMEHTOB KOMIIETCHIINI
(3HaHWH, YMEHUH 1 IPHOOPETEHHBIX HABBIKOB), KOMIETEHIIMI C TIOCIEAYIOIINM 00bEJUHEHUEM OIICHOK M MPOBOIUTCS B
(dopme: YCTHOrO Ompoca Ha JIEKLIMOHHBIX M CEMUHAPCKUX/MPAKTUYECKUX 3aHATHAX (QpOHTANbHBIN, MHAUBUIYAIbHBIH,
KOMIUJICKCHBIH), MICbMEHHON MPOBEPKHU (TECTOBBIC 3aJaHMsI, KOHTPOJIb 3HAHUH IO pa3liesly, CUTYallMOHHBIX 3alaHul U
T.I1.), OLICHKU aKTHUBHOCTH Pa0bOThI 00YYaIOLIErocs Ha 3aHATUH, BKIII0OYAs 3a4aHUs U1l CAMOCTOSTEIbHON paboThI.

Hpomeafcymounaﬂ ammecmauus

Pe3ynbraThl TeKymero KOHTPOJS W MPOMEXKYTOYHOH aTTecTallud (OPMHUPYIOT PEUTHHTOBYIO OLIEHKY PaOOTHI
cTyneHra. Pacnpenenenune 0amuioB npu (GOPMHUPOBAHWHM PEHTHHTOBOM OIICHKH pabOTHl CTYAEHTa OCYIIECTBISETCS B
COOTBETCTBHM C jcicTByrommM "[lopsgok opraHu3alMyd TEKYNIEro KOHTPOJS YCIIEBAEMOCTH M TPOMEKYTOHOM
arrecraruu B 'OY BIIO "JOHAYUI'C". Ilo muctumuuae "MHpopMmarrionHas 0€30MacHOCTE" BUIOM
MIPOMEXKYTOUHOM aTTeCTAINH SBJISIETCS 3adeT

PA3JEJI 2. COAEP) KAHUE JTUCHUITJIMHBI

2.1. TPYAOEMKOCTDb OCBOEHUSA JUCHUITJIMHBI

Oo6mas Tpympo€mMkocTh quctuitinabl "MHpopManronHas 6e30macHOCTh" cocTaBisieT 6 3a4€THbIe enuHullbl, 216
JacoB.

KonunuecTBO 4acoB, BBIJCIAEMBIX Ha KOHTAKTHYIO pabOTy C IPEoiaBaTelieM U CaMOCTOSATEIbHYIO padoTy
00y4aroIerocsi, OnpeaAeseTcs yueOHbIM IIAHOM.

2.2. COAEPJKAHUE PA3JEJOB JUCLIUTIIUHBI

HaumeHnoBanue pa3aeioB U TeM /BU 3aHATHA/ Cemectp /| HacoB | Komneren- | JIuteparypa | Unare | IIpumeuanune
Kypc 107011 PaKT.
Pa3nen 1. Texnosoruu u Mmeroabl ooecneuenns Ub
Tema 1.1. OcHoBuble noustua Ub. b B cucteme 5 2 I1K-9.2 | JI1.1J12.3J13. 0
HalMOHAJILHOM Oe3onacHocty Pocenn . /JIex/ OIIK-3.1 2
9215253




Tema 1.1. Ocnosnsle nonstust b. b B cucreme IK-9.2 [JI1.1J12.3J13.
HalMOHAaJIbHOH Oe3onacHoctu Poccunm . /Tlp/ OIIK-3.1 3
312233
Tema 1.1. OcuoBusle nonsarus 1b. Ub B cucreme IK-9.2 | JI1.1J12.3J13.
HaIlMOHaIbHOM Oe3omacHoctu Poccuu . /Cp/ OIIK-3.1 2 JI3.4
213233
Tema 1.2. ndopMalinoOHHbIC OTHOIICHHUS, I1K-9.2 | JI1.2J12.1J13.
CyOBeKTHl HHPOPMAIIMOHHBIX OTHOIICHUH, X OIIK-3.1 2 JI3.3
WHTEPECHl, MyTH HaHeceHus yiiepoa /Jlex/ 213233
Tema 1.2. IndopManimoHHbIE OTHOIICHUS, IK-9.2 | JI1.3J12.2J13.
CyOBeKTHl HHPOPMAIIMOHHBIX OTHOIIIEHUH, FX OIlK-3.1 2 J13.3
WHTEPECHI, TyTH HaHeceHus yimepoa /I1p/ 212233
Tema 1.2. IndopmanimoHHbIE OTHOIICHUS, [IK-9.2 | JI1.2J12.4J13.
CyOBEKThI HHPOPMAIIMOHHBIX OTHOMICHHUH, UX OIIK-3.1 2 J134
WHTEpECHl, MyTH HaHeceHus yiepoa /Cp/ 313233
Tema 1.3. Yrpo3sl uHQOPMAITMOHHOM [IK-9.2 | JI1.1J12.2J13.
6e3onacHoctH . /JIex/ OIlK-3.1 2
3132233
Tema 1.3. Yrpo3sl uHQOPMAITUOHHOM IK-9.2 | JI1.2J12.3J13.
6e3onacHoct . /I1p/ OIIK-3.1 2 J133
213233
Tema 1.3. Yrpo3sl uHPpOpMAIIMOHHOH IK-9.2 | JI1.3J12.3J13.
6e3onacHoctu . /Cp/ OIIK-3.1 4
212233
Tema 1.4. Ilonutrka 6e30macHOCTH U [K-9.2 | JI1.1J12.1JI3.
(hopMHpOBaHNE OPraHU3AIMOHHON CTPYKTYPHI OIlK-3.1 2
CHCTEMBI 3aIUTH HHPOPMAIH Ha TIPEATNPHUSITAN 213233
/JTex/
Tema 1.4. Tlonutuka 6e30MACHOCTH U IK-9.2 | JI1.1J12.4J13.
(hopMupOBaHUE OPraHU3AIIMOHHON CTPYKTYPHI OIlK-3.1 3
CHCTEMBI 3aIUTH HHPOPMAIH Ha TIPEATPHUSITHN 213233
/Mp/
Tema 1.4. Ilonutuka 6e30MacCHOCTH U [K-9.2 | JI1.3J12.1JI3.
(hopMHpOBaHNE OPraHU3ALMOHHON CTPYKTYPBI OIIK-3.1 4
CHCTEMBI 3aIUTHl HHPOPMALK Ha IPEANPHUITUN 213233
/Cp/
Tema 1.5. TexHoOrHH 3aIIUTHI OT BPEAOHOCHBIX [1IK-9.2 | JI1.1J12.2J13.
porpamum u criama. /Jlex/ OIIK-3.1 2

019293




Tema 1.5. TexHOIOrHH 3aLIUTHI OT BPEIOHOCHBIX 2 I1K-9.2 | JI1.2J12.3J13.
nporpamm u cnama. /IIp/ OIIK-3.1 3
2192233
Tema 1.5. TexHonoruu 3amUTH OT BPEAOHOCHBIX 3 I1K-9.2 JI1.1
mporpamm u crama. /Cp/ OIIK-3.1 |JI1.3J12.3J13.
4
219233
Tema 1.6. HanpaBnenus obecneuenus Ub. 2 IK-9.2 | JI1.1J12.4J13.
[IpaBoBas, uHpOpMAIIOHHAS, TEXHIYECKAS OIIK-3.1 2
6e3onacHocTb. /Jlex/ 312233
Tema 1.6. Hanpanenus obecneuenus 1Bb. 2 I1K-9.2 | JI1.2J12.2J13.
[IpaBoBas, uHpoOpMaIOHHAS, TEXHUYECKAs OIlK-3.1 3
6e3omacHocTb. /I1p/ 213233
Tema 1.6. Hanpaenenus o6ecrieuenust Ub. 3 I1K-9.2 | JI1.3J12.4J13.
[IpaBoBast, nHpOPMAIIOHHAS, TEXHUYECKAS OIlK-3.1 4
Oe3omacHocTs. /Cp/ 219233
Paznen 2. TexHosorust 3amuTsl ”HGOPMAIUH
Tema 2.1. 3amuTa OT yTeUeK M0 TEXHUYECKUM 2 [1K-9.2 | JI1.1J12.1J13.
kaHamaMm. 3amurta UC u CBT ot cpeacts OIlK-3.1 1 JI3.5
3JIEKTPOMArHUTHOTO Bo3jeicTBYst /JIek/ 212233
Tema 2.1. 3amuTa OT yTeUeK MO TEXHUUECKUM 0,5 [1IK-9.2 | JI1.2J12.2J13.
kaHanaM. 3amura UC u CBT ot cpeacts OIIK-3.1 2
ANIEKTPOMArHUTHOTO Bo3neicTaust /I1p/ 213233
Tema 2.1. 3amuTa OT yTeUeK M0 TEXHUYECKUM 5 [1K-9.2 | JI1.3J12.3J13.
kananam. 3amura UC u CBT ot cpencts OIlK-3.1 3
3JIEKTPOMarHuTHOrO Bo3neicTaus /Cp/ 213233
Tema 2.2. OCHOBHBIC TIPUHIIHUITHI U METOJIBI B 2 [1IK-9.2 | JI11.1J12.4J13.
00JIACTH TEXHHMUYECKOH 3alUThl HHPOPMAIIH OIlK-3.1 4
/Jex/ 212233
Tema 2.2. OCHOBHBIE IPUHLIMUIIBL U METOJIBI B 0,5 [1K-9.2 | JI1.2J12.1JI3.
o0iacT TeXHUYEeCKOH 3amuThl nHpopmaruu /I1p/ OIIK-3.1 5
2132233
Tema 2.2. OCHOBHbBIE IPUHLIMIIBI U METOJIBI B 3 [1K-9.2 | JI11.3J12.2J13.
00JIaCTH TEXHUUECKOH 3amuThl nHpopmaiuu /Cp/ OIlK-3.1 1

019233




Tewma 2.3. IIpotuBozeiicTBre 2 I1K-9.2 | JI1.1J12.3J13.
HECaHKIIMOHUPOBAaHHOMY JOCTYIY K OIlK-3.1 2
KoH(puAeHIHaTEHON nHDOpMarin /JIex/ 2102233
Tewma 2.3. [IpoTuBOCiicTBHE 0,5 I1K-9.2 | JI1.2J12.4J13.
HECaHKIMOHUPOBAHHOMY JIOCTYIY K OIIK-3.1 3
koHpuaeHIMaTEHOH nHpOopMaruu /I1p/ 2102233
Tewma 2.3. IIpoTuBoaeiicTBre 3 IK-9.2 | JI1.3J12.1JI3.
HECaHKIIMOHUPOBAHHOMY JIOCTYIY K OIlK-3.1 4
KoHpuIeHuuanpHoi napopmanuu /Cp/ 2102233
Tema 2.4. Kputepun 3alUIIEHHOCTH KOM- 2 IK-9.2 | JI1.1J12.2J13.
MBIOTEPHBIX CUCTeM. JIulleH3npoBaHue u OIIK-3.1 5
ceprudukanus Ub /Jlex/ 212233
Tema 2.4. Kputepuu 3auiieHHOCTH KOM- 0,5 [1K-9.2 | JI11.2J12.3J13.
MBIOTEPHBIX cUCTEM. JInIleH3upoBaHuE U OIIK-3.1 1
ceprudukanus Ub /Tlp/ 212233
Tewma 2.4. Kpurepun 3aIUIIEeHHOCTH KOM- 3 IK-9.2 | JI1.3J12.4J13.
MBIOTEPHBIX CUCTEM. JIuTIeH3npoBaHue U OIIK-3.1 2
ceprudukanus Ub /Cp/ 212233
Tema 2.5. MexnayHapoansie cranaapTsl Ub. 2 [IK-9.2 | JI1.1J12.1J13.
COBIT /Jlex/ OIlK-3.1 3
213233
Tema 2.5. MexayHapoaasie ctanaaptel 1b. 0,5 [1IK-9.2 | JI1.2J12.2J13.
COBIT /TIp/ OIIK-3.1 4
212233
Tema 2.5. Mexnynapoassie ctanaaptel 1b. 3 [1K-9.2 | JI11.3J12.3J13.
COBIT /Cp/ OIIK-3.1 5
212233
Tema 2.6. [IpakTryeckue aceKThl O€301MacCHOCTH 2 IIK-9.2 | JI1.1J12.4J13.
UC /Jlex/ OIlK-3.1 1
2132233
Tema 2.6. [IpakTryeckue aceKThl O€301MaCHOCTH 0,5 [1K-9.2 |J11.2J12.1JI3.
nuc Mip/ OIlK-3.1 2
212233
Tema 2.6. IIpakTHUeCcKuE aCIEKTHI 0€30ITaCHOCTH 3 I1K-9.2 | JI1.3J12.2J13.
nuc /Cp/ OIIK-3.1 3

019293




Tema 2.7. Obecnieuenue 6e3omacHoctu OC. 2 IK-9.2 | JI1.1J12.3J13.
besomacuocts MS /Jlex/ OIIK-3.1 4
312233
Tema 2.7. Obecneuenne 6e3omacaocta OC. 0,5 [1K-9.2 | JI1.2J12.1J13.
Bezonacuocts MS /Tlp/ OIlK-3.1 5
2193233
Tema 2.7. Ob6ecneyenne 6e3onacHoctn OC. 3 I1K-9.2 |[JI1.3J12.2J13.
Bezonmacuocts MS /Cp/ OIlK-3.1 1
312233
Paspnen 3. Kpunrorpaguyeckue MeToAbl 3a1UThI
HH(pOpMaLUH
Tema 3.1. Kpunrorpadudaeckne METOABI 3aIIUATHI 2 IK-9.2 | JI1.1J12.1JI3.
nHpopmanun. Kinaccuduxanms OIlK-3.1 2
KpunTorpadhudecKux MeTOAO0B 3aiuThI. /Jlex/ 213233
Tewma 3.1. Kpunrorpadudaeckne MeTOABI 3aIINATHI 0,5 [IK-9.2 | JI1.2J12.2J13.
nHpopmanun. Kinaccuduxanms OIlK-3.1 3
KpunTorpadgudecKkux MeToAoB 3amuTsl. /[1p/ 213233
Tema 3.1. Kpunrorpaduueckne MeTOIBI 3aIIUATHI 1 I1K-9.2 | JI1.3J12.3J1I3.
nHpopmanun. Kinaccuduxanms OIlK-3.1 4
KpUNTOrpadhuaecKux MeTo10B 3auThL. /Cp/ 212233
Tema 3.2. CummeTpudHbIe KpUNTOrpaduuecKue 4 IIK-9.2 | JI1.1J12.4J13.
anroputmsl /JIex/ OIIK-3.1 )
212233
Tema 3.2. CumMeTpUYHbIE KpUNITOTpadUIECKUe 1 IK-9.2 | JI1.2J12.1J13.
anroputmsl /T1p/ OIlK-3.1 1
212233
Tema 3.2. CuMMeTpUYHbIE KpUNITOTpadUIECcKUe 1 IK-9.2 | JI1.3J12.2J13.
anroputmsl /Cp/ OIIK-3.1 2
212233
Tema 3.3. AcummeTpuuHbBIe KpUNTOrpaduiIecKue 4 [K-9.2 | JI1.1J12.3J13.
anroputmbl /JIex/ OIlK-3.1 3
212233
Tema 3.3. AcummeTpruHble KpUnTorpadhuieckue 1 IK-9.2 | JI1.2J12.4J13.
anroputmsl /11p/ OIIK-3.1 4

019293




Tema 3.3. AcummeTpruHBIe KpUNITOTrpaduIecKue IK-9.2 | JI1.3J12.1JI3.
anroputmsl /Cp/ OIIK-3.1 5
312233
Tema 3.4. Ludposas 37eKTpOHHAS [TOANUCH I1K-9.2 | JI1.1J12.2J13.
(BLIT). /JIex/ OIlK-3.1 1
2132233
Tema 3.4. Ludposast 371eKTpOHHAS [TOANCH I1K-9.2 | JI1.2J12.3J13.
(QUID). /MIp/ OIIK-3.1 2
219233
Tema 3.4. Lludporas 37€KTPOHHAS MOANNCH IK-9.2 | JI1.3J12.4J13.
(BUI). /Cp/ OIIK-3.1 3
3132233
Tema 3.5. Texnonoruu ayreHtudukanmu. /Jex/ IK-9.2 | JI1.1J12.1J13.
OIIK-3.1 4
219233
Tema 3.5. Texnonoruu ayrentudukaruu. /IIp/ IK-9.2 | JI1.2J12.2J13.
OIIK-3.1 5
219233
Tema 3.5. Texnonoruu ayrentuduxanuu. /Cp/ IK-9.2 | JI1.3J12.3J13.
OIIK-3.1 1
212233
/Konc/
Pasnen 4. Undpopmannonnas 6e3onacuocts UC n
cereil
Tema 4.1. ITpobaembl HHPOPMALIMOHHOK I1K-9.2 | JI1.1J12.4J13.
6e3onacHocTH cetei /Jlek/ OIIK-3.1 1 J13.2
313233
Tema 4.1. IIpoGnembl HHPOPMAITHOHHON IIK-9.2 | JI1.2J12.1J13.
Oe3omnacHoctu cereid /T1p/ OIlK-3.1 3
212233
Tema 4.1. IIpobnembl HHPOPMAITHOHHON IK-9.2 | JI1.3J12.2J13.
Oe3omacHoctu cereit /Cp/ OIlK-3.1 1 J13.5

21030233




Tema 4.2 YTpo3bl ¥ ySI3BUMOCTH MIPOBOTHBIX MK-9.2 | JI1.1J12.3J13.
KOpPIIOpaTHBHBIX ceteld /JIex/ OIIK-3.1 2
312233
Tema 4.2 YTpo3bl 1 YSI3BUMOCTH IMIPOBOTHBIX IK-9.2 | JI1.2J12.4J13.
KopropaTuBHbIX ceteit /TIp/ OIIK-3.1 3
312233
Tema 4.2 YTpo3bl U yA3BUMOCTH MTPOBOTHBIX I1K-9.2 | JI1.3J12.1JI3.
KopropatuBHbIX ceteit /Cp/ OIlK-3.1 1 J13.5
213233
Tema 4.3. TexHOIOrHs 3aIUTE MEKCETEBOTO I1K-9.2 | JI1.1J12.2J13.
oOMeHa naHHbIMU. Bpanamayapsl. /Jlek/ OIlK-3.1 2
3132233
Tema 4.3. TexHoIOrHs 3aIUTHl MEXKCETEBOTO JI1.2J12.3
obOMeHa maHHbIMU. bpanamayapsl. /1p/
Tema 4.3. TexHONOTHS 3aIIUTHI MEXCETEBOTO IIK-9.2 | JI1.3J12.4J13.
oOMeHa naHHbIMU. Bpanamayaspsr. /Cp/ OIlK-3.1 1 J13.5
313233
Tema 4.4. Texnonoruu VPN. /Jlex/ IK-9.2 | JI1.1J12.1JI3.
OIlK-3.1 1
212233
Tewma 4.4. Texnonoruu VPN. /IIp/ IK-9.2 | JI1.2J12.2J13.
OIlK-3.1 3
213233
Tema 4.4. Texnonoruu VPN. /Cp/ IK-9.2 | JI1.3J12.3J13.
OIIK-3.1 1 JI3.5
212233
Tema 4.5. b B cersix. IHTepHET 6€30MaCHOCTH I1K-9.2 | JI1.1J12.4J13.
Crek mpotokosoB TCP/IP /Jlex/ OIIK-3.1 2
212233
Tema 4.5. UB B ceTsix. UaTepHeT 6€30MacHOCTb IK-9.2 | JI1.2J12.1J13.
Crek mpotokoios TCP/IP /Ip/ OIIK-3.1 3
212233
Tema 4.5. Ub B cerax. MHTEpHET 0€30M1aCHOCTH IIK-9.2 | JI1.3J12.2J13.
Crek mpotokojioB TCP/IP /Cp/ OIlK-3.1 4

019233




Pa3gen S. Oco0enHocTH 32U THI HHpOPMAUH HA

ypoBHusix moaean OSI

Tema 5.1. 3ammra nHGOpPMAHN B 6 2 K-9.2 |JI1.1JI12.3J13.| O
KOMITBIOTEPHBIX CETSIX. 3alllUTa Ha KaHAJIbHOM U OIIK-3.1 1J13.2
CCaHCcoOBOM ypoBHe. /JIek/ 212233

Tema 5.1. 3ammra nHGOpMAUU B 6 4 K-9.2 |JI1.2J12.4J713.] O
KOMITBIOTEPHBIX CEeTSX. 3allnTa Ha KaHAJTbHOM U OIIK-3.1 2
ceancoBoM ypogHe. /I1p/ 2132033

Tewma 5.1. 3amuTa napopManu B 6 5 K-9.2 |JI1.3J12.1J13.] O
KOMITBIOTEPHBIX CEeTsIX. 3allnTa Ha KaHaJTbHOM U OIlK-3.1 3
ceaHcoBoM yposae. /Cp/ 213233

Tema 5.2. 3ammra Ha CETEBOM ypOBHE — 6 2 I[K-9.2 |JI1.1J12.2J13.| O
mpotokon [PSec. UadpacTpykTypa 3amuTs Ha OIIK-3.1 4
MPUKIaTHOM ypoBHe /Jlek/ 3132233

Tema 5.2. 3ammra Ha cETEBOM ypOBHE — 6 4 I[K-9.2 |JI1.2J12.3J13.| O
nportokoi [IPSec. MudpacTpykTypa 3aimuThl Ha OIlK-3.1 5
npukiagHoM yposHe /IIp/ 2102233

Tema 5.2. 3amuTa Ha CETEBOM YPOBHE — 6 5 IK-9.2 |JI1.3J12.4J13.| O
npotokoi IPSec. UndpacTpykTypa 3amuThl Ha OIIK-3.1 1
npukiIazHoM yposHe /Cp/ 213233
/Konc/ 6 2 0

PA3JIEJI 3. OBPA3OBATEJIBHBIE TEXHOJIOT U

B nporecce ocBOeHMs JUCLUILIMHBI HCIOJIB3YIOTCS cleryrolue oOpas3oBaTeibHble TexHojoruu: yexuuu (J1),
npaktuueckue 3ausatus (I1P), camoctostensHas padora crynentoB (CP) mo BBIMOJHEHUIO Pa3IMYHBIX BUIOB 3aJaHUML.
1. B nporecce 0CBOGHUSI JNUCHUILTUHBI WCIOJNB3YIOTCS CIEAYIOIIUE WHTEPAKTUBHBbIE 00pa30BaTeNbHBIC TEXHOJIOTHU:
npoonemuas nexuus (I1J1). JlekunoHHbI MaTepHai NPeICTaBIeH B BUAE ciaia-npeseHTaunu B popmate «Power Pointy.
JU1d HariasAHOCTH MCHONB3YIOTCS MaTepHalbl PA3IMYHBIX HAYYHBIX M TEXHHUYECKUX OKCIEPHMEHTOB, CIPaBOYHBIX
MaTepuasoB, HAYYHBIX cTaTel T.A. B xoze nexiuu mpemxycmMoTpeHa oOpaTHas CBSI3b CO CTYIEHTaMH, aKTHBHU3HPYIOIIHE
BONPOCHL, TPOCMOTp H oOcyxkaeHue BuaeopmnbsMoB. Ilpu npoBeneHMHM JEKUMHA HMCIONB3YeTCS MPOOJIEMHO-
OPHUEHTHPOBAHHBIM  MEXIUCHMUIUIMHAPHBIA  TMOAXOJ, TMPEANOJaraloiiiii TBOPYECKHE BONPOCHI M CO3/aHUE

JUCKYCCHUOHHBIX CUTYaLUH.
2. IIpu U3JI0)KEHUHU TEOPETUUYECKOTO Marepuana HCTIONB3YIOTCS TaKue METO/IbI:
- MOHOJIOTHYECKHU;
- MOKa3aTeIbHBIN;
— JIHaTIOTHYECKHI;

— DBPUCTUYECKUH;




- HCCIICIOBATCILCKUIA,

- pobaeMHOe M3II0KCHHE.
3. Ucnonw3yroTcs CIIeTYFOIINE MIPUHIIATIBI TUTAKTHKA BBICIIICH IITKOJTBI;
- MTOCJICZIOBATEIBHOCTh o0yueHus;
- CUCTEMATHYHOCTh 00y4eHHSs;
- JIOCTYITHOCTh o0yueHus;
- TIPUHITHIT HAYYHOCTH;
- MIPUHIIATIBI B3aMMOCBSI3H TEOpUU u TIPAKTHKHY;
- TIPUHITATT HaTJISTHOCTH u ap.
B  koHme  Kkaxmol  JIGKIMU ~ TOPEAYCMOTPEHO  BpeMs  JUis  OTBETOB  HAa  MPOOJIEMHBIC  BOIMPOCHI.

4. CamocrosiTenpHast paboTa peaHa3HadeHa A BHeAy TMTOPHON padOTHI CTYACHTOB, CBI3aHHOW C KOHCIIEKTHPOBAaHUEM
WMCTOYHUKOB, y4eOHOTrO Marepualia, W3yYCHUEM JIOTIOJHHUTEIBHON JUTEpATyphl MO JAUCHUILUIMHE, IOATOTOBKON K
TEKYyIEMYy U CEMECTPOBOMY KOHTPOJIIO, & TAK)KE BBIMOJHCHUEM WHIUBHIYaIbHOTO 3a1aHus B (opMme pedepara, dcce,
MPE3CHTAINH, SMITUPUYECKOTO UCCIICIOBAHUSI.

PA3JIEJ 4. YYHEBHO-METOANYECKOE U MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE

JAUCHUITINHBI
4.1. PexomeHnayemasi JuTepaTypa
1. OcHoBHas JMTEpaTypa
ABTODBIL, 3armaBue HznarenscTBO, TO
JI1.1 |A. B. Aptemos. HNudopmarmonnas 6e30macHOCTS : Kypc neknuit: Kypc MexperuonanbHas
nexmii (256 c.) Axkanemus 6€30IaCHOCTH U
BepkuBanust (MABIHB, 2014
JI1.2 |B. @. lllanbruH. Nudopmarmonnas 6e30macHOCTh u 3amuTa uapopMmaruu: | I[Ipodobdpazosanue, 2019
Kypc nexuuii (702 C.)
JI1.3 |O. B. Ilpoxopoga. Nudopmarmonnas 6e30macHOCTh ¥ 3amuTa nHpopmaruu: | Camapckuid
Vuebnuk (113 c.) roCy1apCTBEHHBIH
ApXHUTEKTYPHO-

CTPOUTEJIbHBINA YHUBEPCUTET,
2014

2. lonoTHUTEIbLHAS JINTEPATYpPa

ABTODBIL, 3arnasue HznaTenscTBO, TO
JI2.1 |II. H. bamsl, A. B. | Madopmannonnas 6e3onacHocTs 1 3amuTa nHpopManun: | EBpasuiickuii OTKpBITBIT
Ba6am, E. K. Vuebnoe mocobue (311 C.) UHCTUTYT, 2012
Bbapanoga.
JI2.2 | E. O. I'oproxuHna, JI. | UndopmanmonHas 6e30nacHoCTh : yueOHoe mocodue: lNocynapcTBenHbIl
W. JluteunoBa, H. B. | Yuebnoe mocodue (221 c.) ArpapHbIil YHUBEPCUTET UM.
Txauesa. Nmnepatopa [letpa
[epsoro, 2015
JI2.3 (. B. ®omun. HudopmarnmonHas 6e3o0nacHoCTs : yueOHO-MeToandeckoe | By3oBckoe oOpazoBanue,
nmocoowue s CTYACHTOB 3a04HON (hOpMBI 00ydeHUs 2018
HarpasieHus: noaroroBku 38.03.05 «busHec-
uHpopMaThKay: Y4ebHo-meroaudeckoe nocobue (125 c.)
JI2.4 |E. M. Ckypbinuna. | MuapopmanroHHast 6€30MacHOCTD : yu4eOHOE MOCo0He: Anraiickuit
YuebHoe mocobue (313 C.) rOCYJIapCTBEHHBIN
negarornyecKui

yauBepcuret, 2017

3. MeToanyeckue pa3padboTku

ABTOpBI,

3arnaBsue

HznaTenscTBO, TO

JI3.1 | CemuuactHsbrii 1.J1.

Cemuuactabii U.J1.

Pabouast nporpamMma 1o y4eOHON JUCHUIUIMHE
«MudopmanmonHas 6e30macHOCTb» s 00ydarommxcs 3
Kypca o0pa30BaTeIbHON MPorpaMMbl OakajgaBpuaTa
HarpasieHus noarotosku 9.03.03 «lIpuknagHas
MH(POPMAaTHKa» OUHOH/3a04HON hopM 00yUyeHus / cocT.
N.JI. Cemuuactabiid. — [IpoTokon 3acenanus kadeaps
nHpOpMaoHHbIX TexHoorui Ne 1 ot 29.08.2022 r:

Joneuk: I'OY BIIO
"TOHAYUI'C", 2022




ABTOpBI, 3arnaBue W3narenncTBO, roj

Pabouas porpamma (27 c.)

JI3.2 KoHcnekT eknuii 1mo y4eOHOW AUCIUTUTHHE Hownenx: 'OY BIIO
Cemnuactabnii UJI. | «MHbOpMaIionHas 0€30MacHOCTBX» (I CTYJEHTOB "NOHAVYUI'C", 2022
HanpasneHus noarotoBku 09.03.03 [puxiagnas
nHpopmaTHka) .- Ilporokon 3aceganus kadeaps
nHpopMaoHHbIX TexHomoruit Nel ot 29.08.2022 r:
Koncnekr nexuuii (147 ¢.)

JI3.3 Metoandeckue peKOMEHIAITNH IJIs TPOBEICHUS Honenk: 'OY BIIO
Cemuuactabiii M.JI. | mpakTudeckux 3aHATHI MO y4eOHON TUCIUIUINHE "IOHAYUI'C", 2022
«MuadpopmanronHast 6€30aCHOCTHXY (TSI CTYACHTOB
HanpasneHus noarotoBku 09.03.03 [puxnagnas
nHpopmaTHka) .- [Iporokon 3acemanms kadeapsl
nHDopMaImoHHBIX TexHooruid Nel ot 29.08.2022 T
MeTtoandeckue pexomeraarmu (35 c.)

J13.4 Metoandeckue peKOMEHIAITNH IS CAMOCTOSATEITEHOM Honenk: 'OY BIIO
Cemuuactasblii M.JI. |paboTsl cTyAeHTOB O y4eOHOH TUCIUIUINHE "HOHAYUI'C", 2022
«MudpopmanronHas 6€30MacHOCTBX» (IS CTYACHTOB
HarpasieHus noarotoBku 09.03.03 TlpuknagHas
uHpopmaTHka) .- [lporokon 3aceqanus kadeaps
nHpOopMaIMoHHBIX TexHoJoruit Nel ot 29.08.2022 r:
Mertoanueckue pekomeraanuu (28 c.)

J3.5 WNuauBumyansHbIe 3a0aHus U1 camocTosiTenbHON paboTel | JJorenk: ['OY BIIO
Cemuuactasblii 1.JI. [mo yuebnoit auctumnnnae « MTHpopManmonHas "IOHAYUI'C", 2022
0e30MmacHOCTBX (I CTYJICHTOB HAIPaBJICHUS TIOJITOTOBKH
09.03.03 Ilpuknamuas nadopmarnka) .- [Iporoxon
3acenanus kageapsl HHPOPMATMOHHBIX TexHOomoruid Nel ot
29.08.2022 r: UnauBuayanbHbie 3ananus (87 c.)

4.2. IMepeueHn pecypcoB
HH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTu '""UHTepHeT"
31 |Hayunas snexrponnas 6ubnmoreka «KubepJlennnkay https://cyberleninka.ru/
n | Hayunas snexrponnas 6ubmuoreka http://elibrary.ru

bubmmoreka I'OY  BIIO  «JIOHELIKASI AKAJEMUA
VIIPABJIEHUA MW TOCYAAPCTBEHHOM CJIIYVXKBbBI

3 | [PK TJIABE JIOHEIIKOM HAPOJIHOM PECITYBJIUKU»

https://donampa.ru/biblioteka

4.3. [lepeyeHb MPOrPAMMHOT0 00€eCTIeYeHHsI

JIuIeH3HOHHOE ¥ CBOOOJHO PacIpoCTpaHseMOe MPOrpaMMHOE OOecrieueHre, B TOM YHCIE OTEUYECTBEHHOTO
MPOU3BOJICTBA!
Ilpu mpoBefeHHH JEKIMH HCIOJB3YEeTCS ayAuTOpusi C MYJIbTHUMEAMHHBIM 00OpYyJIOBaHHEM. AYIMTOPHBIC 3aHATHS
MPOBOATCS B KOMIBIOTEPHBIX KJIaccax ¢ JOCTYIOM K cetr MHTepHer. J{is npoBeieHus KOHCYIbTaluii B online-pesxume
HCIIOJIb3YETCS LMS Moodle u Sunexc.TenemocT.
[Iporpammuoe obecrnieueHwue:
1. Omnepammonnas cucrema Windows XP wu Bemme; maker  Microsoft Office 2010 w  Bemme.

[Ipy u3y4eHUM AMCLUUIUTMHBI TAKXKE WCIOJIB3YIOTCA MH()OPMAIMOHHBIE TEXHOJIOTUH MPOTHBOACHCTBHS BPEAOHOCHOMY
IO u cnamy. [ns 3TOro Mcmonb3yroTCs CIEAYIOMIME JAEMOHCTPALlMOHHBIE BEPCHU M CBOOOJHOPACHPOCTpaHseMbIe
MakeThl aHTUBUPYCHBIX mporpamm: Avast, Microsoft Essentials, AVG, Avira, , Dr Web, ESET, Kaspersky Antivirus
2015, Kaspersky Internet Security, Comodo Internet Security, Spybot, Bitdefender, 360Total Security, Symantec
Endpoint Protection, McAfee, Panda Security.
Kpome Toro npu n3yueHHr TEXHOJOTHIA KpUITOrpaduu UCIONb3yeTcsi KoMIbloTepHble porpaMMbl PGP u TrueCrypt, a
TaKke Onbnmoreka (QyHKUMH, NO3BOJIAIONINE BBIOJIHATH ONepaury mu(poBaHus U HUPPOBOH MOANUCH COOOILCHHH,
¢aiinos u qpyroli HPOPMAIMH, IPEACTABICHHON B 3JIEKTPOHHOM BHJIE, B TOM YHCIIE IPO3pavyHOe MH(pOBaHNE TaHHBIX
Ha 3alIOMUHAIOIINX YCTpOMCTBAX, HaIpuMmep, Ha HKECTKOM JIACKE.
ITpn wm3ywyenun texnonormit VPN (Virtual Private Network) ucnomesyercs mporpamma LogMeln Hamachi. Ilpu
M3y4YeHNH AUCIUILTHHBI ucnosb3yercs 10 B cocraBe makera OS MS Windows, MS Office 2010.



http://elibrary.ru/

4.4. TIpogeccnonanbHble 02361 JAHHBIX U HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

KommbrorepHast TeXHHKa ¢ BO3MOKHOCTBIO MOJIKIIOUEHHS K ceTH «HTepHeT» U o0ecriedeHueM JOCTyIa B SIEKTPOHHYIO
HH(POPMAITMOHHO-00Pa30BaTENbHYI0  CPEIy (BNOC roy BIIO JOHAYUI'C) u AJIEKTPOHHO-
oubmuoreunyto cucremy (OBC IPRb0oOKS), a Taxke BO3MOXHOCTBIO HMHIMBUAYaJIbHOTO HEOTPAHUYECHHOTO JOCTYMa
ooyuaromuxcst B OBC u DUOC nocpenctBom Wi-Fi ¢ nepcoHambHBIX MOOMIBHBIX YCTPOMCTB.

B mpouecce M3ydCHUSA AUCHUILIMHBI HCIIOJB3YHOTCA BO3MOXKXHOCTHU HH(l)OpMaHHOHHO-CHpaBOQHOﬁ CUCTCMbI HOpTajia
http://window.edu.ru/.

4.5. MaTepuajibHO-TEXHHYECKOe oDecneyeHue TUCHUILTHHDI

1. YyeOnas aymuTopus A NPOBEACHUS 3aHATHH JIEKIIHOHHOTO, CEMHHAPCKOTO THIIA, TPYIIIOBBIX 3aHATHH U

KOHCYJIbTallu{, TEKYIIEro KOHTPOJIS M TPOMEXKYTOUHOU arrectanuu: ayautopus Ne 704 yueOubiii xopmyc Ne 1.
- kommboTepsl (16); mporpammuoe obecreuenne - Microsoft Office 2010 (mummensus Ne 47556582 ot 19.10.2010 1.,
JULICH3US Ne 49048130 oT 19.09.2011);
- KOMIUICKT MYJIbTHMEIUIHHOrO 00O0pYyNOBaHHS: HOYTOYK, MYJbTUMEIUHHBIA TPOCKTOpP, 3KpaH; MNpPOrpaMMHOE
obecrieuenue - Windows 8.1 Professional x86/64 (akamemuueckas moanucka DreamSpark Premium), LibreOffice 4.3.2.2
(munensus GNU LGPL v3+ u MPL2.0);
- chenuaiu3upoBaHHas MebOenb: pabouee MeCTO HpemnoaaBaTelns, paboune mecta oOydaromuxcs (32), cranuoHapHas
JIOCKa.
2. lloMemieHus sl CaMOCTOATENBHON PabOTHI ¢ BO3MOXKHOCTBIO TIONKIIFOUEeHHS K ceTH "MHTepHeT" u obecrnieueHHEM
JoCTyna B ANIEKTPOHHYIO WHPOPMALIMOHHO 00pa3oBaTeIbHYIO cpeny OpraHu3alHu:
YUTaIbHBIC 3albl, y4eOHble Koprmyca 1, 6. Ampec: r. Jlonenk, yn. YemockunneB 163a, r. Jlorenk, ym. Aprema 94.
KoMmbrorepHast TeXHHKa C BO3MOKHOCTBIO TIOAKITIOUEHUS K ceTh «HTepHeT» 1 o0ecrieueHreM JOCTyIa B SIEKTPOHHYIO
nHpOpMamoHHO-00pa3oBatensHyto cpeny (QMOC T'OY BIIO JJOHAVUI'C) u 31neKTpOHHO-OMOIHOTEYHYIO CUCTEMY
(OBC IPRbOOKS), a Takke BO3MOKHOCTBIO HHAWBHIYAILHOTO HEOTPAaHMYEHHOTo jaocTyma oOydaromuxcs B OBC u
3UOC MOCPEICTBOM Wi-Fi c NEePCOHATBHBIX MOOHMITEHBIX YCTPOKCTB.
Cepsep: AMD FX 8320/32Gb(4x8Gh)/4Th(2x2Th). Ha cepBepe ycraHOBICHa CBOOOJHO pPAaCIPOCTPaHsICMAas
onepanuonnass cucrema DEBIAN 10. MS Windows 8.1 (JluieH3uOHHAs BepCHs OMNEPAHOHHOW CHCTEMBI
MOATBEPKIAcHa cepTudukaramMu nouiMHHOCTH cucteMbl Windows Ha kopmyce [1K), MS Windows XP (JIumeH3noHHast
BEpCHsl ONIEPAIMOHHON CHCTEMBI TOJITBEPKACHA cepTuUKaTaMu momnHHOCTH cucteMbl Windows Ha koprryce [1K), MS
Windows 7 (JIuueH3noHHas BepCUsi ONEPAIIMOHHON CHCTEMBbI MOATBEPXKACHA cepTH(GUKATAMHU TOMATMHHOCTH CHCTEMBI
Windows Ha xopmyce 11K ), MS Office 2007 Russian OLP NL AE (munensun Microsoft Ne 42638778, Ne 44250460),
MS Office 2010 Russian (urensun Microsoft Ne 47556582, Ne 49048130), MS Office 2013 Russian (numeH3un
Microsoft Ne 61536955, Ne 62509303, Ne 61787009, Ne 63397364), Grub loader for ALT Linux (nuuensus GNU LGPL
v3), Mozilla Firefox (siumensus MPL2.0), Moodle (Modular Object-Oriented Dynamic Learning Environment, nmutieH3ust
GNU GPL), IncScape (nmunenzus GPL 3.0+), PhotoScape (nuniensuss GNU GPL), 1C ERP VII, 1C 3VII (6ecruiatHbie
obauHble pereHust it obpasoBaTenbHbIX yupexxaennii ot 1Cfresh.com), OnlyOffice 10.0.1 (SaaS, GNU Affero
General Public License3)

PA3JEJI 5. POHJA OHEHOYHbIX CPEJICTB

5.1. KoHTpoJbHbIE BONPOCHI U 3aaHUsI

WudopmanmonHas BoiiHa Kak yrpo3a HH(GpOpMaMoHHOW 0€301MacHOCTH HAIIHOHAIEHOTO YPOBHS
OOBeKTh! M CyOBEKTHl WHPOPMALIMOHHOTO ITpocTpaHcTBa. [Ipumepsr.

CyObeKTbl HHGOPMALMOHHBIX OTHOLICHUH U MX HHTEPECHI.

Tpu ypoBHS yIIpaBIeHHUs TOJMTHUKON 0€30MaCHOCTH Ha TIPEATIPHITHH.

BapuaHTBI TOCTpOEHHS BUPTYaIbHBIX 3AIUIICHHBIX KaHAJIOB.

[TonsTHE «MOJETH 3T0YMBIIUIEHHNKa. [[puBecTH TpHUMEpHI.

Kondunenunansnocts napopmannu. CriocoOsl odecrieueHusi KOHPUISHIUATEHOCTH HHPOPMALIUH B
OpTaHu3alLuy.

NouokrowdrE

8. [IpakTHueckue MeTOAbI ayTEeHTH()UKALIUH, UCIIOIb3yeMbIE B HACTOSIEE BPEMs

9. Knaccudukanus kaHaaoB IPOHUKHOBEHUS B CUCTEMY M YTeUKU HH(pOpMaImn

10. [onutrka nHGOPMALIMOHHON 0€30IaCHOCTH OpraHU3alNH.

11. ConeprkaHre OIUTHKHA O€30MTaCHOCTH OpraHU3aIiH.

12. Omnpenenenne HHPOPMAITMOHHON OE30MACHOCTH U €€ COCTABIISIONINE.

13. [TpuumHBI pocTa KOMITBIOTEPHOH MpecTyMHOCTH. KOMITbIOTEpHBIE PECTYIIICHUS IIPOTUB TOCYIAPCTBEHHBIX H
0O0IIIECTBEHHBIX HHTEPECOB.

14. KitoueBbie kaTeropun (MOHATHS) 6€30MaCHOCTH M UX B3aUMOCBs3b B cooTBeTcTBUM ¢ 'OCT P UCO/MDOK
15408-1-2008.

15. Krnaccudukarms BpeJOHOCHBIX TIPOTPaMM.

16. CurnarypHble MeTO bl OOHapYXeHus BpegonocHoro [10.

17. [IpoakTBHBIE MeTOBI OOHAPY)EHUS BpeaoHocHOTO [10.



http://window.edu.ru/

18. TenneHINU pa3BUTHS COBPEMEHHBIX aHTHUBHPYCHBIX TPOTPaMM

19. Monynu 1 pexxuMbl padOThl COBPEMEHHBIX aHTUBUPYCHBIX IIPOIPAMM.

20. Mopenbs aBToMaTu3upoBanHOM cucteMbl (MC) u THITB BUPYCHBIX yrpo3 6e3omacHocTd MC myutst ee pa3smuIHbIX
YPOBHEH.

21. 3ammra nepumetpa cetr MC npennpusTHs ¢ MOMOIIBI0 MEKCETEBHIX dKkpaHoB (MCD)

22. 3ammra VMC npeanpustys Ha ypoBHE pabOUYMX CTAaHIUH MOJIb30BATENCH 1 CEPBEPOB.

23. Mogens HapyIIUTeNsl aHTUBUPYCHOM Oe30macHOCTH. PekoMeHTyeMble METO/IBI 3aIIUTHI A7 KJIACCOB
HapyILIUTENEH.

24, TenaeHIUN pa3BUTHS COBPEMEHHBIX aHTHBUPYCHBIX IPOrpPaMM

25. 3ammta nHGOpMANMK HA YPOBHE KOPIOPATUBHON CETH MPEATPHUSITHSI.

26. TexHuueckue KaHalbl yTedky HH(GOpMamy. 3ammra oT yredek HHOpMAaLuH [0 TEXHUUECKUM KaHajlaM
27. Monaynu 1 pexKUMbI pabOThl COBPEMEHHBIX aHTUBUPYCHBIX ITPOTPaMM.

28. Mogens aBromatusupoBanHoi cuctembl (MC) u Tumsl BUpycHBIX yrpo3 6ezomacHocti UC ams ee pa3inyHbIX
YPOBHEH.

29. 3ammra VIC npeanpustys Ha ypoBHE pabOUYMX CTAaHIUH MOJIb30BATENCH H CEPBEPOB.

30. Mogens HapyIIUTENs] aHTUBUPYCHOM Oe30macHOCTH. PekoMeHTyeMble METO/IBI 3aIIUTHI A7 KJIACCOB
HapyLIUTENeH.

31. 3amura nHGOpMAIMK HA YPOBHE KOPIOPATUBHON CETH MPEATIPHUSITHSL.

32. Mertoarka co3aaHus JeMUINTAPU30BaHHBIX 30H B KOPIOPATUBHON CETH MPEANPHUITUSL

33. 3amura nHGOPMAIIMK OT YTEUKH MO AIIEKTPOMAarHUTHBIM KaHaJlaM

34. TexHnueckue KaHabl yTeuky HHOpManyu. 3aliuTa OT yTeueK HHPOPMAIH 10 TEXHUYSCKUM KaHaiaM
35. Hampasnenus o6ecriedenns b npennpustus. [IpaBoBast  opraHu3aiinoHHas 3allIATA.

36. Texnonorust obecneuenus 6ezonacHocti C npu 6ecripoBoTHOM COeTMHEHUN

37. Hampasnenus obecrieuenns b npeanpusitis. Pu3ndeckne U OpraHu3alHOHHO-TEXHUIECKHIE CPEICTBA 3alUTHI.
38. CucreMa oOHapyKEHUsI ¥ IPEIOTBPALICHHUS BTOPKCHUH.

39. TexHonoruun obecneuenus OezomacHoctr B OC Windows 7.

40. Crroco0sI 3ammThl THOOPMAITNH B OPTaHU3AINA. XaPaKTePUCTHKA 3AIUTHBIX TEHCTBHIMA

41. 3amura nHGOPMAIMK OT YTEUKH MO BU3yalIbHO ONITUYECKUM KaHAJIaM.

42. Crroco0sI 3ammThl THOOPMAITNH B OPTaHU3AINA. XaPaKTePUCTHKA 3AIUTHBIX TEHCTBHIMA

43. Hanpasnenus obecniedennst Ub npeanpusitus. [IpaBoBast u opranu3aiiioHHast 3aIInTa.

44, Texnonorus obecnieuenus 6ezomacaoctr C npu 6ecripoBOTHOM COeTMHEHUT

45, Cuctema 0OHapyKEHUI U IPEJOTBPALLCHHUS] BTOPKCHUI.

46. Texnonorumn obecneuenns 6e3onacHoctu B OC Windows 7.

47. Hanpasnenus obecnieuenust Ub npeanpusarus. Gusnyeckue 1 opraHU3alliOHHO-TEXHUYECKHE CPEICTBA 3aLIHTHI.
48. 3ammra nHGOPMAIIUU OT YTEUKH IO AJIEKTPOMAarHUTHBIM KaHaIaM

49. Nudopmanmonnas 6e3omacHocTs Ha 6aze cranmapTa CobiT

50. TepMuHbI 1 onpeziesieHns: Kpunrorpaduu.

51. Knaccudukanms kpuntorpadgudecKux aropuTMOB

52. Kputepun 6e30nacHOCTH KOMIIBIOTEPHBIX cHcTeM «OpaHKkeBas KHUTay.

53. Kpunrorpapuueckuii anroputm Brxenepa. [Ipenmyiiectsa 1 HeJOCTaTKH.

54. TexHOMOTNN OMOMETPHUECKON ayTEeHTU(DUKAIINH TTOJTH30BaTEIS.

55. [Mpenmy1iecTBa U HEAOCTATKH CUMMETPUYHBIX aJITOPUTMOB IIH(PPOBAHUS

56. [IpobGniemsr 6e3omacHocTH [P-ceTeit

57. [Mopsitok HCTOIB30BAHUSI CHCTEM C CHMMETPHYHBIMH KITFOUaMHU.

58. TexHonornu CTpOroi ayTeHTU(PUKALNH [10JIb30BATEIIS.

59. CumMeTpryHbIe anropuT™MBbI U poBanus. [IpuMepsr

60. CrpykTrypa 1 GYHKIIMOHAILHOCTD cTeka mpoTokosioB TCP/IP ¢ Touku 3peHus nHPOPMAIIMOHHON O€30aCHOCTH.
61. TexHomorns UCnoab30BaHUE IIEKTPOHHON ITM(POBOM TOAINCH.

62. Knaccudukanys MmexaHn3MoB ayTeHTU(DHUKALINH [T0JIb30BaTENICH

63. Knaccudukammus cereit VPN. IlpenmymiectBa npumenenus rextonoruit VPN.

64. CtpyKTypa HOJUTHKHA O€30IIaCHOCTH OpraHU3aINH

65. [IpenmymiecTBa 1 HEAOCTATKH ACUMMETPUYHBIX CHCTEM HIH(PPOBAHUSL.

66. Texuonorun BuptyanbHbIx 3amuiieHabx cereit (VPN). OcHoBHble oHsTHs U GyHKIMU cet VPN

67. [Mopsiok MCTIONB30BAHUS CUCTEM C ACHMMETPHUYHBIMU KITFOYaMHU

68. [IpoTokosnsl popMupoBaHUsA 3aIMIIEHHBIX KaHaoB cetd VPN Ha ceancoBoM ypoBHE

69. [Ipobnema nenocTHocTr HHpOpManuu. [IpuMepsl HapyIIEHHS ETOCTHOCTH HH(DOpMAIuu

70. OcHoBnble BapuaHTbl apxutekTypsl VPN. Cpenctsa obecnieuenust 6e3onacnoctd VPN,




71. MeTto/p1 3a1uUThl HHGOPMAITUN Ha KAHAITEHOM U CEaHCOBOM YPOBHSIX.
72. MeTopl 3amuTa HHGOpMaLUU Ha ceTeBoM ypoBHe. IIpotokoin IPSec
5.2. TeMbl NMCbMEHHBIX PadOT
[TucemeHHbIE pabOTHI HE PEAYCMOTPEHBI
5.3. @oH/1 OLIEHOYHBIX CPEACTB
®DoHT OIEHOYHBIX CPEACTB TUCITUILTHHEI ""MHbopManmonHas 6e301acHOCTh" pa3paboTaH B COOTBETCTBUH C
JIOKaJbHBIM HOpMaTUBHBEIM akToM "[lopsimok pa3paboTku u conepkaHus (POHIOB OLIEHOYHBIX CPEACTB OCHOBHOM
00pa3oBaTeibHOM IporpaMMbl  BhbIcIIero IpodeccuoHanbHoro obpasoBanus B ['OY  BIIO "JOHAVYUI'C".
®DoHT OIEHOYHBIX CPEACTB TUCIUIUINHBI "MHpopManmronHas 0€301acHOCTE" B ITOJITHOM 00BEeMe MPEACTABIICH B
y4e0HO-METOMIECKOM KOMIUIEKCE TUCITUTLTHHBL
5.4. IlepevyeHb BU/I0B OLIEHOYHBIX CPEICTB
YcerHbIi oTIpoC (KOHTPOJTH 3HAHUH pasmena yaeOHOH TACITUTUTHHEI )
CobecenoBanne (camocTosTeTpHAS pabota)
WnauBunyansHbIe 3a1aHUs
PA3JIEJI 6. CPEACTBA AJAIITALIUU ITPEINIOJABAHUA JUCHUITJIMHBI K IOTPEBHOCTSAM
JIML] C O'PAHUYEHHBIMHU BO3MOXHOCTAMMU 310POBbS

B ciywae HeoOXxomumocTH, oOy4aromUMcs M3 YUCIA JIML C OTPAaHMYEHHBIMHA BO3MOXKHOCTSIMHU 370POBBS (I10
3asBJICHUIO O0YYaIOIIEerocsl) MOTYT MpeAiiaraTbCs OJHU U3 CIEAYIOIINX BapUAHTOB BOCIIPHATHS WHPOPMALUH C YUETOM
ux WH/INBUAYaATBHBIX nCcUX0(hU3NIECKUX 0COOEHHOCTEH:

1) c MPUMEHEHUEM 3JIEKTPOHHOTO o0y4eHus u JUCTaHIIMOHHBIX TEXHOJIOTUH.

2) ¢ IPUMEHECHUEM CIICIMAIBLHOTO 000pYA0BaHuUs (TEXHUKH) M POrPaMMHOT0 o0ecriedeHus1, umeroniuxcs B [OY
BIIO "JOHAYUI'C".

B npouecce o0y4eHust mpu HEOOXOIUMOCTH JJISl JIUII C HAPYIICHUSMH 3pEHHS, CIyXa U OMOPHO-IBUTaTEILHOTO
ammapara MIPENOCTABIISAIOTCS CIIEAYIOIINe YCIIOBUS:

- Ui JML C HAapYIICHUSIMH 3pCHMA: y4eOHO-METOAWYECKHE MaTepuanbl B Me4aTHOW (opMe YBETUUYECHHBIM
mpudTom; B (hopMe AIEKTPOHHOTO JOKYMEHTa; B popMme ayauodaiina (mepeBoj y4eOHBIX MaTepHAIOB B ayAnodopMar);
WHIUBUAYaJIbHbIC 3aJaHUs u KOHCYJIbTALIUH.

- UId JML C HapyLIeHWSIMH CiIyXa: y4deOHO-MEeTOIMYecKHe MarTepuanbl B medyaTtHod d¢opme; B dopme
JIEKTPOHHOTO JIOKYMEHTA; BHJEOMAaTepHalbl C CyOTHUTpaMy; WHAWBUAYaJbHbIE KOHCYJNbTAallMd C INPHUBICYCHHUEM
CYpIIOTIEPEBOAYHKA; WHAUBUAYaJIbHbBIE 3aJaHus u KOHCYJIbTALIUH.

- A7 JMI C HApYLICHUSIMH ONOPHO-IBUraTeNIbHOIO ammapara: yueOHO-METOAWYECKHE MaTepualibl B MEYaTHOM
¢dopme; B hopMe 3IIEKTPOHHOTO TOKYMEHTa; B popme aynuodaiiia; HHIMBUIYAIbHbIE 331aHUS U KOHCYJIbTALUH.

PA3AEJ 7. METOAUYECKHUE YKA3ZAHUA AJISA OBYYAIOLIUXCS ITO YCBOEHUIO
JAUCIHUITJINHBI

AynuropHble 3aHATHS To aucnuivinHe "MHPopMmannoHHas 0€30macHOCTh" MPOBOIATCS B (QoOpMe JIEKIIMOHHBIX U
MPaKTUYECKUX 3aHATUH.
Ha nexiuoHHBIX 3aHATHAX, COTrJIAacHO yqe6HOMy IUIaHy JUCLHUILINHEI, O6y‘-IaIOHII/IMC$I IIpeUIaracTcsi pacCMOTPETH
OCHOBHBIE TeMbl Kypca. CTyIeHTy mOpejaraercs y4yacTBOBaTh B JUAJIOIE C MPENOJIABATENEM, B XOJ€ KOTOPOrO MOTYT
00CYyXIaThCSI MOMEHTBI, aKTYalbHBIE JJIsi €ro Oyaylied MpakTHYeCKOH NeATENIbHOCTH; OH MOXET BBICKa3aTh CBOE
MHEHHE TOCIIE COTOCTABICHUsI Pa3HbIX (PaKTOB M Pa3HOOOPA3HBIX TOUYEK 3PEHHMS Ha HUX.
K unciay BaKHEHIIMX YMEHHUH, SBJSIONIMXCS HEOTHEMJIEMOM YaCThIO YCIEIIHOTO Y4eOHOro mpoIecca, OTHOCHUTCS
yMeHHE paboTaTh C PAa3IUYHBIMH JHUTEPATYPHBIMH HCTOYHHMKAMH, COJEpXaHHE KOTOPHIX TaK WM HWHAYe CBS3aHO C
M3y4aeMOU JUCHUIUIMHOM.
[loxaroToBky Kk 1000 TeMe Kypca peKOMEHIYETCsl HAaUMHATh C M3YyYeHMs NPE3CHTAMOHHBIX MaTepHalIOB WM y4eOHOH
JIMTEPATYpPhbl, B KOTOPBIX AACTCA CUCTEMATU3NPOBAHHOC M3JIOKCHUC MaTCpualia, pa3bACHACTCA CMBICI pa3HbIX TCPMHUHOB
1 coo0I1aeTcss 00 U3MEHEHHSX B MOAX0/1aX K U3YUYCHHUIO TEX WM UHBIX MPOOJIEM TaHHOTO Kypca.
Metoandeckue yka3zaHus 10 OpraHU3aliA CaMOCTOSTEIEHON padoThI
CamocrosTenpHast paboTa 1o AUCHUILIMHE OPraHU30BaHa B CIEIYIOIINX BUIAX:
1) u3ydeHue TEOPETUIECKOro MaTepuaa o 3alaHHON TeMe;
2) aHaM3 METOI0B PEIICHHUS TOCTABJICHHOM 33/1a4u;
3) BBITIOJTHEHNUE WHJIUBUAYAJbHbBIX 3aJIaHUI;
4) o1ieHKa JIOCTOBEPHOCTH MOIYYSHHBIX PE3yJIbTaTOB;
5) oryer mepen nmpemnogaBaTeeM 10 TEOPETHIECKOM U MPAKTUIECKOM YaCTH WHINBHLYaIbHOM PabOTHI.
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(®HO. HIIP, yuacTBoBaBIINX B paspadorke PIIY/] ¢ yka3zaHHeM JOKHOCTH)

Kadenpa: HubopManyoHHbIX TEXHOIOTHIA

[IpencraBnenHas Ha peneH3uo padoyas mporpaMma u (POHI OLIEHOYHBIX CPEJCTB ITUCIUILTMHBI
«UudopmanrionHass  6e30MacHOCTh»  pa3paboTaHbl B COOTBETCTBHM C  ['OCyqapCTBEHHBIM
00pa3oBaTeNbHBIM CTAHJAPTOM BBICIIETO MPO(PECCHOHAIBHOTO O00pa30BaHUS MO0 HAMPABICHHUIO
noarotoBku 09.03.03 Ilpuknagnas napopmaruka (Ilpukas MwuHuctepcTBa 00pa3oBaHUS W HAYKH
Honenxoir Hapomnoit Pecry6mukum ot 21.01.2016 1. Ne 32); DenmepaibHbBIM TOCYAAPCTBEHHBIM
0o0pa3oBaTeNnbHBIM CTAHAAPTOM BBHICIIET0 00pa30BaHus — OaKantaBpuaTa Mo HAMPABJICHUIO MOATOTOBKU
09.03.03 Ilpuknagnas undopmaruka (IIpuka3 MunuctepcTtBa oOpa3oBaHus M Hayku Poccuiickoii
Oenepanun ot 19.09.2017 r. Ne 922 ¢ u3mMeHEHUsAMN).

Pabouas mporpamMma AMCHMILIUHBI COIEPKUT TPEOOBaHMS K YPOBHIO MOJArOTOBKM OakalaBpoB
[0 TPHOOPETEHHUI0 TEOPETHUYECKUX 3HAHWUH M TMPAKTUYECKUX HABBIKOB, KOTOPBIC MPEIBSIBISIOTCS K
00y4aroIuMCcs IaHHOTO HAMpaBJIeHHs MOATOTOBKHU B X0/1€ U3YUeHUsl yUeOHOU AUCIUILTHHBIL.

B paboueii nporpamMmMe copMyIHpPOBaHBI LIENU U 33]a491 OCBOCHUS AUCIUTLTAHBI.

B pasmene «MecTto OUCHMIUIMHBI B CTPYKType OOpa3oBaTENbHON MPOrpaMMbD» YKa3aHb
TpeOOBaHUsl K MpEeABAPUTEIHHONW MOArOTOBKE OOYYAIOMIMXCS, a TaKXKe IMOCIEAYIONINEe IUCIUIUIHHBI,
JUIsL KOTOPBIX U3y4eHHE JaHHOU OyaeT HeOOXOIUMBIM.

B pabGoueii mporpamme mnpomnucanbl komneteHiuu oOydaromerocs (I1K-9, OIIK-3, OIIK-4,
OIIK-6, ITIK-10), hbopmupyemsie B pe3yabTaTe OCBOCHUS AUCIUTLTAHBIL.

Paznen «CtpykTypa U coiepaHHe AMCHUILTUHBI»Y COJEPKUT TEMaTHYECKOEe M M0YacoBOE
pacmpesieieHne M3y4aeMoro marepualia 1o BHJaM 3aHSATHH, a TakKe 4Yachl Ha CaMOCTOSTENbHYIO
pabory.

B pasnmene «®oHA OLIEHOYHBIX CPEACTBY» YKa3aHbl OIICHOYHBIE CPEACTBA MM TEKYIIETo
KOHTPOJIS ¥ TIPOMEKYTOYHOW aTTecTanuu o0ydaromerocs ((pOHJ OIEHOYHBIX CPENCTB IMPEICTaBIICH
oTnenbHbIM d5ieMeHToM Y MKJT).

KommereHnmm 1o Kypcy, yKa3zaHHbIE B pa0oyeil mporpamMme, IMOJHOCTBIO COOTBETCTBYIOT
y4eOHOMY IUTIaHy ¥ MaTPHUIEe KOMITETCHIIAH.

B pabGoueil mnporpamMmme AWCHMIUTUHBI TMPEACTABIEH TaKXke TNepeueHb MaTepuaibHO-
TEXHUYECKOTO O0ECTeUeHHUs JIsl OCYIIECTBICHHS BCEX BHUJIOB 3aHATUMN, MPETyCMOTPEHHBIX Y4eOHBIM
TUTAHOM.

Pabouas mporpamma JUCIUIUIMHBI UMEET JIOTUYECKH 3aBEPIIEHHYIO CTPYKTYPY, BKIIOUYAET B
ce0st Bce He0OXOAMMBIE U TIPHOOpPETaeMbIe B TIPOIIECCE M3YUCHHUS HABBIKU M YMECHHS.

Y4eOHO-MeTonndYeckoe oOecreueHre AUCIUILUIMHBI MPEICTaBIeHO B MpPOTpaMMe IepeyHeM
OCHOBHOW ¥  JOMOJIHUTENBHON  JHUTEpaTypbl, METOIMYECKUX  MaTepUaIOB, OHOIUOTEYHO-
WH(POPMAIIMOHHBIX PECYPCOB, UTO SBISIETCS IOCTATOYHBIM ISl YCIICITHOTO BIIAJICHUS TUCITUIIITHOM.

Takum o0pazoMm, pabodas mporpamMma aucHUIUIHHBL «HpOpManmoHHas O0€30MacHOCTHY
COOTBETCTBYET BCEM TPEOOBaHMIM K peaTH3aldd MPOrpaMMBl M MOXKET OBITh PEKOMEHIIOBaHAa K
WCTIOJIb30BaHUIO.
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