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PA3JIEJ 1. OPTAHU3AIIMOHHO-METOJIUYECKHAI

1.1. OEJM JUCHOUIIJINHbI

CbhopmupoBaTh 3HaHHS O MPUHIUIIAX W CM0CO0aX MPOTHBOACHCTBHS OMACHOCTSM M yrpo3am,
BO3HMKAIOIIAM B TIPOILIECCE Pa3BUTHS COBPEMEHHOTO HH(MOPMAIIMOHHOTO OOIIecTBa B chepe HHPOPMAIMOHHOM
0€30MIacHOCTH.

1.2. YYEBHBIE 3AJTAYN JUCIIUAII/INHBI

- O3HAKOMHUTH CTYAEHTOB C COBPEMEHHBIMU TEXHOJOTHSAMHU, IIPUMEHSIEMBIMA B pEUICHUU 3a1a4
UHQOPMAIIOHHON 0e30MacHOCTH, MOJENSIMH BO3MOXKHBIX Yrpo3, HOPMAaTHBHBIMH JOKYMEHTaMH, TEPMHHOJIOTHEH H
OCHOBHBIMU TIOHATHSMH TEOPUH 3aLIUTHI HHPOPMALIH;

- IproOPECTH MPAKTUUECKUE HABBIKM aHAJIN3a M BEIOOpA METOJOB M CPEJCTB 3alIMTHl KOMIBIOTEPHOH HHGOPMAIIIH.

1.3. MECTO JUCHHUIVIMHBI B CTPYKTYPE OCHOBHOHMU OBPA3OBATEJBHOU
ITPOI'PAMMBI

uk (paszen) OITOII BO: |51.0

1.3.1. Jucyunnuna "Hnugopmayuonnas dezonacnocmsv” onupaemces Ha credyiowue snemenmot OIIOI BO:

BerunciaurensHbIe CHUCTEMBI, CETU U TCJICKOMMYHUKAIIUU

ba3sl nanHbBIX

1.3.2. Hucyunmuma "Hngopmayuonnas  6esonacrocms”  evicmynaem — onopou 0 CleOyIOuux
971eMEHMO8:

UT undpacrpykrypa npeanpuarus

[MpoekrupoBanne MHOOPMAIIMOHHOW CTPYKTYPHI TPEATIPUSTHUSL

1.4. PE3YJIbTATBI OCBOEHUSA JUCILHUIIJIMHBI:

OIIK-3: Cnocoben pewamsv cmanOapmHuvle 300a4u NPOPECCUOHANBHOU  OesMEeIbHOCU HA  OCHOBE
unpopmayuonnoll U oudaUOSpahuUecKol  KyIbmypbl ¢ HpUMEHEHUuem  UH@OPMAYUOHHO-KOMMYHUKAYUOHHBIX
MEXHON02ULL U C YHeMOM OCHOBHBIX MPeO0BaAHUI UHPOPMAYUOHHOU OE30NACHOCIL;

3HATB:

YpoBenb 1 |HOpMaTHBHBIE NPaBOBBIE JIOKyMEHTHI B cdepe HUHPOPMAMOHHON Oe3omacHOCTH B 00NACTH
nHGOPMAIIMOHHBIX CHCTEM U TEXHOJIOTUI

Yposensb 2 | Buasl yrpo3z UC

YpoBenb 3 | MeTozp! obecnieueHns: HHPOPMAIIMOHHON Oe30IacHOCTH

YMers:

YpoBenb 1 |ucrnonp30BaTh HOPMAaTHUBHBIE IIPAaBOBBIE JTOKYMEHTHI B cdepe HHPOPMAIMOHHONH Oe30MacHOCTH B
o0acT HHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTUH JIJIsl OPraHU3aI[|iH 3alluThl HHGOPMAIH

YpoBeHb 2 |IpUMEHATH METOJBI  aHANW3a MNPUKIAJAHON OO0JIACTH HA  KOHIICNTYaJIbHOM, JIOTHUECKOM, U
AITOPUTMHYECKOM YPOBHSX C IIEIBIO BRISABICHUS Yrpo3 0€30MaCHOCTH

YpoBeHb 3 |pemaTs cTaHIAPTHBIE 3a1a491 IPO()ECCHOHATIBHOM AesITeIbHOCTH Ha OCHOBE HH(POPMAIIHOHHOM 1
Ooubnmorpadguueckoil KylnbTypbl C TPUMEHEHHEM HH()OPMAIMOHHO- KOMMYHMKAIIMOHHBIX TEXHOJOTHH
uc

y4€TOM OCHOBHBIX TpeOOBaHUI HHPOPMAIIMOHHOHN 0e30M1aCHOCTH

Bmanets:

YpoBeHb 1 |MeXIyHapOAHBIMH M OTEYECTBEHHBIMH CTaHZapTaMM B o0macTu oOecriedeHus: 0e30MacHOCTH
MH(OPMAITMOHHBIX CHCTEM M TEXHOJIOTHHA

YpoBeHb 2 | ciocoOHOCTRIO  OJIOKMpOBaTh yrpo3sl  OezomacHoctd MC mpennpuarus ¢ TMOMOIIBK METOJ0B
obecrieueHus
3aIUTH HHPOPMAITHH

YpoBenb 3 |HaBBIKAMU TOJATOTOBKA  0030pOB, AHHOTANWH, COCTaBleHUs pedeparoB, HAyIHBIX JIOKIAJOB,
MyONHUKaIKH,

u Oubamnorpaduu Mo HaydHO- UCCIIEAOBATEILCKON paboTe ¢ yueToM TpeOOBaHUM HHPOPMALTMOHHOM
0€30MacHOCTH

1.4. PE3YJIBTATbBI OCBOEHUSA JUCILHUIIJIMHBI:

IIK-9: Cnocobnocmov npunumams yuacmue 6 opeanusayuu HT-ungppacmpyxmyper u  ynpagnenuu
uHgopmayuorHol Oe30NaACHOCHbIO

3HaTh:

ypOBeHL 1 | TunoBEIC nporpaMMHO-anmnapaTHbIC CpeacTsa u CHUCTCMBI 3alllUThI I/IH(I)OpMaIII/II/I oT
HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA B KOMIIBIOTCPHYIO CPEAY

YPOBeHb 2 [ MeTOoabI 3aIuTh I/IHCI)OpMaI_II/II/I B BBIYUCIIMTCIIBHBIX CUCTEMAX U CCTAX




YPOBCH]) 3 | TumoBBIC Cp€acTBa 3alIUThI I/IH(i)OpMaI_IPII/I B BBIYHUCIIMTCIIBHBIX CUCTEMAaX U CCTAX

VYMerTn:

YpoBenb 1 |HCIONB30BaTh TUIOBBIE MPOTPAMMHO-AMIIAPATHBIE CPEACTBA M CHCTEMBbl 3alIUThl WHPOPMALUH OT
HECAaHKIMOHUPOBAHHOI'O JOCTYIA B KOMIIBIOTEPHYIO CPELY

YpoBeHb 2 | HCIIONB30BaTh THIIOBBIC IPOTPaMMHO-aNMNapaTHBIE CPENCTBA M CHCTEMBI 3aIIUTHl MH(POPMAIMHA OT
HapyIICHHS €€ IeIOCTHOCTH

YPOBeHI) 3 | ucroap30BaTh METOABI 3alITUTHI I/IH(i)OpMa]_[I/II/I B BBIYUCIIUTCIIBHBIX CUCTEMAX U CCTAX

Bnanetn:

ypOBeHL 1 | HaBBIKAMH pa6OTBI C MCTOJaMU U TUIIOBBIMU CPEACTBAMU 3alIUTHI I/IH(I)OpMa]_[I/II/I B CHUCTEMAX U CECTAX

YpoBeHb 2 | THIIOBBEIMH MPOTPaMMHO-ANMIAPaTHBIMUA CPEJICTBAME 00eCTIeYeHHUs JOCTYITHOCTH WH(OpMAITUN

YpoBeHb 3 |HaBBIKAMHM  HCIIOJIB30BAHUS THUIOBBIX IMPOTPAMMHO-AIMAPATHBIX CPEJCTB W CHUCTEM  3alIUTHI
nHGOPMaIK OT HECAHKIMOHUPOBAHHOT'O JJOCTYIA B KOMITBIOTEPHYIO CPEAy

B pezynomame oceoenun oucyunaunvt "Ungopmayuonnas 6ezonacnocms’ odyuarowguiica 00dicen:

3.1 |3narb:

HOPMAaTUBHBIC TIpaBOBbIE JOKYMEHTHl B cepe uHPOpPMAaIMOHHOH Oe3omacHOCTH B objacTu
MH(POPMALIMOHHBIX CUCTEM U TEXHOJIOTUH.

3.2 | YmeTh:

WCIIONb30BaTh HOPMATHUBHBIC TPAaBOBHIE JOKyMEHTHI B cdepe WHPOpPMAIMOHHOW 0e30MacHOCTH B OOJIACTH
MH()OPMAITMOHHBIX CHCTEM W TEXHOJIOTHUHN IS OpPTaHU3AINH 3alIUTHl MH(OPMAIIHH.

3.3 | Baagern:

MEXIYHApOAHBIMH M  OTEYECTBEHHBIMHM CTaHAapTaMM B  obOjactu  oOecredeHus  0€30MIaCHOCTH
WHPOPMAITMOHHBIX CHCTEM M TEXHOJIOTHH.

1.5. ®OPMbI KOHTPOJISA

Texymii KOHTPOJb YCHEBAEMOCTH TIIO3BOJISIET OILEHUTh YPOBEHb C(OPMHUPOBAHHOCTH 3JIEMEHTOB
KOMIETeHIMH (3HaHWH, YMEHMH W TNPHOOPETEHHBIX HABBIKOB), KOMIIETCHLHUH C TMOCIEAYIOIIMM OOBbeINHEHHUEM
OLIGHOK M HPOBOAMTCS B (OpME: YCTHOTO ONpOca Ha JICKUMOHHBIX M CEMUHAPCKUX/TIPAKTUUECKUX 3AHSITHAX
(bpoHTANBHBINA, WHAWBHUIYATBHBIA, KOMIUIEKCHBIH), TMHCbMEHHOW IMPOBEPKH (TECTOBBIC 3aJaHMsI, KOHTPOJb 3HAHWUN
1O pasfeny, CHTYallMOHHBIX 3aJaHUl W T.M.), OLCHKH aKTUBHOCTH paboThl oOydaromierocs Ha 3aHSATHH, BKIIOYAs
3aJaHus AJIs1 CAMOCTOSITEILHON paboThI.

Hpome.m‘ymounaﬂ ammecmayus

PesynbpTaThl TEKymero KOHTPOJNS W IPOMEXYTOYHOM arTecTalyei (pOPMHUPYIOT PEHTHHTOBYIO OIEHKY
paboTel cTymeHta. Pacnpenmenenwe OamioB Tpu  (OPMHUPOBAHWH PEUTHHTOBOW OIEHKHM pabOTHl  CTyACHTA
OCYIICCTBIIIETCS B COOTBETCTBHM C JevcTByronmM "Ilopsaok opraHM3aiMy TEKYIIEro KOHTPOJS YCIEBAeMOCTH U
npoMmexxkyroHo arrecraumu B [OY BIIO "HOHAYUI'C". [lo pmuctumumue "MHpopmannoHHAS
0e30macHOCTE" BUAOM IMTPOMEKYTOTHON aTTECTAITAH SABJIIETCS 3adeT

PA3JIEJI 2. COAEP KAHUE JUCHUIIJIMHBI

2.1. TPYJOEMKOCTBb OCBOEHUS JUCHUIIJIMHBI

O6mas TpymoéMKocTh aucuuIuinHbl  "HMHbopmarmionHas 0e30macHOCTh" COCTaBIsieT 5  3au€THbIe
equHub, 180 gacos.

KosmnuecTBo 4acoB, BBIJCIAEMBIX Ha KOHTAaKTHYIO PabOTy C IperojaBaTeieM U CaMOCTOSITCIbHYIO PaboTy
00y4JaroIerocs, onpeaenseTcs: ydeOHbIM TUTAHOM.

2.2. COAEPKXAHUE PA3JEJIOB JUCIUIIJIMHBI

HaumenoBanue pa3jiesioB U TeM /BU/ 3aHATHSA/ Cemectp | HacoB | Komneren- | Jluteparypa | Uute | Ilpumeuanue
/ Kypce A PAaKT.

Paznen 1. Texnonoruu u Meroabl ooecneuenusa UB

Tema 1.1. Ocnosurie nouartus Ub. b B 5 2 OIIK-3 | JI1.1J12.3J13 0
CHCTEME HallMOHAIHLHOHN 0€30I1aCHOCTH I1K-9 2
Poccun . /JIex/ D1032253




Tema 1.1. OcnoBusie nonsatus Ub. Vb B 1 OIIK-3 | JI1.1J12.3J13
crcTeMe HAIlMOHAJIbHOM 0e30MacHOCTH I1K-9 3
Poccun . /Ip/ 0122 33
Tema 1.1. OcuoBusbie noustus Ub. 1B B 0,5 OIIK-3 | JI1.1J12.3JI3
crcTeMe HaIllMOHaJIbHOM Oe30MacHOCTH I1K-9 2J13.4
Poccun . /Cp/ 212233
Tema 1.2. M opManmoHHBIE OTHOIICHUS, 2 OIIK-3 JI1.2J12.1
CyObeKTHl HH)OPMAIIMOHHBIX OTHOIIECHHH, HX I1K-9 0102233
HWHTEPECHI, ITyTH HaHeCeHUs ymepoa /Jlex/
Tema 1.2. MndopmManroHHbIe OTHOLICHUS, 1 OIIK-3 | JI1.3J12.2J13
CyOBEKTHI HH(POPMAIIHOHHBIX OTHOIICHUH, X I1K-9 2J13.3
WHTEpECHI, yTH HaHeceHus ymepoa /I1p/ 31322 33
Tema 1.2. Ma(opManmoHHbIe OTHOIICHHUS, 0,5 OIIK-3 | JI1.2J12.4J13
CyObeKThl HTHQOPMAIIMOHHBIX OTHOIIEHUH, HX I1K-9 2J13.4
MHTEPECHL, YT HaHeceHus yuiepoa /Cp/ 31322 33
Tema 1.3. Yrpo3s! nH()OpMAITMOHHOMH 2 OIIK-3 | JI1.1J12.2J1I3
6e3onacHocTH . /Jlex/ ITK-9 2
0122 33
Tema 1.3. Yrpo3sl nHGOpMAIMOHHOH 2 OIIK-3 | JI1.2J12.3J13
6e3zonacHocty . /Ilp/ I1K-9 2J13.3
01022 33
Tema 1.3. Yrpo3sl uHQOpMALIMOHHOM 0,5 OIIK-3 | JI1.3J12.3J13
6e3omacHoctu. /Cp/ I1K-9 4
012233
Tema 1.4. [Tonutrka 6€30MaCHOCTH U 2 OIIK-3 | JI1.1J12.1JI3
(hopMHpOBaHUE OPTraHU3AMNOHHON CTPYKTYPhI I1K-9 2
CHCTEMBI 3aIIUTHl HHQOpMAIIUK Ha 012233
npeanpustuy /Jlex/
Tema 1.4. [TonuTHka 6€30MaCHOCTH U 2 OIIK-3 | JI1.1J12.4JI3
(hopMEpoBaHE OPTaHU3AIMOHHON CTPYKTYPHI I1K-9 3
CHCTEMBI 3aIIUTHl HH)OpMALKU Ha 0102233
npennpustuu /p/
Tema 1.4. [Tonutrka 0€30MaCHOCTH U 1 OIIK-3 | JI1.3J12.1J13
(hopMHpoOBaHUE OPraHU3AIIMOHHON CTPYKTYPHI I1K-9 4
CUCTEMBI 3aIUTHI HH(OPMAIUH Ha 919233
npennpusitan /Cp/
Tema 1.5. TexXHOJIOTHH 3aIIUTEI OT 2 OIIK-3 | JI1.1J12.2J13
BPEJOHOCHBIX MTPOrpaMM u cuama. /Jlex/ I1K-9 2

0102233




Tema 1.5. Texaonorun 3auiuTe! OT 2 OIIK-3 | JI1.2J12.3J13
BPEIOHOCHBIX ITporpaMM u criama. /IIp/ ITK-9 3
213233
Tema 1.5. Texuomoruu 3amuTe OT 0,5 OIIK-3 JI1.1
BPEIOHOCHBIX ITporpaMM u cnama. /Cp/ I1K-9 JI1.3J12.3J13
4
213233
Tema 1.6. Hanpasnenus obecnieuenust Ub. 2 OIIK-3 | JI1.1J12.4J13
[IpaBoBasti, nHGOpPMAIOHHAS, TEXHHYECKAS I1K-9 2
6e3omacHoCTb. /JIex/ 012233
Tema 1.6. HampaBnenus obecneuenus Ub. 2 OIIK-3 | JI1.2J12.2J13
IIpaBoBas, nH(DOpPMAITOHHAS, TEXHIYECKAS I1K-9 3
6e3omacHocTs. /T1p/ 2105233
Tewma 1.6. HanpaBnenus obecrieuenus Ub. 1 OIIK-3 | JI1.3J12.4J13
[IpaBoBast, ”HPOPMAIIMOHHAS, TEXHUYIECKAsI I1K-9 4
6e3omacHocTsk. /Cp/ 2192233
Paznen 2. Texnosorus 3amuThbl nHGOpManu
Tema 2.1. 3amura oT yTeuek o TeEXHUYECKUM 2 OIIK-3 | JI1.1J12.1J13
kananam. 3aumta IC u CBT ot cpencts I1K-9 1 JI3.5
AIEKTPOMArHATHOTO BO3eHcTBHS /JIek/ 2103233
Tema 2.1. 3amuTa OT yTe4eK Mo TEXHUYECKUM 0,5 OIIK-3 | JI1.2J12.2J13
ka"ayaMm. 3amurta IC u CBT ot cpeacts ITK-9 2
3JIEKTPOMAarHuTHOTO Bo3aeicTeust /I1p/ 2195233
Tema 2.1. 3amura OT yTe4eK Mo TEXHUYECKUM 1 OIIK-3 JI1.3J12.3J13
kanaiam. 3ammrta IC u CBT ot cpencts I1K-9 3
3JIEKTPOMAarHuTHOTO Bo3zeicTBus /Cp/ 2102233
Tewma 2.2. OCHOBHBIC TIPHHIIHUIIH X METOIBI B 2 OIIK-3 | JI1.1J12.4J13
00J1aCTH TEXHUYECKON 3aILUTHI I1K-9 4
uHopmaru /JIex/ 0102233
Tewma 2.2. OCHOBHBIE TIPUHIIUITHI ¥ METOJIBI B 0,5 OIIK-3 | JI1.2J12.1J13
00J1aCTH TEXHUYECKOU 3aIUThI [1K-9 5
nHpopmartuu /I1p/ 212233
Tema 2.2. OCHOBHBIE IPUHIIUIIBI U METOJIBI B 1 OIIK-3 JI1.3J12.2J13
00JIaCTH TEXHUYECKOM 3aIIATEI [1K-9 1




napopmaruu /Cp/ 213233
Tema 2.3. [IpotuBozeiicTBre 2 OIIK-3 | JI1.1J12.3J13
HECAaHKIMOHUPOBAHHOMY JIOCTYILY K I1K-9 2
koH(puneHMansHON nHpopMarmn /Jlex/ 919233
Tewma 2.3. TIpoTuBoaeiicTBre 0,5 OIIK-3 | JI1.2J12.4J13
HECAHKIMOHUPOBAHHOMY JOCTYILY K I1K-9 3
KoHUACHITHATbHON nHbopManmw /I1p/ 213233
Tema 2.3. IIpotuBozeiicTere 1 OIIK-3 | JI1.3J12.1J13
HECAaHKUMOHUPOBAHHOMY JOCTYITY K I1K-9 4
KoH(uIeHIHanbpHoM nHGopMarmu /Cp/ 012233
Tewma 2.4. Kputepuu 3alIMILIEHHOCTH KOM- 2 OIIK-3 JI1.1J12.2J13
MBIOTEPHBIX cUcTeM. JINIIEeH3UpOBaHuE U I1K-9 5
ceprudukaryst Ub /Jlex/ 213233
Tewma 2.4. Kputepun 3auIeHHOCTH KOM- 0,5 OIIK-3 | JI1.2J12.3JI3
IIBIOTEPHBIX CUCTEM. JIMIIEH3UpOBaHUE U I1K-9 A
ceprudukanus Ub /Tlp/ 213233
Tema 2.4. Kputepun 3aMIIeHHOCTH KOM- 1 OIIK-3 | JI1.3J12.4J13
NBIOTEPHBIX cUCTEM. JIMIeH3upOBaHue U I1K-9 2
cepruduramus Ub /Cp/ 212233
Tema 2.5. Mexaynapoansie ctangaptsl Ub. 2 OIIK-3 | JI1.1J12.1JI3
COBIT /Jlex/ I1K-9 3
0102233
Tema 2.5. Mexnynapoansie ctangaptsl Ub. 0,5 OIIK-3 JI1.2J12.2J13
COBIT /Ip/ I1K-9 4
012233
Tewma 2.5. Mexnynapoansie ctanaaptsl Ub. 1 OIIK-3 | JI1.3J12.3JI3
COBIT /Cp/ I1K-9 .5
0102233
Tema 2.6. [Ipakruyeckrie aclieKThI 2 OIIK-3 | JI1.1J12.4J13
6ezonacHoctu UC /Jlex/ ITK-9 .1
0102233
Tewma 2.6. [IpakTudeckuie acreKThl 0,5 OIIK-3 | JI1.2J12.1J13
oe3omacHoctu UC /Ilp/ IK-9 2
01022 33
Tema 2.6. [Ipakrnueckue aceKTbl 1 OIIK-3 | JI1.3J12.2J13
oe3omacHoctu UC /Cp/ I1K-9 3




01022 33

Tema 2.7. O6ecnieuenue 6e3onacuoctu OC. 2 OIIK-3 | JI1.1J12.3J13
Bezonacnocts MS /Jlex/ I1K-9 4
212233
Tema 2.7. O6ecneuenue 6e3omacuocta OC. 0,5 OIIK-3 | JI1.2J12.1J1I3
bezomacunocte MS /Ip/ I1K-9 5
012233
Tema 2.7. Ob6ecneuenue 6e3omacuocta OC. 1 OIIK-3 | JI1.3J12.2J1I3
bezomacuocts MS /Cp/ I1K-9 A
012233
Paznen 3. Kpunrorpaguyeckue MeToabl 3aLIUTHI
HHpopManun
Tewma 3.1. Kpunrorpagudeckue MeToabl 2 OIIK-3 | JI1.1J12.1J13
3amuThl HHpopMaruu. Kiaccudukanus I1K-9 2
KpUOTOTrpaguIecKuX METOI0B 3alIUTHL. /JIex/ 0102233
Tema 3.1. Kpunrorpadudeckre MeTOIbI 0,5 OIIK-3 | JI1.2J12.2J13
3ammThl nHGopManun. Knaccupukanms I1K-9 3
KPUMTOTPaQUICCKUX METOIOB 3amuThI. /I1p/ 21032233
Tema 3.1. Kpunrorpaduueckue MeTOIbI 1 OIIK-3 | JI1.3J12.3JI3
3amuThl nHGopMarwn. Knaccudukanms [1K-9 4
KpUNTOrpaguIecKuX METOIOB 3amuThl. /Cp/ 31322 33
Tema 3.2. CuMMeTpUYHBIE KPUMTOTpadUIeCcKue 2 OIIK-3 | JI1.1J12.4J13
anroputmsl /JIex/ I1K-9 5
012233
Tewma 3.2. CumMmMeTpUIHBIE KpUTITOTpadudeckie 1 OIIK-3 | JI1.2J12.1JI3
anroputmsl /Ip/ I1K-9 d
0122 33
Tema 3.2. CuMMeTpUYHbIC KpUnTorpaduieckie 1 OIIK-3 | JI1.3J12.2J13
anroputmsl /Cp/ I1K-9 2
212233
Tema 3.3. AcummeTpuyuHbIe 2 OIIK-3 | JI1.1J12.3JI3
KpurnrTorpaduueckue anroputMsl /Jlex/ IK-9 3
012233
Tema 3.3. AcummeTpuyHbIe 1 OIIK-3 | JI1.2J12.4J13
Kkpunrorpaduaeckue anroputmsl /I1p/ I1K-9 4




01022 33

Tema 3.3. AcuMMeTpHUYHBIE OIIK-3 | JI1.3J12.1J13
KpunTorpaguueckue anroputmsl /Cp/ I1K-9 5
01022 33
Tema 3.4. LludpoBas 31neKTpoHHAs MOAMUCH OIIK-3 | JI1.1J12.2J13
(BUII). /Jlex/ I1K-9 .1
31322 33
Tewma 3.4. lludposast amekTpoHHAs TOANNCH OIIK-3 | JI1.2J12.3JI3
GUIn). Mlp/ I1K-9 2
31322 33
Tewma 3.4. lludposas 3meKTpoHHAS TIOITUCH OIIK-3 | JI1.3J12.4J13
(BUID). /Cp/ ITK-9 3
0122 33
Tema 3.5. Texnonoruu ayrentudukauu. /Jlex/ OIIK-3 | JI1.1J12.1J13
I1K-9 4
01022 33
Tema 3.5. Texuonoruu ayrenruduraruu. /Ilp/ OIIK-3 | JI1.2J12.2J1I3
I1K-9 5
01022 33
Tema 3.5. Texnonoruu ayrearuduraruu. /Cp/ OIIK-3 | JI1.3J12.3JI3
I1K-9 .1
31322 33
/Konc/ OIIK-3
ITK-9
Paznen 4. Undopmanmnonnas 6ezonaciocts UC u
cereit
Tema 4.1. [IpoGnembl HHBOPMATMOHHON OIIK-3 | JI1.1J12.4J13
6ezonacHocTH ceteit /Jlex/ I1K-9 1 J13.2
01022 33
Tema 4.1. [IpoGnemsl nHGOPMALHOHHON OIIK-3 | JI1.2J12.1J13
oe3omacHoctu cereid /I1p/ I1K-9 3
31322 33
Tema 4.1. [Ipo6nemsl nHpOpMALHOHHON OIIK-3 | JI1.3J12.2J13
6e3omacHoctu ceteit /Cp/ I1K-9 1 JI3.5




01022 33

Tema 4.2 Yrpo3sl U YSI3BUMOCTH TPOBOJHBIX OIIK-3 | JI1.1J12.3J13
KOpPHOpaTHBHBIX cetel /Jlex/ IK-9 2
012233
Tema 4.2 Yrpo3sl U YSI3BUMOCTU HPOBOAHBIX OIIK-3 | JI1.2J12.4J13
KOpITOpaTHBHBIX cetei /I1p/ I1K-9 3
012233
Tema 4.2 Yrpo3sl U YSI3BUMOCTU HPOBOAHBIX OIIK-3 | JI1.3J12.1JI3
KOpIopaTUBHBIX ceteid /Cp/ I1K-9 1 J13.5
0102233
Tema 4.3. TexHONOTHS 3aIUTH MEKCETEBOTO OIIK-3 | JI1.1J12.2J13
oOMeHa naHHbIMU. Bpanamayspel. /Jlex/ I1K-9 2
0102233
Tema 4.3. TexHonorus 3anmTsH MEKCETEBOTO OIIK-3 JI1.2J12.3
oOmeHa naHHbIMH. bpanamayspsrl. /T1p/ I1K-9
Tema 4.3. TexHoorus 3amuThel MEXCETEBOIO OIIK-3 JI1.3J12.4J13
oOMeHa naHHbIMU. bpanamaysper. /Cp/ I1K-9 1 J13.5
012233
Tema 4.4. Texuonoruu VPN. /Jlex/ OIIK-3 | JI1.1J12.1JI3
I1K-9 1
012233
Tema 4.4. Texnonoruu VPN. /Ilp/ OIIK-3 | JI1.2J12.2JI3
ITK-9 3
0102233
Tema 4.4. Texunonoruu VPN. /Cp/ OIIK-3 | JI1.3J12.3J13
ITK-9 1 J13.5
01022 33
Tema 4.5. UB B cetsix. UaTepHeT 6€30MacHOCTh OIIK-3 | JI1.1J12.4J13
Crex mpotokonoB TCP/IP /Jlex/ I1K-9 2
0102233
Tema 4.5. Ub B cersix. UnTepHeT 6€30MaCHOCTH OIIK-3 | JI1.2J12.1J1I3
Crex nporokosioB TCP/IP /Ilp/ I1K-9 3
012233
Tema 4.5. Ub B cersix. UnTepHET 6€30MaCHOCTH OIIK-3 | JI1.3J12.2J13
Crex npotokonoB TCP/IP /Cp/ ITK-9 4




01022 33
Pazgen S. OcoGennocTu 3a1uThl HHGOPMALIMU HA
ypoBHsx Mogenu OSI
Tema 5.1. 3ammra uHpOpMaIH B 6 2 OIIK-3 JI1.1J12.3J13 0
KOMIIBIOTEPHBIX CETSIX. 3alllUTa Ha KAHATHPHOM U I1K-9 1 J13.2
ceaHcoBOM ypoBHe. /JIex/ 215233
Tewma 5.1. 3amuTa nHGOPMAIIUN B 6 2 OIIK-3 | JI1.2J12.4J13 0
KOMITBIOTEPHBIX CeTAX. 3aliTa Ha KaHAJIbHOM U I1K-9 2
ceancoBoM yposHe. /I1p/ 0122 33
Tema 5.1. 3amuTa nHpOpPMAITUH B 6 8 OIK-3 [JI1.3J12.1J13| O
KOMITBIOTEPHBIX CeTSAX. 3allluTa Ha KaHAJIBHOM U I1K-9 3
ceaHcoBoM ypoBHe. /Cp/ 212233
Tema 5.2. 3amura Ha ceT€BOM YpOBHE — 6 2 OIIK-3 | JI1.1J12.2J13 0
npotokoia [PSec. Madpactpykrypa 3amurs Ha I1K-9 4
MIPUKITATHOM ypoBHE /JIex/ 213233
Tema 5.2. 3amuTa Ha CETEBOM YPOBHE — 6 2 OIIK-3 | JI1.2J12.3J1I3 0
npotoxon [PSec. Madpactpykrypa 3ammrs! Ha ITK-9 S5
npukiagaHoM yposae /I1p/ 31322 33
Tema 5.2. 3amura Ha CETEBOM YPOBHE — 6 8 OIIK-3 JI1.3J12.4J13 0
npotoxoi [PSec. Mudpactpykrypa 3ammrs! Ha I1K-9 A
npukiagaHoM yposue /Cp/ 31 22 33
/Konc/ 6 2 OIIK-3 0

ITK-9

PA3/IEJI 3. OBPASOBATEJIBHBIE TEXHOJIOITUH

B mponecce OCBOEHMsI OUCLUIUIMHBI HMCIIONB3YIOTCA CIEAYIOIINE O0Opa30BaTeNbHbIE TEXHOJIOTHH: JICKIUH
(JI), mpakruueckue 3ausaTus (IIP), camoctosTenbHas pabora ctyneHTOB (CP) Mo BBINOJHEHHMIO Pa3IHYHBIX BHUIOB
3aJlaHUU.
1. B mponecce OCBOEGHUS IUCHMIUIMHBI UCIIOJIB3YIOTCS CIEAYIOLUIME HHTEPAKTHUBHBIE 00pa30BaTE/IbHBbIE TEXHOJIOTUU:
npobnemuas nekuus (I1JI). JlekmmonHBId MaTepuan mpeAcTaBlieH B BHAE crlain-npeseHtanmuu B (opmare «Power
Point». JIns HarmsgHOCTH WCHONB3YIOTCS MAaTepUabl Pa3IHYHBIX HAYYHBIX W TEXHHYECKUX OKCIEPUMEHTOB,
CIPaBOYHBIX MaTEpUANIOB, HAYYHBIX cTaTed T.A. B Xome nexumm mpenycMoTpeHa oOpaTHasl CBSI3b CO CTYACHTaMH,
aKTHBU3UPYIOIIKE BOIPOCHI, MPOCMOTP M oOcyxneHue BuneodunbpMoB. Ilpum mpoBeneHuM IeKUUM HCHOIB3YETCS
poOIEeMHO-OPHEHTHPOBAHHBIN MEXIUCIUTUIMHAPHBIN MMOAXO0M, MPEAINOJaraloliiii TBOPYECKAE BOIPOCHI M CO3/TaHUC
JUCKYCCUOHHBIX CUTYallUH.
2. Ilpu N310KEHNN TEOPETUIECKOTO MaTEPHaa UCIOIb3YIOTCS TAKAE METOBIL:
— MOHOJIOTHYCCKUIM;
— MOKa3aTE/IbHBII;
— INATOTHYCCKUM;




— 3BPUCTUYECKUI;

— HUCCIIeIOBATEIbCKUIA;

— npo0IeMHOe H3JI0KEHHUE.

3. Ucnonp3yloTcs ClieAyomye NPHHLIUIBI TUAAKTHKY BBICILCH [IKOJIBI:

— MOCJIEI0BATENBHOCTh O0YICHHUS;

— CHCTEMaTHYHOCTh OOYUCHHS;

— IOCTYITHOCTB 00Oy4eHHUs;

— IPUHIIMI HAyYHOCTH;

— INPUHOUIIBI B3aUMOCBA3U TCOPUN U IIPAKTUKU;

— NPUHLIMII HATJIIAHOCTH U JP.

B xoHIIe Ka)KI0H JIEKUUH [IPESYCMOTPEHO BPeMs IJ1s1 OTBETOB HA MPOOJIEMHBIE BOIIPOCHL.

4. CamocrosTenpbHass paboTa mpeAHa3HayeHa s BHEAyAWTOPHON  paboOThl  CTYAEHTOB, CBS3aHHOW C
KOHCIIEKTUPOBAHUEM HCTOYHHUKOB, YIEOHOTO MaTepHana, W3ydeHHEM NOMOJHHUTENbHOW JIUTEePaTyphbl M0 AMCLUILIIMHE,
HOJTrOTOBKOM K TEKYILIEMY U CEMECTPOBOMY KOHTPOJIIO, a TAKKE BBIIOJIHEHHEM WHAWBUAYAIBHOIO 3aAaHusl B (opme
pedepara, acce, Mpe3eHTAINH, SMIUPHUECKOTO UCCIICTOBAHUSI.

PA3JIEJI 4. YHEBHO-METOINYECKOE U MATEPUAJIBHO-TEXHUYECKOE

OBECIIEYEHUE JUCHUIIJIMHBI

4.1. PexoMeHayemasi JuTeparypa

1. OcHoBHasi IuTEpaTYypa

ABTODBHI, 3arnasue N3parenscTBO, 1o
JI1.1 |A. B. Apremos. Nudopmarmonnas 6e30macHOCTS : Kype Jekunii: Kypc MesxpernoHanbHast
nexuui (256 c.) Akajziemust 6€301aCHOCTH U
BeDkuBaHus (MABUB,
2014
JI1.2 | B. @. lllanbrus. WNubopmarmonHas 6€301MaCHOCTh H 3alUTa IIpotdodpazoBanue, 2019
uHpopmarmn: Kype nexuuii (702 c.)
JI1.3 | O. B. IIpoxopoga. HHupopmaiinonHas 0€301aCHOCTh M 3alUTa Camapckuit
uHpopmarun: Yueonuk (113 c.) roCyAapCTBEHHbIN
apXUTEKTYPHO-
CTPOUTEbHBIN

yHuBepcurer, 2014

2. lonoJIHUTEIbLHAS JIUTEPATyPa

ABTOpBHI, 3ariaBue WznarenscTBO, rOxI
JI2.1 |II. H. bamer, A. B. | UadopMmarmonHas 6€301macHOCTh | 3aIUTa EBpazuiickuil OTKpBITHIN
ba6am, E. K. nHpopmaru: YaeoHoe mocobue (311 c.) UHCTUTYT, 2012
bapanoga.
JI2.2 |E. IO. I'oproxuHa, UndopmanmonHas 6e3o0nacHoCTh : ydeOHOE mocooue: l'ocynapcTBeHHBIN
JI. U. JIuTBUHOBA, Yuebnoe mocobue (221 c.) ArpapHbBITt YHUBEPCHUTET
H. B. Tkauega. um. Mmnepatopa Iletpa
Ilepsoro, 2015
JI2.3 | 1. B. ®omuH. HNudopmarmonnas 6€301MacHOCTS : yaeOHO- By3oBckoe obpazoBanue,
METOIUYECKOE MTOCOOUE JIJISl CTYJICHTOB 3a04HOM (pOpMBI 2018
oOyueHus HanpasieHus: noarorosku 38.03.05 «busnec-
uHpopMaTHKay: YueOHo-MeToaudeckoe nocoodue (125 c.)
JI2.4 |E. M. Ckypbiaunaa. | UadopmarmonHas 6e30nacHOCTS : yaeOHOE ocooue: Anraiickuit
Yuebnoe nocobue (313 c.) roCyIapCTBEHHBIN
MeAArorn4ecKuil
yHuBepcurer, 2017
3. MeToanueckue pa3padboTku
ABTOpBHI, 3arnaBue HznarenscTBO, TONI
JI3.1 | Cemuuactasiii M.JI. | Pabouas nporpamma no yueOHON AUCIMIUIMHE Horeuk: 'OY BIIO

Cemnuactabeid M.J1.

«MurdpopmanronHas 6e30MacHOCTEY IS 00yJaromuxcs 3
Kypca 00pa3oBaTenbHOM MporpaMMbl OakanaBpuara
HanpasneHus moaroroBku 9.03.03 «IIpuknagnas
nHpOpMaATHKa» OYHOI/3a09HOM popm 00ydeHus / CoCT.
N.JI. Cemuuacthsrii. — [IpoToxoi 3aceganus kadenps

"TOHAYUI'C", 2022




ABTOpBHI, 3arnaBue H3narenscTBO, IO

nHOopMaITMoHHBIX TexHoyoruid Ne 1 ot 29.08.2022 1
Pabouas nporpamma (27 c.)

JI3.2 KoHncnekr nexunii 1mo y4eOHOH AUCLIUIITIHE Horeux: 'OY BIIO
Cemmuactaerit U.JI. | «adopManmonHas 6e30macHOCTEX» (VTSI CTYICHTOB "IIOHAYUI'C", 2022
Hanpasnenus nmoaroroBku 09.03.03 IIpuknagnas
uHopmaTuka) .- [Iporokon 3acenanus xadeaps
nHpopMaIMoHHBIX TexHodoruit Nel ot 29.08.2022 r:
Koncnexr nekuii (147 c.)

JI3.3 Meronnueckne peKOMEHIalNY IS MPOBEICHHUS Honenk: I'OY BIIO
Cemunuactabiif M.JI. | mpakTHYecKnX 3aHATHIA TI0 y9€OHOH TUCITUTLINHE "IOHAYUI'C", 2022
«udopmanmonHas 6€30macHOCTEX» (TSI CTYICHTOB
Hanpasnenus nmoaroroBku 09.03.03 IIpuknagnas
uHpopmaTuka) .- IIporokon 3acenanus xadempol
nHopMaroHHbIX TexHomoruk Nel ot 29.08.2022 T:
Metonuueckue pekomenaamnmu (35 c.)

JI3.4 Meroauueckue peKOMEHIAUH 7151 CAMOCTOATEIbHOM Honenk: I'OY BIIO
Cemmuactaerit M.JI. | paGoThI CTYIEHTOB 110 YICOHOH AUCIIUIUINHE "IIOHAYUI'C", 2022
«MudpopmannonHas 6€30MacCHOCTHX» (IJIs1 CTYAEHTOB
Hanpasienus noarotoBku 09.03.03 Ipuxknagnas
nHpopmatuka) .- [IpoTokon 3acemanus kademps
nHQOpMaHOHHBIX TexHOoMmorui Nel ot 29.08.2022 1:
Metoaudeckue pekomeHaanuu (28 c.)

JI3.5 WHnuBuIya bHBIC 3aIaHAS IS CAMOCTOSATEIHLHOM Honenx: 'OY BIIO
Cemuuactabiii U.JI. | pa®otsl o yueOHo# nuciumuinie « HbopmalonHas "NOHAYUI'C", 2022
0e30macHOCTEX» (71 CTYJICHTOB HAIPaBJICHUS
nmoarotoBku 09.03.03 [Ipuktannas nadopMaTHka) .-
[poTokon 3acexanus kadeapbl HHHOPMAITMOHHBIX
texnonoruit Nel ot 29.08.2022 r: nauBuayanbHbie
3amanus (87 c.)

4.2. llepevyeHnb pecypcos
HH(OPMAIOHHO-TEJeKOMMYHHUKANIMOHHOMH ceTH "'UHTepHeT"

51 |Hayunas snekrponnas Gubianorexa «KubepJlennHkay https://cyberleninka.ru/

o | Hayunas snexrponHas Oubnuorexa http://elibrary.ru

bubmoreka ['OY BIIO «/JIOHEILIKAA AKAJIEMUA
VIIPABJIEHUSI U TOCYJAPCTBEHHOWM CJIY)KBBI
PU I'TABE JIOHELIKOH HAPOJITHOI
PECITYBJIMKIN»

93 https://donampa.ru/biblioteka

4.3. Ilepevyenb NpPOrpaMMHOro odecreveHus

JluneHsuoHHoe W CBOOOJHO  pacmpocTpaHseMoe  HporpamMMHoe oOecredeHHe, B TOM  UYHCIE
OTEYECTBEHHOT'O MTPOU3BOJCTBA!
[Ipn mpoBeneHWM JEKUMH HCIONB3YeTCS ayIUTOPUS C MYIbTUMEAUHHBIM O0OpYHOBaHUEM. AYIUTOPHBIC 3aHITHS
NPOBOJSTCS B KOMIBIOTEPHBIX KIaccaXx ¢ JOCTymoM K cetd WHTepHer. ns mpoBeneHHs KOHCynbTanuid B online-
pexxume ucnonszyercss LMS Moodle u flanexc. Tenemocr.
[IporpamMmMHoOe obecnieueHue:
1. Onepannonnas cucrema Windows XP u Beie; naketr Microsoft Office 2010 u Beiiie.

[lpm w3ydeHMHM  OUCHUIUIMHBI TalKe  HMCHONB3YIOTCS  WHPOpPMANMOHHBIE  TEXHOJIOTMH  NPOTHBOJCHCTBHS
BpeqoHocHoMy IIO w cmamy. /[lsi 9TOrO  UCHONB3YIOTCS — CIEAYIONIME JIEMOHCTPAIlMOHHBIE BEPCHU |
CBOOOZHOpACTIPOCTpaHseMbIe AaKeThl aHTHBHPYCHBIX Tporpamm: Avast, Microsoft Essentials, AVG, Avira, , Dr Web,
ESET, Kaspersky Antivirus 2015, Kaspersky Internet Security, Comodo Internet Security, Spybot, Bitdefender,
360Total Security, Symantec Endpoint Protection, McAfee, Panda Security.

Kpome Toro mnpu wu3ydeHMHM TEXHOJOTHMH KpUNTOrpaduu HCIONb3yeTCs KOMITBIOTepHbIe Tporpammbel PGP u
TrueCrypt, a Ttarwke OubOnuoreka (QyHKUMH, MO3BOJIAIOIIME BBHIOMHATH ONepauud IuUpoBaHus W LUPPOBOI
MOANIMCH COOOIIeHNH, ¢aiinoB W Apyrod wHOpPMAIMHM, TPEACTABICHHON B JJIGKTPOHHOM BHIE, B TOM YHCIE
npo3pavyHoe MHU(poBaHKUE JaHHBIX Ha 3aIIOMUHAIONINX YCTPOMCTBAX, HAIPUMED, Ha KECTKOM JTUCKE.

[Ipu msydenun texnonmormit VPN (Virtual Private Network) mcnons3yercss mporpamma LogMeln Hamachi. Ilpu




M3Y9CHUH TUCIUILUTHHBI ucnoib3yercs [10 B cocrabe makera OS MS Windows, MS Office 2010.

4.4. llpodeccnonanbHbie 0a3bl JaHHBIX U HH(OPMAIMOHHbIE CIIPABOYHbIE CHUCTEMbI

KommbloTepHass TeXHHKAa C BO3MOXKHOCTBIO TOAKIIOUCHHS K ceTH «lHTepHeT» M o0OecrmedeHHeM [J0CTyma B
3NEKTPOHHYIO HH(OPMaIMOHHO-00pa3oBarenbHyo cpeny (AMOC I'OY BITO JJOHAYUI'C) u snekrpoHHO-
oubmuoreunyro cucremy (ObC IPRbooks), a Taike BO3MOKHOCTBIO MHIUBHIYaJbHOIO HEOTPAHUYEHHOI'O JOCTYIA
obydarormuxcst B ObC u OUOC nocpeacrsom Wi-Fi ¢ mepcoHaTbHBIX MOOUIBHBIX YCTPOKHCTB.

B mpouecce n3ydeHUs] ITUCHMIUIMHBI UCTIONB3YIOTCS BO3MOKHOCTH HH(OPMAalMOHHO-CIPAaBOYHOM CHCTEMBI IOpTania
http://window.edu.ru/.

4.5. MarepuajibHO-TEXHUYECKOe oOecnevyeHre TUCUMIIIUHBI

1. Yaebnas aymuropus IS MPOBEACHUS 3aHATHH JIEKIIMOHHOTO, CEMUHAPCKOTO THIIA, TPYIIOBBIX 3aHATHI
Y KOHCYNBTAIMH, TEKYIIETO KOHTPOJIS ¥ TPOMEKYTOUHOU artecTanuu: ayautopus Ne 704 yueOnsbiid kopiyc Ne 1.
- xoMmeioTepsl (16); mporpammuoe obecneuenue - Microsoft Office 2010 (muensus Ne 47556582 ot 19.10.2010 r.,
munersus Ne 49048130 or 19.09.2011);
- KOMIUICKT MYJIBTUMEIUHHOTO O0O0pYyAOBaHHS: HOYTOYK, MYJIBTUMEIUHHBIA TPOEKTOP, JKpaH; MPOrpaMMHOE
obecrieuenne - Windows 8.1 Professional x86/64 (akagemuueckast momnucka DreamSpark Premium), LibreOffice
4.3.2.2 (muuensus GNU LGPL v3+ u MPL2.0);
- CTIeNWaTM3NpOBaHHAsS MeOellb: pabdodee MecTO TperoaaBaTeis, padoune mMecta oOydaromuxcst (32), crampoHapHas
JOCKa.
2. IlomerieHust Uil CaMOCTOSITENLHON PabOTHl ¢ BO3MOXKHOCTBIO MOAKTIOUEHUST K ceTn "HMHTepHeT" U obecnieueHrEeM
JOCTYIIa B 3IEKTPOHHYIO HH(OPMALMOHHO 00pa30BaTENIbHYIO CPELy OpraHU3alMu:
guTaIBHBIC 3aJTbl, yaeOHbBIE Kopmyca 1, 6. Anpec: 1. Jlonerk, yi. Uemockunnes 163a, . Jlonenk, yin. Aptema 94.
KommbloTepHas TexHMKa C BO3MOXKHOCTBIO NOAKIIOUCHHS K ceTH «UWHTepHeT» H obecrieyeHneM JOCTyla B
ANIEKTPOHHYI0 MH(pOpMaMoHHO-00pa3oBarenbHylo cpeny (OUMOC T'OY BIIO JJOHAYUI'C) wu »nekTpoHHO-
oubmmoreunyro cuctemy (3BC IPRbooks), a Taike BO3MOKHOCTHIO WHAMBHAYAJLHOTO HEOTPAHWUICHHOTO IOCTYIIA
obyuaromuxcst B 9bC u JUOC nocpenctsom Wi-Fi ¢ nepcoHanbHbIX MOOMIIEHBIX YCTPOWUCTB.
CepBep: AMD FX 8320/32Gb(4x8Gb)/4Tb(2x2Tb). Ha cepBepe ycraHoBieHa CcBOOOJHO paclpocTpaHieMas
onepanuonHas cucremMa DEBIAN 10. MS Windows 8.1 (JlumensnmonHass BepcHsS OIEPAIMOHHON CHCTEMBI
NOATBEpXKIeHa cepTHdUKaTaMud ToANMHHOCTH cucteMbl Windows Ha kopmyce [IK), MS Windows XP
(JInuensnoHHast BepcHsl ONEPALIMOHHON CHCTEMBI MOATBEPKACHA cepTH(UKaTaMu MOUIMHHOCTH cucTeMbl Windows
Ha xopmyce I1K), MS Windows 7 (JlumeHsmoHHas Bepcusi ONMEpallMOHHON CHCTEMBI TOATBEPXKACHA CepTUPUKATAMU
nojuinHHOCTH cucteMbl Windows Ha kopmyce T1K ), MS Office 2007 Russian OLP NL AE (ammensun Microsoft Ne
42638778, Ne 44250460), MS Office 2010 Russian (unien3un Microsoft Ne 47556582, Ne 49048130), MS Office
2013 Russian (mumensun Microsoft Ne 61536955, Ne 62509303, Ne 61787009, Ne 63397364), Grub loader for ALT
Linux (mumemsuss GNU LGPL v3), Mozilla Firefox (mumensus MPL2.0), Moodle (Modular Object-Oriented
Dynamic Learning Environment, nmunensus GNU GPL), IncScape (ymuensuss GPL 3.0+), PhotoScape (nuieH3us
GNU GPL), 1C ERP VII, 1C 3VII (6ecnmatHble oOnauHble pelleHHs A 0Opa3oBaTENbHBIX YUPEKIECHHHA OT
1Cfresh.com), OnlyOffice 10.0.1 (SaaS, GNU Affero General Public License3)

PA3JIEJI 5. ®OHL OHNEHOYHbBIX CPEJCTB

5.1. KonTpoabHbIe BONPOCHI U 3aJaHHs

1. HNHdopmanonHas BoliHa KaK yrpo3a MH(GOPMAaLMOHHON 0€30MaCHOCTH HALIMOHAIBHOTO YPOBHS

2. OOBeKTH U CyOBEKTH HH(DOPMAIMOHHOTO MpOoCTpaHcTBa. [Ipumepsr.

3. CyOBekTsl HHPOPMAITMOHHBIX OTHOIICHHH W UX WHTEPECHI.

4. Tpu ypoBHS yrnpaBiieHHs TOJIUTUKON O€30MacHOCTH Ha MPEANPHUSTHH.

5. BapuaHThl TOCTpOCHHS BUPTYaIbHBIX 3aIIUIICHHBIX KaHAJIOB.

6. [TonsiTHE «MOAENH 3TOYMBILUICHHUKa». [IpUBECTH nmpuUMepHL.

7. KondunennuansHocts nHbopMaruu. Crioco0bl ob0ecrneyeHuss KOHPUISHITHATLHOCTH HHGOPMAIUH B
OpTraHH3aIlNY.

8. [Ipakrnyeckne MeTOAbl ayTEHTU(PHUKALINN, UCIOIB3YeMbIe B HACTOSINEE BpEeMs

9. Knaccudukanus kaHalOB MPOHUKHOBEHUS B CHCTEMY W YTeUKH HH()OpMAaIIUU

10. [MomuTnka nHGOPMAIIMOHHON 0E30MACHOCTH OPTraHU3aIINY.

11. CopeprxaHre TIOJIUTHKA 0E€30MAaCHOCTH OpTaHU3aIlvy.

12. Onpenenenne nHHOPMATMOHHON 0€30MTACHOCTH M €€ COCTABJISIIOIIIHE.

13. [Mpu4mHBI pOCTa KOMITBIOTEPHON MPECTYMHOCTH. KOMITbIOTEpHBIE TPECTYIUICHUS] TIPOTHUB TOCYAapCTBEHHBIX
1 O0IECTBEHHBIX HHTEPECOB.

14. KimroueBnle kateropum (MOHSATHS) 0€30MMACHOCTH M MX B3amMOCBsI3b B coorBeTcTBUU ¢ OCT P MCO/MBK
15408-1-2008.

15. Knaccudukanusi BpeZOHOCHBIX TIPOTPaMM.

16. CurHarypHble MeTOIbI 0OHapyx)eHus BpemonocHoro 110.




17. [IpoakruBHBIE METOABI OOHApYKEeHHUS BpemoHocHoro I10.

18. TenneHIMN pa3BUTHUS COBPEMEHHBIX aHTHBUPYCHBIX MPOTPaMM

19. Monaynu U peskuMbl paboThl COBPEMEHHBIX aHTUBUPYCHBIX MPOTPaMM.

20. Mopens aBromatnzupoBanHoii cuctemsl (MC) u Tumsl BUpycHBIX yrpo3 Oe3zomacHoctr UC mis ee
pa3Iu4HbIX YPOBHEM.

21. 3amuTa nepuMerpa cetu UC mpennpuarus ¢ MOMOLIbI0 MEKCETEBBIX 3KkpaHoB (MCD)

22. 3ammra MC npeanpusrust Ha ypoBHE pabOYMX CTaHLMWH MOJB30BATENICH U CEPBEPOB.

23. Mopens HapymuTess aHTHBHUPYCHON Oe3omacHOCTH. PekoMeHmyeMble METOMBI 3aIlUThI AT KI1acCOB
HapyLIUTEIEH.

24. TenneHIun pa3BUTUS COBPEMEHHBIX aHTUBUPYCHBIX MPOTPaMM

25. 3amuTa nHMOPMAIMN HA YPOBHE KOPIIOPATHBHOM CETH MPEIIPHUSATHS.

26. TexHuueckue KaHAIBl YTeukd HH(pOpManuu. 3alyuTa OT yTeueKk WHPOPMAaIUH M0 TEXHHYSCKUM KaHallaM
27. Monynu U pekuMbl paboThl COBPEMEHHBIX aHTUBUPYCHBIX MPOTPaMM.

28. Mopenb aBromatuzupoBanHoii cuctemsl (MC) u Tumbsl BUpycHbIX yrpo3 Oe3zomacHoctu UC miis ee
pa3Iu4HbIX YPOBHEM.

29. 3ammra MC npeanpustust Ha ypoBHE padO4MX CTaHLMWH MOJIB30BATENIEH U CEPBEPOB.

30. Mogens HapylmHTeNs aHTUBHPYCHOH 0e30MacHOCTH. PekoMeHtyeMble METObI 3alUThl JJIsl KIacCOB
HApYIIUTENEH.

31. 3ammra nHGOPMALIMU HA YPOBHE KOPIIOPATHBHOW CETH MPEANPHUSITHUS.

32. Metoauka co3naHus JEMUINTAPU30BaHHBIX 30H B KOPIIOPATUBHOW CETH NMPEANIPUITHS

33. 3amuTa nHGOPMAIUK OT YTEYKH MO AIEKTPOMATHUTHBIM KaHallaM

34. TexHuueckue KaHAIbl Yyreukd HH(popManuu. 3aliuTa OT yTeueKk WHPOPMAaIHH 10 TEXHHYSCKUM KaHallaM
35. Hanpasnenus o6ecnieuenust Ub npeanpusitus. [IpaBoBas 1 opraHu3allMOHHAS 3aIUTA.

36. Texnomorust obecnieuenns 6e3omacHoctr C npu 6ecripoBOTHOM COeTUHEHUH

37. Hampasnenus obecnedennst b npenmpusatus. Ousndeckne M OpraHU3aIllMOHHO-TEXHUUECKUE CPEICTBA
3aIIUTHI.

38. Cucrtema oOHapy)XeHUsI U MPEIOTBPALICHUS! BTOPKEHUH.

39. TexHonoruu obecneuenus OezonacHoct B OC Windows 7.

40. Crioco0bl 3amuThl HHQOPMAIIMK B OpraHU3aIMN. XapaKTepUCTUKA 3alllUTHBIX JACHCTBHUHA

41. 3amura nHGOPMALIMU OT YTEUKH MO BU3YaJbHO ONTHYECKHM KaHaJaM.

42. Crioco0p! 3ammThl HHOOPMAITUK B OpraHM3aliHd. XapaKTepUCTHKA 3alllUTHBIX ACHCTBUI

43. Hanpasnenus obecneuenust b npeanpustus. [IpaBoBas u opraHu3apioHHas 3amlnTa.

44. TexHonorust obecneuenus: 6ezomacHocTH VC npu GecripoBOJHOM COCTUHEHUH

45. Cucrtema oOHapy)KeHUsI U MPEIOTBPALICHUS! BTOPKECHUH.

46. TexHonoruu obecneuenus 6ezonacHoct B OC Windows 7.

47. Hanpasnenus obecnieuenust Ub npeanpusarus. Gusnyeckue u opraHU3allMOHHO-TEXHUUECKUE CPEACTBa
3aIUTHI.

48. 3ammra nHGOPMALUU OT YTEUKU IO 3JIEKTPOMATHUTHBIM KaHalaM

49. Nudopmarmonnas 0e3onacHOCTh Ha 0aze cranmapta CobiT

50. TepMHUHBI U ONpe/ieeHUs] KpUNITOrpadHH.

51. Kiaccudukanms kpunrorpapudeckux alropuTMOB

52. Kpurepun Ge30macHOCTH KOMITBIOTEPHBIX cHcTeM «OpaHkeBasi KHUTay.

53. Kpunirorpaduueckuii anroputm BikeHepa. [IpenmyiiiecTBa U HeJJOCTATKH.

54. TexHOonMoruu OHOMETPUUYECKOH ayTeHTU(HUKALUKN MOJIb30BATEs.

55. [IpenmymiecTBa 1 HEAOCTATKA CHMMETPHUIHBIX aJITOPUTMOB IMH(DPOBAHUS

56. ITpoGnemsr G6e3omacHocTu [P-ceTeit

57. Ilopsinok MCHONB30BaHUS CUCTEM C CUMMETPHUYHBIMH KIIOUaMH.

58. TexHOMOTNU CTPOTON ayTeHTU(UKAIIMHA TOITH30BATEIS.

59. CuMMeTpHuyHbIE aNTOpUTMEI mudpoBanus. [Ipumepst

60. Crtpykrypa ¥ QyHKIIMOHATHHOCTh cTeka mpoTokosioB TCP/IP ¢ Touku 3peHust HHGDOPMAITMOHHOM
0e30macHOCTH.

61. TexHOIOTHS UCTIOE30BAHNE ICKTPOHHOU ITUGPOBON TTOITHCH.

62. Knaccudukanuss MexaHn3MOB ayTeHTU(QHUKAIMH TOJIb30BaTeIeH

63. Knaccudukauus cereit VPN. IlpeumymnectBa npumenenust texHonaoruii VPN.

64. CTpyKTypa TOJUTHKHA O€30IMaCHOCTH OpPTaHU3AINN

65. [MpenmyiiecTBa U HEAOCTATKA ACHMMETPHUYHBIX CHCTEM MIN(POBAHHUSI.

66. TexHonoruu BUpTyanbHbIX 3amuineHHbIX cetedl (VPN). OcHoBHBIE moHATHS U QYHKIHKU ceTh VPN
67. ITopsiok MCHONB30BAaHUSI CHCTEM C aCHMMETPHYHBIMH KIIFOYaMHU

68. ITpoTokosbl hOpMHUpPOBAHMS 3ANIUINEHHBIX KaHAIOB ceTd VPN Ha ceaHCOBOM ypOBHE

69. [Mpobnema nenoctHoctu nHpopManuu. [IpumMepsl HapyIEHUST LEIOCTHOCTH UHPOPMAIH




70. OcHoBHbIE BapuaHTHl apxuTekTyphl VPN. CpencrBa obecrieuenust 6e3omacHoctr VPN,
71. Meronbl 3amMTHl HHGOPMALIMK HA KaHATFHOM U CEaHCOBOM YPOBHSIX.
72. Mertoap! 3ammuta nHpOpMaLUHU Ha ceTeBoM ypoBHe. [Ipotokon IPSec

5.2. TeMbl NUCbMEHHBIX pPadoT

[TuceMeHHBIE paOGOTHI HE IPEAYCMOTPEHBI

5.3. ®oHa OLEHOYHBIX CPelCTB

®DOoHJ| OIIEHOYHBIX CpencTB MucHUILIuHbL "MHpopManmonHas 6e30macHOCTE" pa3paboTaH B COOTBETCTBUU C
JIOKaJTbHBIM HOpPMaTHUBHBEIM akToM "Ilopsimok pa3paboTku u comepskanusi (HOHIOB OIICHOYHBIX CPEICTB OCHOBHOU
00pa3oBaTeIbHON MPOrpaMMBbI BBICIIETO MpodeccHoHanbHOTO obpaszosanus B [OY BIIO "JJOHAYUI'C".

®DOoHJ OLEHOYHBIX CpeACTB aucuuiuivHbl "HMHpopmarmonHas 0e30macHOCTH' B TOJTHOM 0OBbeMe
MIPEJICTABIICH B yI€OHO-METOAMYECKOM KOMIUIEKCE TUCITUILTHHBL.

5.4. IlepeyeHb BUIOB OLIEHOYHBIX CPEICTB

YcTHBIN onpoc (KOHTPOITb 3HAHUH pa3jiena yIeOHO! TUCITUTLTNHBI)
CobecenoBanune (camocTosATeNbHAs padboTa)
WNunuBunyanpHbIC 3a1aHUS

PA3JIEJI 6. CPEACTBA AJAIITAIIMU ITPEIIOJABAHUA JTUCHUIIJINHBI K
MNOTPEBHOCTAM JIML] C OTPAHUYEHHBIMHU BO3MOKHOCTAMMU 310POBbSA

B ciyqae HeoOxoauMoCTH, 00ydaromUMCsT U3 YHcia JIMI ¢ OTPaHMYCHHBIMUA BO3MOXKHOCTSIMHU 3/10pOBbs (TI0
3adBJICHHIO OOYJaroLerocs) MOTYT IpeLIaratbCsi OAHM M3 CIEOYIOLUIMX BapHaHTOB BOCHPUATHS HH(YOPMALMH C
Y4E€TOM UX MHIUBHYaJIbHbBIX ICUXO(DU3NIECKUX OCOOEHHOCTEN!

1) c mpyUMeHEeHUEM 3IEKTPOHHOTO OO0Y4eHHs M JHUCTAHIIMOHHBIX TEXHOJIOTHH.

2) ¢ mpUMEHEHHEM CIEeLUATBFHOr0 000pyaOBaHHus (TEXHUKH) M MPOTPaMMHOI0 O0OeclieYeHHs], UMEIOIUXCS B
'OV BIIO "JOHAYHUI'C".

B mporecce oOydeHuss Tpu HEOOXOAMMOCTH JIISl JIMI] C HapyIICHUSIMH 3pCHHUS, CIyXa H OIOPHO-
JBUTaTENIBHOTO alnapaTa NpeAoCTaBIsSIOTCS CIEAYIOIINE YCIOBUS:

- U JIUL ¢ HapyLICHHUSMHU 3PEHHS: y4eOHO-METOAMYECKHE MaTepHajbl B I€4aTHOH (opMe yBEeIMYCHHBIM
mpudToM; B (GOpMe DIEKTPOHHOTO JIOKyMeHTa; B (QopMme aymuodaiina (mepeBoj y4eOHBIX MaTEpUAIOB B
aynuoopmar); MHAMBUAYaIbHbIC 334aHUS U KOHCYAbTALIUH.

- JUId JIMI C HapyLIEHMsIMH clyXa: y4eOHO-METOAMYEeCKMe MaTepuaisl B mneudaTHoil (opme; B dopme
IEKTPOHHOTO JOKYMEHTAa; BHIEOMAaTepHabl C CYOTUTpaMM; WHAWBUAYAIbHBIE KOHCYJIbTALUU C IPUBICUYCHUEM
CypAaonepeBOAUYUKa; MHAUBUAYAJIbHBIC 3aJaHUS U KOHCYJIbTalluu.

- UIS JUI C HapyIIeHUSMH OIOPHO-ABUTATENBHOTO ammapara: ydeOHO-METOAMYECKHE MaTepHaibl B
nedatHo Qopme; B ¢dopMe DIEKTPOHHOTO JOKyMeHTa; B Qopme ayauodaiina, WHIUBUAyaTbHBIE 3aJaHUS U
KOHCYJIbTAIlUuH.

PA3JIEJ 7. METOJIUYECKUE YKA3AHMS JJI51 OBYYAIOILIMXCSI 10 YCBOEHUIO
JUCLMILINHBI

AymuTopHble 3aHATHSA M0 mauciuiuimHe "MHbopManmonHas ©6e30MmacHOCTs” MPOBOIATCS B (GopMe JICKIUOHHBIX U
MPAKTUYECKUX 3aHSATUM.

Ha neknuoHHBIX 3aHATHSAX, COTJIACHO Y4eOHOMY IUIaHy IMCHMIUIMHBI, OOYYJarOIIMMCS MpeIJiaracTcsi paccMOTPETh
OCHOBHBIE TeMBI Kypca. CTyIeHTy MpeJiaraeTcsi y4acTBOBaTh B IUAJIOTE C MPEMOAaBaTeleM, B X0Je KOTOPOr0o MOTYT
00CY)XIaThCS MOMEHTBI, aKTyaJbHBIE HJIs1 €ro Oyaymed MpakTHYecKOM IesTeNbHOCTH; OH MOXET BBICKa3aTh CBOE
MHEHHE TOCIIE COTIOCTABICHHUS pa3HbIX (PaKTOB M Pa3HOOOPa3HBIX TOUYEK 3PEHUS HA HUX.

K uucny BakHEWIIMX yMEHHWIA, SBISIFOIIAXCS HEOTHEMJIEMON YacThIO YCHEIIHOTO y4eOHOTO Mpollecca, OTHOCHUTCS
yMeHHe paboTaTh C Pa3TUYHBIMH JIUTEPATypHBIMH WCTOYHHKAMH, COJAEp)KaHHE KOTOPHIX TaK WJIM WHAYE CBS3aHO C
U3y4aeMOM TUCLUTIIINHOMN.

[lonroroBky K 000 Teme Kypca PEKOMEHIYeTCsl HayMHaTh C M3YYCHUS MNPE3CHTALHOHHBIX MAaTepHajoB HIU
y4eOHOW IUTEpaTyphl, B KOTOPBIX JAETCSl CHUCTEMAaTH3MPOBAHHOE H3JIOKEHHE MaTephana, pa3bsCHIETCS CMBICT
Pa3HbIX TEPMUHOB H coolIIaeTcst 00 I3MEHEHHAX B MOX0/IaX K U3YYEHHUIO T€X WM MHBIX MPO0JeM JaHHOTO Kypca.
Metoanueckue yKa3aHUs [0 OpraHU3alMK CaMOCTOSITEIbHON PadoThI

CamocTosTenpHas paboTa Mo JUCIHTIINHE OPTaHW30BaHa B CIEAYIONINX BUAX:

. UI3y4eHHE TEOPETHUYECKOTO MaTepHralia 1o 3aJaHHOI TeMe;

. AHAJIN3 METOJIOB peIIeHNUs IOCTaBICHHO 3a1a4y;

. BEITIOJTHEHUE WHIUBUAYaIbHBIX 3a/1aHUl;

. OIIEHKA IOCTOBEPHOCTH TOIYICHHBIX PE3YIbTaTOB;

. OTYET Tepe]l MPEnoAaBaTeieM M0 TEOPETUIECKON 1 MPAaKTHYECKOW YaCcTH WHAWBUAYAIbHOU pabOTHI.
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PELHHEH3UsA
Ha PABOUYYIO IPOI'PAMMY U ®OH/I OHEHOYHbBIX CPEACTB JUCHUIIIMHBI
51.0.18 «MudopMannoHHas 06e301aCHOCTD)
mmdp TUCIUIUIMHEL B y9eOHOM IUTaHe, HANMEHOBAHHE
Hanpasiaenue noaroroBku _09.03.03 Ilpuknannas nundopmaTrka
KOJ, HQHMCHOBaHHNEC

Pa3padorumnk: H.B. bpanyn, kann. dbus.-maT. HayK, JIOIEHT, 3aB.Kadeapoit
(®UO. HIIP, yuacTBoBaBmux B paspadorke PIIY /] ¢ ykazaHHEeM TOIDKHOCTH)

Kadenpa: HMubopMarimoHHBIX TEXHOJIOTUH

[IpencraBneHHas Ha peleH3UI0 paboyvas nporpamma U (GoHI OLIEHOYHBIX CPEJICTB AUCITUTUINHBI
«udopmarnrionHas 6€30MacHOCTb» pa3padoTaHbl B COOTBETCTBUH C:

I'ocynapcTBeHHBIM 00pa30BaTEIbHBIM CTAHAPTOM BBICIIETO TPOPECCHOHATHHOTO 00pa30BaHMs
no HampasieHuto mnoarotoBku 09.03.03 Ilpuknagnas wuHbopmarnka (I[Ipukaz MuHucrepcTBa
oOpa3oBanus u Hayku JloHerkoit Haponnoit Pecriy6muku ot 21.01.2016 1. Ne 32);

@denepalibHBIM TOCYAAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPTOM BBICIIEIO OOpa3oBaHUS —
OakanmaBpuata 1o HampasieHuo moarotoBkd 09.03.03 Ilpukmagnas wunpopmatuka (ITpukas
MunncrepctBa oOpa3zoBanusi u Hayku Poccuiickoit @enpepanuu ot 19.09.2017 r. Ne 922 ¢
u3MeHeHussMHu). Pabovas mporpamMma AMCHUIUIMHBI COJCPKHUT TPEOOBAaHUS K YPOBHIO ITOATOTOBKH
0akanaBpoB MO MPHOOPETEHUIO TEOPETUYECKMX 3HAHUW U TPAKTHUYECKUX HABBIKOB, KOTOpHIC
IPEIbABIAIOTCS K O0OYy4aroIMMCs JAaHHOTO HAIlpaBJIEHUs IOJATOTOBKU B XOJI€ M3yU€HHUs yduyeOHOMU
JTUCIUTUIAHBI.

B paboueii mporpammMe chopMyIUpOBaHbI IENU U 337a4 OCBOSHUS AUCIUILTHHBIL.

B pazmene «MecTto AMCUMIUIUHBI B CTPYKType OOpa3oBaTeiIbHOW MPOTrpaMMbl» YyKa3aHI
TpeOOBaHUS K IPEIBAPUTEILHOM OArOTOBKE 00Y4AIOIINUXCS, @ TAKYKE [TOCIEAYIOINE JUCITUIINHBI, IS
KOTOPBIX U3YyUEHUE IaHHOM Oy/1eT HEOOXOUMBIM.

B paOoueii mnporpamme mponmcaHbl KommeTeHimu oOydatomerocs (OINK-3, I1K-9),
dbopMupyembie B pe3yJIbTaTe OCBOCHUS TUCHHUTIIHHBI.

Paznen «CtpykTypa U copepkaHHe NUCUUIUIMHBD) COACPKUT TEMAaTHUYECKOe U I0YacOBOE
pacopenelneHne M3yd4aeMoro Marepuaja 1o BHJIaM 3aHSATUM, a Tak)Ke 4Yachl Ha CaMOCTOSITENIbHYIO
pabory.

B paznene «®PoH/1 OLIEHOYHBIX CPE/ICTBY» yKa3aHbl OLIEHOUHBIE CPEACTBA AJIsl TEKYIIETO0 KOHTPOJIS
U MPOMEKYTOUHON aTTecTaluu odyuyatomierocs (poHJ OLEHOYHBIX CPEACTB MPEACTABICH OTAEIbHBIM
anemeHToM Y MK]I).

Komnerennuu mo Kypcy, ykasaHHble B pabodeil mporpaMme, MOJTHOCTBIO COOTBETCTBYIOT
y4eOHOMY IJIaHy ¥ MaTpHIle KOMITETEHIIUH.

B paOoueil mnporpamMme IUCHMIIMHBI TPEACTaBIEH TAaKKe IepeuyeHb MaTepHaIbHO-
TEXHUUYECKOTo 00ecredeHHus JUIsl OCYIIECTBICHHSI BCEX BHUJIOB 3aHATUHM, MPEAYCMOTPEHHBIX yU4E€OHBIM
TUTAHOM.

Pabouas nmporpamma JUCHUIUIMHBI UMEET JIOTMYECKU 3aBEPIIEHHYIO CTPYKTYPY, BKIIOYAET B
cebst Bce He0OX0IMMbIE U TPUOOpETaeMble B IPOLIECCE U3yUEHUSI HABBIKM U YMEHHSI.

VY4yebHO-MeToIMUecKoe oOecreyeHne TUCHMIUIMHBI MPEACTAaBICHO B IMpOrpamMme IepeuHeM
OCHOBHOM M  JIONOJHUTENbHOM  JIUTEpAaTypbl, METOAMYECKUX MaTepuaioB, OHOIMOTEUHO-
UH(POPMALIMOHHBIX PECYPCOB, UTO SABJSETCS JOCTATOUHBIM /ISl YCIIEITHOTO BIAJICHUS TUCIMILITMHOM.

Takum o6Opa3zom, pabodas mnporpamma JucHMILIMHBL «MH(popMaloHHas 0e301macHOCTbY
COOTBETCTBYET BCEM TpPEOOBAHUSAM K peau3alidd MPOrpaMMbl U MOXKET OBITh PEKOMEHJIOBaHa K
MCIIOJIb30BaHUIO.

Penensenr: V/

JIOIEHT, KaHJI. DKOH. HAVK E.I'. JIutBak
(AOIDKHOCTD, perajum) DdUO

04.02.2021 1.



