JOHELKASI HAPOJHASI PECITYBJIMKA
MHWHHUCTEPCTBO OBPA30BAHMS 1 HAVKU
['OCYAAPCTBEHHOE OBPA30BATEJILHOE YUPEXIEHUE
BBICHIEI'O ITPOPECCHUOHAJIBHOI'O OBPA30BAHN S
«IOHELIKAST AKAJIEMIA VITPABJIEHUS U TOCY JAPCTBEHHOM CJTVKBbI
[TPU T'JTABE JOHELIKOW HAPOJTHOM PECITYBJIUKU»

YTBEPX/IAK
[Ipencenareny
[TpuemHoii 1

o

NCCUH

JI.b. Koctposeir

6@6 »/ O 2020r.

[IPOl'PAMMA BCTVYITUTEJIBHOI'O TTPO®UJIBHOI' O DK3AMEHA
[10 THOOPMATUKE
IJBI TIOCTYIUIEHWS HA OBYYEHUE
[10 OBPA3OBATEJIbHBIM ITPOTPAMMAM MATMCTPATYPBI

YTBEepkKAEHO Ha 3acelaHuu
[IpremMHONi KOMHUCCHH
[TpoTokon Ne 2 ot 20.03.2020 .

Joneux — 2020



TEMATHUUYECKHWH IIVIAH BCTYIIUTEJBHOT'O UCTIBITAHUSA

Tema 1. ba3bl TaHHBIX

- MaremaTndyeckue OCHOBBI IIOCTPOEHUS PENIUUOHHBIX b/I.
- Pa3zpaboTka Moien TaHHBIX HA OCHOBE HOPMaJIU3aIUH.

— OcHoBblI s3b1Ka SQL.

- S3BIK CO3/1aHUs XPAHUMBIX IPOLIEYP.

Tema 2. BbluHC/IHNTE/IbHbIE CHCTEMbI, CETH M TeJIEKOMMYHHKAIIMH

— [Tpunnumne! opranuszanuu OBM.
— BrrunciantenbHble CUCTEMBL.
— BroruuciantenbHble CETH.

Tema 3. UudopmMannonuas 0e30acHOCTL

— TexHonornu u Metoasl ooecneueHus Ub.
- Nudopmarmonnas 6ezomnacHocts UC u ceteil.

Tema 4. Pazpadorka nHGOPMANIMOHHBLIX CHCTEM

- [Tpo6nemsl B cozganuu UC.

— ApXuTeKTyphl U TexHoJoruu co3nanus 1C.
- Metononoruu co3nanus NC.

- [Tpuniumnsl 1 3tansl coznanus VC.

Tema 5. UT undpacTpykrypa npeanpusaTus

— HNudopmarimoHHbie TEXHOJIOTUN B apXUTEKTYPE MPEATIPUSATHS.

- Cucrtems! ynpasnenus UT-undpactpykTypoit npeanpusiTus.



BOITPOCHI BCTYIIUTEJIBHOI'O NUCIIBITAHUSA

1. CdopmynupoBaTh Tpu HOpMasIbHbIE (OPMBI U MPUBECTH NMPUMEPHI UX
HapyIICHUSI.

2. OObBICHUTH, YTO TaKOE€ CBSI3b MEXIYy CYIIHOCTAMH MpPEIMETHON
00JIaCTH ¥ KaKUM 00pa30M 3Ta CBSI3b peau3yeTcs B GU3HMUECKOM MOJIEIN JaHHBIX.
[IpuBecTH mpUMEpPHI BCEX TUIIOB CBSI3EH.

3. O06swscuuthk cMbica oneparopoB JOIN, LEFT JOIN, RIGHT JOIN.

4.  OOBSACHUTH, YTO TAKOE MOJHOE JAEKAPTOBO MPOU3BEACHUE IBYX TAOJIHIL
B uHcTpykmu FROM onepatopa SELECT, u kak ero nuz0exars.

5. Kaxkoi#t mocnenoBaTenbHOCTBIO 3aPOCOB MOXHO IMOJTYYUThH OIEpaTop
FULL JOIN, ecnu oH oTcyTcTBYeT B nuanekre SQL?

6. OOBICHUTH OTIMYUS MEXIY YCIOBHEM, YKa3aHHBIM B oOIllepaTope
WHERE u ycnosuem, ykazanHbeiM B oniepaTopa HAVING.

7. OOBSICHUTH CMBICII HCIOJIb30BaHMUSI KYpCOpPOB B  XPaHUMBIX
npoleaypax, IPUBECTH PUMEPBI.

8. Jlath ommcaHuMe BHEMTHUX 3anmoMuHarommx yctpoucts [1K, mornueckas
CTPYKTYypa JIUCKA.

9. OxapakTepu3oBaTh (PUINYECKYIO CTPYKTYpY ONEPATHUBHON MaMSTH:
BU/JIbI MOJTYJICH, TUTIBI TAMSTH, KOHCTPYKTHUB.

10. TlepeuucnuTh ypOBHU ONEPATUBHOW MaMsITH, CHOPMYyIUPOBATH
MOHSATUS CTATUYECKON U TUHAMUYECKON MaMsITH, KIII-TTaMSsITH.

11. OxapakTepu3oBaTh OCOOCHHOCTH TMpEICTaBICHUs UWHOpPMaIMK B
NepcoHaIbHOM KoMIbloTepe. [IpuBecTu mpumepsl.

12. OOBSICHUTH NPUHILIMIIBI OPTraHU3ALNH BBICOKO NapayienbHbix BC.

13. Jlatp ompeneneHue MpepbIBaHUS, M3JIOXKUTh  KJIACCU(PUKAIIIO
npepbIBaHuii, 00paboTKy npepbiBanms MII.

14. W3n0%HUTh OCHOBHBIE IOKA3aTEIM KayecTBAa KOMIBIOTEPHBIX CETEH,
BUJIBI CETEH U TOIIOJIOTHA.

15. Jlatb ompeneneHre mpoTokoia u cranaapTa. Y posuu moaenu OSI.



16. OxapaxTepu3oBathb COCTaB IIPOrPaMMHOTO obecrnieueHus
KOMIBIOTEPHBIX ceTell, pyHkuuu cereBoit OC.

17. Omnucath KOMIIOHEHTBl TEXHUYECKOIO OOECIEeUeHUs] KOMIIBIOTEPHBIX
CETEHN.

18. IlpuBectn oOmme cBeaeHus o craHgapre FEthernet, dusndeckue
crienuQuKaIum.

19. Omucatre MeTtoAbl  MyJbTUILIEKCHpOBaHMA. llpenmyiiectBa
HEJ0CTaTKU METOJIOB.

20. WM310XUTh HCTOPUYECKUE ITAIBI PA3BUTHSA TTI00aNbHOM ceTu HTEepHET.

21. TlokasaTh cucteMy ampecaruu B cetu MHTEepHET. [JoMeHHas CcTpyKTypa
UMEH.

22. Omwmcatb MPOTOKOJBI U ciayxO0bl cetu MuTepHeT. CTeK MPOTOKOJIOB
TCP/IP.

23. Jlate onpenenenue HMutpacetn u DOxcTpacetu. bas3oBble cereBble
texHonorun MHTpaceru.

24. Crpyktypa KoprmopaTuBHOM ceth. (OCOOCHHOCTH  apXUTEKTYpPbI
komnbroTepHbIX KC.

25. OnummTe NpoakTUBHBIE METOBI OOHApYKeHUs BpenoHocHoro [10.

26. CdopMynupyiiTe BapuaHThl MOCTPOCHUS BUPTYaJTbHBIX 3aIUIIEHHBIX
KaHaJoB.

27. OnuiuTe cCUrHaTYpHbIE METO/IbI 0OHapyx)eHus BpenoHocHoro [10.

28. OxapakTepu3yite TpU YpOBHS YIPaBIEHUS MOJUTUKON O€30MaCHOCTH
Ha TPEANPUATHH.

29. JlaiiTe onpeaeneHue MOHATHIO «MOJIEIb 3JI0yMBILUIEHHUKay. [IpuBecTu
IPUMEPBHI.

30. Omumute cpenctBa odecnieuenus 6e3omacHoctd VPN.

31. IlpuBenute  Kimaccu(uKanyio  KaHAJOB  TPOHUKHOBEHHS B
MH(POPMALMOHHYIO CUCTEMY U YTEUKU MH(POpMALUH

32. OnumuTe NOAUTUKY WH(OPMALMOHHON 0€30MacCHOCTH OpTraHU3alllu.

33. Cdopmymnupyiite cosiepxaHre MOJUTUKN O€30IIaCHOCTU OpPTaHU3aINH.



34. Omnpenenure 00BEKTHI U CYOBEKTHI HH()OPMALIMOHHOTO MMPOCTPAHCTBA U
ux uHTepecol. [IpuBeanTe mpuMepsl.

35. Omnpenenenune nHOOPMAIIMOHHON 0€30MACHOCTH U €€ COCTABJISIOIIHX.

36. OOocHOBaThb MPUYMHBI pPOCTa  KOMIBIOTEPHOW  MPECTYMHOCTH.
KoMrmbroTepHble TPeCcTyIUICHUS! TPOTUB TOCYAApPCTBEHHBIX M OOIIECTBEHHBIX
HUHTEPECOB.

37. Jlaiite OINpEEIICHHE KAaTeropuu «KonduneHmaibHOCT
uHpopMarumy. OxapakTepuszyiTe crnocoObl obecriedeHus] KOHPHUAESHINAIbHOCTU
UH(OpMaAMU B OpTraHU3ALIMH.

38. CdopmynupyiiTe KitoueBble KaTeropun (MOHATHS) O€30IMaCHOCTH U UX
B3anuMocBsi3b B cooTBeTcTBUM ¢ [[OCT P UCO/M3K 15408-1-2008.

39. JlaiiTe KIacCH(PHUKAIUIO BPETOHOCHBIX MTPOTPAMM.

40. Onumure MOIYJIH U PEXKUMBI PabOThI COBPEMEHHBIX AHTHUBUPYCHBIX
IPOrPaMM.

41. OxapakrepusoBaTb MOJenb aBTOMaTu3upoBaHHON cucteMbl (MC) u
TUIIBI BUPYCHBIX yrpo3 Oe3onacHocty MC 11 ee pa3nuyHbIX YPOBHEH.

42. OnucaTh MOAENb HAPYIIUTENS AHTHBUPYCHOW  O€30MaCHOCTH.
PexoMeHayeMble MEeTO1bl 3aIUTHI 11 KJIIaCCOB HAPYILIUTENEH.

43. CdopmynupoBaTh TEHACHIIMN Pa3BUTH COBPEMEHHBIX aHTHUBUPYCHBIX
porpaMm

44, CdopmynupoBaTh MPUHIUIIBI 3allUTHl HMHPOPMAIMA HA YPOBHE
KOPIIOPATUBHOMN CETH MPEATIPUATHSL.

45. OnumuTte TEeXHUYECKHE KaHaldbl yTeukd HHMopMammu. 3ammra OT
yTedeKk HHGOPMAIINH M0 TEXHUYECKUM KaHajlaM

46. CdopmynupoBarh npuHIMNbL 3amuThl UC mpennpusitus Ha ypoOBHE
paboYMX CTAHIIMI MOJIB30BATEIICH B CEPBEPOB.

47. OnuiuMre NpeuMyIecTBa NpuMeHeHus TexHoaoruii VPN.

48. CdopmynupoBaTh crocoObl 3amuThl HWHGOPMAIMU B OpraHU3aIUU.

JlaiiTe XapakTepUCTUKY 3alUTHBIX AEHCTBUA



49. Onumure TEXHOJIOTHIO 3alUTHl HHOOPMALIUK OT YTEUKHU MO BU3YAJIbHO
ONTUYECKUM KaHaJIaM.

50. OxapaxrepuzoBatb yrpo3dy Buma «lllmuonckoe I[1O (Spyware)» u
CTHOCOOBI 3aIIUTHI OT HEe.

51. TIlpencraBbre HampaBieHus obecneueHuss b npennpusarus. [IpaBoBas
Y OpraHu3alMOHHAs 3aIlUTA.

52. Onmmurte TexHoNOru0 obecrneueHus Oe3omacHoctn UWC  mpu
OCCIIPOBOJIHOM COCIMHCHUH

53. OxapakrepuzoBarh ataky Buaa «Pacmpenenénnas DoS-araka DDos-
aTaka» W CIOCOOBI 3aIIUTHI OT HEe.

54. TlpencraBpTe  Hampamienuss obecneuenuss Wb mpeanpusrus.
duznveckre U OpraHN3aMOHHO-TEXHUYECKIE CPEICTBA 3aIIUTHI.

55. OnummuTe NPUHLOUINBI 3alUThl  HMHQOpPMAIMM OT YTEUKH 110
AJIIEKTPOMArHUTHBIM KaHajlam

56. Omumure  OpUHOMIBI  pabOThI  CHUCTEMBI  OOHApYXEHUS |
MIPEIOTBPAILIECHUS] BTOPKEHUM.

57. Oxapakrtepuzyiite TexHOJOTMH obecneueHus Oe3omacHoctd B OC
Windows 7.

58. Ompenenure HHPOPMAMOHHYIO 0O€30MacHOCTh Ha 0a3e cTraHjapTa
CobiT

59. OnumuTe METOAMKY CO3JaHUS  JIEMUIMTAPU30BAaHHBIX 30H B
KOPIIOPATUBHOM CETH MPEITPHUSITHS

60. JlaitTe knaccudukalmo KpuntorpadhuyecKux alropuTMoB

61. Onummre KpuTepun  OE30MACHOCTH  KOMIBIOTEPHBIX  CHCTEM,
copmynupoBaHHbIe B «OpaHKEBOI KHUTE.

62. Onummure Meroapl 3ammThl mepumerpa cetu WC mpeanpusarus c
MOMOIIIBIO MEXKCETEBBIX IKpaHoB (MCD)

63. CdopmynupyiTe TEPMUHBI U ONIPEACICHUST KpUNITOTpaduH.

64. OnummuTe CUTHATYpHBIE METOIBI OOHApYKeHus BpenoHocHoro [10.



65. Omnumure CUMMETPUYHBIE aIrOpuTMbl MHdpoBanusa. llpuBenute
IPUMEPHI

66. OnummuTe CTPyKTYpy U (PYHKIIMOHAIIBHOCTH cTeka nmpoTokosioB TCP/IP
C TOYKH 3peHUS HH()OPMALIMOHHON O€30MacHOCTH.

67. IlpencraBbTe KpunTorpaguueckuit aiaroputm Bukenepa. Omnuiure
€ro MPEerMyIIEeCTBa U HEJJOCTATKHU.

68. Onumute TEXHOJIOTUU OMOMETPpUYECKOI ayTeHTHU(PUKALNH
10JIb30BATESL.

69. CdopmymupyiiTe NpeuMyIIeCTBA H HEIOCTATKA CHUMMETPUYHBIX
QITOPUTMOB K (POBAHUS

70.  OnwummmuTte npobsiemsl 6e3omacHoctu [P-ceTeit

71. Ompenenute MOPAIOK HCIOJB30BAHUS CHUCTEM C CHMMETPHUYHBIMH
KIJTFOUaMH.

/2. OnuummuTe TEXHOJIOTHU CTPOroi ayTeHTU(UKAIIMU [TOJIb30BATENS.

73. OmummuTe TEXHOJOTHIO WCIOJIL30BAHUE DSJECKTPOHHOW IH(PPOBOH
HOJIITUCH.

74. JlaitTe knaccu(pUKALMIO MEXaHU3MOB ayTeHTU(UKAIIMHU MOJIb30BaTeNen

75. OrmpenenuTte NpEeUMYIIECTBA U HEIOCTATKH aCUMMETPUYHBIX CHUCTEM
mdpoBaHus.

76. OmnummTe TEXHOJOTMH BUPTYalIbHBIX 3amuiieHHbix ceteit (VPN).
OcHoBHBIC TOHATUA U QyHKINH ceTn VPN

77. OnummTe TMOPSIOK HWCHOJIB30BaHUS CHUCTEM C AaCHMMETPHUYHBIMH
KITIOYaMH

78. IlpexncraBbTe MpaKTUUYECKHE METOAbI AyTEHTU(PUKALIMHU, UCTIOIb3yEeMbIE
B HACTOSAIIEE BPEMsI

79. aiite knaccudukamnms ceteit VPN,

80. OmnuiuTe CTPYKTypa MOJUTUKHA O0€30MTaCHOCTH OpraHU3alluu

81. Packpoiite karteroputo HHQPOPMAIIMOHHONM BOWHBI KaK Yyrpo3bl
uH(POPMaIIMOHHON 0€30MaCHOCTH HAI[MOHATBHOTO YPOBHS

82. OmnwummTe OCHOBHBIE BApUAHTHI apXUTEKTYphl VPN



83. OnwumuTte MPOTOKOIBI (POPMHUPOBAHUS 3ALIUIICHHBIX KaHAJIOB CETH
VPN Ha ceaHCOBOM ypPOBHE

84. Cdopmynupyiite mnpobiemy menoctHocTd uHopManmu. [Ipumepbl
HapyIIEHUS 1IEJTOCTHOCTH HHGOPMAITIH

85. OxapakTepusyiiTe JBYX U TpPEX-YpOBHEBBIE KIMEHT-CEPBEPHBIC
apxutektypsl IC. Oxapakrepusyiite narrepHs MVC.

86. Ilorpebnoctn mpoekta cetn it HMC. Tlonstue m Ha3HaYeHHE
komnbtoTepHoit cetu. [lonsstue LAN, WAN, Router, Internet, Intranet u Extranet.
[TpuBeauTe mpuMep BO3MOKHON KOH(UTYpAIUKA CETH ISl IBYX PacIpeaesIeHHbBIX
Mmect akcruryaranuu UC.

87. IlpuHuumnbel  MOpPOEKTUPOBAHUSA  TOJIB30BATEILCKOrO  HMHTEpdeiica,
XapaKTepUCTHKA XOpoIIero nutepdeiica u peKOMEHIAINH M0 €T0 CO3aHHIO.

88. Oxapaxrepusyiite npunimnsl pazpabotkun MC. Onummre nartepH
MVP.

89. OxapakTepu3yiTe OCHOBHBIC TMPOMECCHl JKU3HEHHOTO IIMKJIa B
cootBercTBuM ¢ [SO 12207.

90. J[laiiTe MOHATHE WPOIECCHOTO TOAXOAa W KpaTKo CcPOpMyTUpyHTe
nousitusa TQM.

91. Bam HeoOxomauMo OOBEIWHUTH JBa Kiacca, KOTOPHIE BBITOJIHSIIOT
pas3TuYHBIC ONEpaly B 3aBUCUMOCTH OT CHUTyallud. DTH KJIacChl WHTEHCHBHO
WCIOJIB3YIOTCSI CYIIECTBYIOIIEH CHCTEMOW, YTO HE MO3BOJISIET YIAJIUTh OJAWH W3
HUX U 100aBUTH €ro (PyHKIIMOHAIIBHOCTH BO BTOpoi. Kpome Toro, n3meHeHnue Koja
noTpedyeT ero TIaTeIbHOTO TECTUPOBAHMUS, TOCKOJBKY TaKoi peakTOPUHT BEIET
K Hen30exxHbIM omuOkaMm. Kakumu mabiioHaMu mMpOeKTUPOBAHMS MOYKHO PEIINUTh
3Ty 3a1auy? OObSICHUTE HA IPUMEPE.

92. TlonsTue puCKOB W ympaBieHue puckamu. Knaccuduxaius pUCKOB.
[Ipomiecc ympaBieHHs pUCKaMU, TPUBEIAUTE W TPOKOMMEHTHPYHTE CXEMy.

[IpuBeauTe NpUMepbl HHAUKATOPOB PUCKOB.



93. Omummre KakuMm o0Opa3oM cBoicTBa KiaccoB C#  peanusyror
UHKancyminuo.  [lepeuncnute pacmpocTpaHeHHblE TpUeMbl  pedakTopHHra,
KOTOpbIe pacno3Hatorcs B Visual Studio.

94. Oxapakrepu3yiite metogosoruro SCRUM.

95. Uto Ttakoe "JIamOma-Beipakenue"? IlpuBenure npumepsl koja. Yem
OoHM oTM4aroTcs ot JisimOaa-onepatopoB u JIssmMOa-meTo10B?

96. Ilepeuncnute paznuuus MeXAy class u stuct B sizpike CH.

97. HazoBure ciyuau, korga B C# HeoOxoaumsl static kiaccel. [IpuBenure
IpUMEPHI KOJa.

98. Uro omuchIBalOT peryispHble BelpakeHus B C# u A 4ero OHH
ucnons3yroTcsa? Onummnte Knace Regex u ero BO3MOKHOCTH.

99. OOmpsicHUTE, UYTO TaKoe TMATTepHBI MpoeKkTHpoBaHus. IlpuBemute
OCHOBHYIO KJIACCU(PUKAIIUIO ¥ IPUMEPHI UCTIOTb30BaHUS.

100. O6bsicHuTE, 1MOYEMy B COBPEMEHHBIX SI3bIKaX MporpammupoBanust (CH,
Java) oTkazanucek OT MeXaHHW3Ma MHOKECTBEHHOTO HaclieqoBaHus. Kakum oOpazom
pealin3yoTcss BO3MOKHOCTH MHOKECTBEHHOI'O HACJIEJOBaHUSI B 3TUX SI3bIKaX

101. OnummTe  OCHOBHBIE  3l€MEHThl  apxuTektypel HWT wu  wux
XapaKTEPUCTHUKHU.

102. N3noxxute OCHOBBI OM3HEC-aPXUTEKTYPHI.

103. YkaxxuTe MeCTO apXUTEKTyphl HHGpacTpyKTypsl B UT-apxuTexType.

104. Onummute coctaB UT — undpacTpyKTyphl NpeANpUsITHS 1 Ha3HAYCHUE
KOMITOHEHTOB.

105. Onummre apxutektypy npeanpusatus (EnterpriseArchitecture).

106. NUznoxute Mozenb 3axmMaHa, €€ Ha3HAYCHUE U CYIITHOCTD.

107. Onumwmre cTpykTypy 3ana4d UT-ciy:xObl.

108. Oceture Bonpocs! ynpasienus UT-ycoyramu.

109. 3noxute NPUHITUIT yIIPABICHUS MPOOIEMaMHU.

110. [Tepeuncnure nenu u 3amaun ciayxObl HelpDesk. IIpemoctaBnenue

YCIIYT.
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